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Common Vulnerabilities and Exposures (CVEs)
H evotnta auth eotldlel o eutdBeLeg TOU £xouV KataxwpnBel mpoodata kal afloAoyouvtal wg ooPfapég, pe faon tn Babuoioyia CVSS. Napoucialovral
pe oadnvela ta cuotnpata f epapuoyEC ou ennpealovtal, o TUNoC Onwe euTtdBbetag (omwg SQL injection 1 command injection) kal oxetikol cuvdeopol

ylo TTEpALTEPW TTANPOPOPNCN 1 LETPA AVILUETWIILONG.
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CVE-2026-113169

CVSss
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9,6

9,6

9,6

9,6

9,6

9,6

Mpoiév/YTnpeaia TUmog EumrdBeiag TuokeUéG/EKEO0EIG URL 03nyIWV aVTIUETWTTIONG Exploitation Automatable Technical Impact
TTou eTrnpeddovTal
VM Inspector for Improper Link Resolution Be- https://msrc. microsoft.com/update-guide/vulnerabil- none yes total
Azure Virtual Ma- fore File Access ('Link Fol- ity/CVE-2026-110063
chines lowing’)
Azure Kubernetes Missing Authentication for https://msrc.microsoft.com/update-guide/vulnerabil-
Configuration Critical Function ity/CVE-2026-83938
Service
Bytebase Authentication Bypass by before 1.0.1 https://github.com/bytebase/bytebase
Spoofing https://github.com/bytebase/bytebase/blob/1.0.0/server
[auth.go#L.79-L 93
https://github.com/bytebase/bytebase/commit/d69e682
243b25b51dd52912a26e2f259b5f3db2d
https://github.com/bytebase/bytebase/pull/834
https://github.com/bytebase/bytebase/releases/taqg/1.0.
ans://githubAcom/bytebase/bﬂebase/security/advisori
es/GHSA-5r3p-6ri5-7937
PrintPreview in Improper Input Validation prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Google Chrome -channel-update-for-desktop 02018666648.html
DevTools in Use After Free prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Google Chrome -channel-update-for-desktop 02018666648.html
PolicyContainer in Improper Restriction of Oper- | prior to 156.0.8078.47 https:/chromereleases.googleblog.com/2026/10/stable none no total
Google Chrome ations within the Bounds of a -channel-update-for-desktop_02018666648.html
Memory Buffer
WebApplnstalls in Improper Restriction of Oper- | prior to 156.0.8078.47 https:/chromereleases.googleblog.com/2026/10/stable none no total
Google Chrome ations within the Bounds of a -channel-update-for-desktop 02018666648.html
Memory Buffer
WebApplnstalls in Improper Restriction of Oper- | prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Google Chrome on ations within the Bounds of a -channel-update-for-desktop_02018666648.html
on Android Memory Buffer
Prompts in Google Improper Restriction of Oper- | prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Chrome on on An- ations within the Bounds of a -channel-update-for-desktop _02018666648.html
droid Memory Buffer
Core in Google Use After Free prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Chrome -channel-update-for-desktop 02018666648.html
ServiceWorker in Improper Restriction of Oper- | prior to 156.0.8078.47 https://chromereleases.qoogleblog.com/2026/10/stable none no total
Google Chrome ations within the Bounds of a -channel-update-for-desktop _02018666648.html
Memory Buffer
V8 in Google Use After Free prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Chrome -channel-update-for-desktop 02018666648.html
Passwords in Improper Input Validation prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Google Chrome -channel-update-for-desktop 02018666648.html
ANGLE in Google Improper Input Validation prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total

Chrome on on Win-
dows

-channel-update-for-desktop_02018666648.html



https://nvd.nist.gov/vuln/detail/CVE-2026-110063
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-110063
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-110063
https://nvd.nist.gov/vuln/detail/CVE-2026-83938
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83938
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-83938
https://nvd.nist.gov/vuln/detail/CVE-2022-51026
https://github.com/bytebase/bytebase
https://github.com/bytebase/bytebase/blob/1.0.0/server/auth.go#L79-L93
https://github.com/bytebase/bytebase/blob/1.0.0/server/auth.go#L79-L93
https://github.com/bytebase/bytebase/commit/d69e682243b25b51dd52912a26e2f259b5f3db2d
https://github.com/bytebase/bytebase/commit/d69e682243b25b51dd52912a26e2f259b5f3db2d
https://github.com/bytebase/bytebase/pull/834
https://github.com/bytebase/bytebase/releases/tag/1.0.1
https://github.com/bytebase/bytebase/releases/tag/1.0.1
https://github.com/bytebase/bytebase/security/advisories/GHSA-5r3p-6rj5-7937
https://github.com/bytebase/bytebase/security/advisories/GHSA-5r3p-6rj5-7937
https://nvd.nist.gov/vuln/detail/CVE-2026-113089
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113116
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113126
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113138
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113169
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113171
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113189
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113211
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113222
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113235
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113252
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html

URL eutrasiag
(NIST NVD)

CVE-2026-113263

CVE-2026-113270

CVE-2026-113283

CVE-2026-113300
CVE-2026-113328

CVE-2026-113336

CVE-2026-113342

CVE-2026-113101
CVE-2026-113103

CVE-2026-113104

CVE-2026-113106

CVE-2026-113108

CVE-2026-113110

CVE-2026-113114

CVE-2026-113124

CVE-2026-113133

CVE-2026-113135

CVE-2026-113147

CVE-2026-113149

CVE-2026-113150

9,6

9,6

8,8

8,8

8,8

8,8

8,8

8,8

8,8

8,8

8,8
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8,8
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Mpoiév/Ynpeaia Tomog Eutrddeiag ZuoKeUEG/EKBOOEIG URL 03nyIWV avTIUETWTTIONG Exploitation Automatable Technical Impact
TTou eTrnpeddovTal

Core in Google Use After Free prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Chrome on on An- -channel-update-for-desktop 02018666648.html
droid https://issues.chromium.org/issues/497026542
Internals in Google Use After Free prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Chrome -channel-update-for-desktop _02018666648.html
CredentialProvider Improper Restriction of Oper- | prior to 156.0.8078.47 https:/chromereleases.googleblog.com/2026/10/stable none no total
in Google Chrome ations within the Bounds of a -channel-update-for-desktop 02018666648.html
on on Windows Memory Buffer
Forms in Google Out-of-bounds Write prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Chrome -channel-update-for-desktop 02018666648.html
Privacy in Google Improper Input Validation prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Chrome -channel-update-for-desktop 02018666648.html
Compositing in Improper Restriction of Oper- | prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Google Chrome ations within the Bounds of a -channel-update-for-desktop 02018666648.html

Memory Buffer
Network in Google Improper Restriction of Oper- | prior to 156.0.8078.47 https:/chromereleases.googleblog.com/2026/10/stable none no total
Chrome ations within the Bounds of a -channel-update-for-desktop 02018666648.html

Memory Buffer
Sitelsolation in Use After Free prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Google Chrome -channel-update-for-desktop 02018666648.html
WebProtect in Use After Free prior to 156.0.8078.47 https:/chromereleases.googleblog.com/2026/10/stable none no total
Google Chrome -channel-update-for-desktop 02018666648.html
Frames in Google Improper Restriction of Oper- | prior to 156.0.8078.47 https:/chromereleases.googleblog.com/2026/10/stable none no total
Chrome ations within the Bounds of a -channel-update-for-desktop _02018666648.html

Memory Buffer
Skia in Google Improper Restriction of Oper- | prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Chrome ations within the Bounds of a -channel-update-for-desktop 02018666648.html

Memory Buffer
Script in Google Use After Free prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Chrome -channel-update-for-desktop 02018666648.html
ShadowDOM in Improper Restriction of Oper- | prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Google Chrome ations within the Bounds of a -channel-update-for-desktop 02018666648.html

Memory Buffer
Signin in Google Use After Free prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Chrome -channel-update-for-desktop 02018666648.html
DataTransfer in Improper Restriction of Oper- | prior to 156.0.8078.47 https:/chromereleases.googleblog.com/2026/10/stable none no total
Google Chrome ations within the Bounds of a -channel-update-for-desktop_02018666648.html

Memory Buffer
PlatformIntegration Improper Restriction of Oper- | prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
in Google Chrome ations within the Bounds of a -channel-update-for-desktop 02018666648.html

Memory Buffer
PicturelnPicture in Improper Restriction of Oper- | prior to 156.0.8078.47 https:/chromereleases.googleblog.com/2026/10/stable none no total
Google Chrome ations within the Bounds of a -channel-update-for-desktop_02018666648.html

Memory Buffer
WebShare in Improper Input Validation prior to 156.0.8078.47 https:/chromereleases.googleblog.com/2026/10/stable poc no total
Google Chrome -channel-update-for-desktop 02018666648.html

https://issues.chromium.org/issues/501531546

FullScreen in Improper Restriction of Oper- | prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Google Chrome ations within the Bounds of a -channel-update-for-desktop _02018666648.html

Memory Buffer
Bindings in Google Improper Restriction of Oper- | prior to 156.0.8078.47 https:/chromereleases.googleblog.com/2026/10/stable none no total

Chrome

ations within the Bounds of a
Memory Buffer

-channel-update-for-desktop_02018666648.html



https://nvd.nist.gov/vuln/detail/CVE-2026-113263
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://issues.chromium.org/issues/497026542
https://nvd.nist.gov/vuln/detail/CVE-2026-113270
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113283
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113300
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113328
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113336
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113342
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113101
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113103
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113104
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113106
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113108
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113110
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113114
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113124
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113133
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113135
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113147
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://issues.chromium.org/issues/501531546
https://nvd.nist.gov/vuln/detail/CVE-2026-113149
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113150
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html

D
CVE-2026-113155
CVE-2026-113161
CVE-2026-113165

CVE-2026-113166

CVE-2026-113173

CVE-2026-113176

CVE-2026-113183

CVE-2026-113184

CVE-2026-113187
CVE-2026-113191
CVE-2026-113195
CVE-2026-113202

CVE-2026-113204

CVE-2026-113205
CVE-2026-113208

CVE-2026-113219

CVE-2026-113221

CVE-2026-113226

CVE-2026-113227

CVE-2026-113232

Glic in Google Use After Free prior to 156.0.8078.47 https://chromereleases.qoogleblog.com/2026/10/stable none no total
Chrome -channel-update-for-desktop 02018666648.html
WebRTC in Google | Use After Free prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Chrome -channel-update-for-desktop 02018666648.html
Core in Google Use After Free prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Chrome on on Mac -channel-update-for-desktop 02018666648.html
History in Google Improper Restriction of Oper- | prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Chrome on on An- ations within the Bounds of a -channel-update-for-desktop 02018666648.html
droid Memory Buffer
Ul in Google Improper Input Validation prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Chrome on on An- -channel-update-for-desktop 02018666648.html
droid
Omnibox in Google Improper Restriction of Oper- | prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Chrome ations within the Bounds of a -channel-update-for-desktop 02018666648.html

Memory Buffer
FedCM in Google Improper Restriction of Oper- | prior to 156.0.8078.47 https:/chromereleases.googleblog.com/2026/10/stable none no total
Chrome ations within the Bounds of a -channel-update-for-desktop 02018666648.html

Memory Buffer
Scheduling in Improper Restriction of Oper- | prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Google Chrome ations within the Bounds of a -channel-update-for-desktop 02018666648.html

Memory Buffer
DOM in Google Use After Free prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Chrome -channel-update-for-desktop 02018666648.html
Internals in Google | Use After Free prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Chrome on on Mac -channel-update-for-desktop 02018666648.html
Downloads in Improper Input Validation prior to 156.0.8078.47 https:/chromereleases.googleblog.com/2026/10/stable none no total
Google Chrome -channel-update-for-desktop 02018666648.html
BrowserTag in Use After Free prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Google Chrome -channel-update-for-desktop 02018666648.html
TrustedWebActivi- Use After Free prior to 156.0.8078.47 https:/chromereleases.googleblog.com/2026/10/stable none no total
ties in Google -channel-update-for-desktop 02018666648.html
Chrome on on An-
droid
Variations in Use After Free prior to 156.0.8078.47 https:/chromereleases.googleblog.com/2026/10/stable none no total
Google Chrome -channel-update-for-desktop 02018666648.html
ContextualSearch Use After Free prior to 156.0.8078.47 https:/chromereleases.googleblog.com/2026/10/stable none no total
in Google Chrome -channel-update-for-desktop 02018666648.html
Contacts in Google Improper Restriction of Oper- | prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Chrome ations within the Bounds of a -channel-update-for-desktop 02018666648.html

Memory Buffer
Google Lens in Use After Free prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Google Chrome -channel-update-for-desktop 02018666648.html
Model in Google Improper Restriction of Oper- | prior to 156.0.8078.47 https:/chromereleases.googleblog.com/2026/10/stable none no total
Chrome ations within the Bounds of a -channel-update-for-desktop 02018666648.html

Memory Buffer
Editing in Google Use After Free prior to 156.0.8078.47 https://chromereleases.qooaleblog.com/2026/10/stable none no total
Chrome -channel-update-for-desktop_02018666648.html
Search in Google Improper Restriction of Oper- | prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total

Chrome

ations within the Bounds of a
Memory Buffer

-channel-update-for-desktop_02018666648.html



https://nvd.nist.gov/vuln/detail/CVE-2026-113155
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113161
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113165
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113166
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113173
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113176
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113183
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113184
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113187
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113191
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113195
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113202
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113204
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113205
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113208
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113219
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113221
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113226
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113227
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113232
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html

URL eutrasiag CVSS
(NIST NVD) v3.1

CVE-2026-113236

8,8

CVE-2026-113238
8,8

CVE-2026-113239
8,8

CVE-2026-113240
8,8

CVE-2026-113241

8,8
CVE-2026-113244

8,8
CVE-2026-113249

8,8
CVE-2026-113251

8,8
CVE-2026-113265

8,8
CVE-2026-113266

8,8
CVE-2026-113267

8,8
CVE-2026-113271

8,8
CVE-2026-113274

8,8
CVE-2026-113276

8,8
CVE-2026-113282

8,8
CVE-2026-113284

8,8
CVE-2026-113287

8,8
CVE-2026-113312

8,8
CVE-2026-113317

8,8
CVE-2026-113323

8,8

Mpoiév/Ynpeaia Tomog Eutrddeiag ZuoKeUEG/EKBOOEIG URL 03nyIWV avTIUETWTTIONG Exploitation Automatable Technical Impact
Tou emTnpeddovral
Navigation in Use After Free prior to 156.0.8078.47 https://chromereleases.qoogleblog.com/2026/10/stable none no total
Google Chrome on -channel-update-for-desktop 02018666648.html
on i0S
CustomTabs in Improper Restriction of Oper- | prior to 156.0.8078.47 https:/chromereleases.googleblog.com/2026/10/stable none no total
Google Chrome on ations within the Bounds of a -channel-update-for-desktop 02018666648.html
on Android Memory Buffer https://issues.chromium.org/issues/513789297
Sitelsolation in Incorrect Access of Indexa- prior to 156.0.8078.47 https:/chromereleases.googleblog.com/2026/10/stable none no total
Google Chrome on ble Resource (‘Range Error’) -channel-update-for-desktop 02018666648.html
on Android
Chromecast in Use After Free prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Google Chrome -channel-update-for-desktop 02018666648.html
Toolbar in Google Improper Restriction of Oper- | prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Chrome on on An- ations within the Bounds of a -channel-update-for-desktop 02018666648.html
droid Memory Buffer
Ul in Google Improper Input Validation prior to 156.0.8078.47 https:/chromereleases.googleblog.com/2026/10/stable none no total
Chrome -channel-update-for-desktop _02018666648.html
Mobile in Google Improper Input Validation prior to 156.0.8078.47 https:/chromereleases.googleblog.com/2026/10/stable none no total
Chrome on on iOS -channel-update-for-deskiop 02018666648.html
https://issues.chromium.org/issues/513480110

PDF in Google Use After Free prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Chrome -channel-update-for-desktop _02018666648.html
BFCache in Google | Improper Restriction of Oper- | prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Chrome ations within the Bounds of a -channel-update-for-desktop 02018666648.html

Memory Buffer
ANGLE in Google Improper Restriction of Oper- | prior to 156.0.8078.47 https:/chromereleases.googleblog.com/2026/10/stable none no total
Chrome on on An- ations within the Bounds of a -channel-update-for-desktop _02018666648.html
droid Memory Buffer
Video in Google Improper Restriction of Oper- | prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Chrome ations within the Bounds of a -channel-update-for-desktop 02018666648.html

Memory Buffer
Accessibility in Use After Free prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Google Chrome -channel-update-for-desktop 02018666648.html
ReadingMode in Use After Free prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Google Chrome -channel-update-for-desktop 02018666648.html
Passwords in Improper Restriction of Oper- | prior to 156.0.8078.47 https:/chromereleases.googleblog.com/2026/10/stable none no total
Google Chrome on ations within the Bounds of a -channel-update-for-desktop_02018666648.html
on Android Memory Buffer https://issues.chromium.org/issues/517809727
Views in Google Use After Free prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Chrome on on Mac -channel-update-for-desktop 02018666648.html
XML in Google Improper Restriction of Oper- | prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Chrome ations within the Bounds of a -channel-update-for-desktop 02018666648.html

Memory Buffer
Prompts in Google Use After Free prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Chrome -channel-update-for-desktop 02018666648.html
Autofill in Google Improper Restriction of Oper- | prior to 156.0.8078.47 https:/chromereleases.googleblog.com/2026/10/stable none no total
Chrome on on Mac ations within the Bounds of a -channel-update-for-desktop 02018666648.html

Memory Buffer
Accessibility in Improper Restriction of Oper- | prior to 156.0.8078.47 https://chromereleases.googleblog.com/2026/10/stable none no total
Google Chrome on ations within the Bounds of a -channel-update-for-desktop 02018666648.html
on Mac Memory Buffer
Chrome for iOS in Use After Free prior to 156.0.8078.47 https:/chromereleases.googleblog.com/2026/10/stable none no total

Google Chrome on
on ioSs

-channel-update-for-desktop_02018666648.html



https://nvd.nist.gov/vuln/detail/CVE-2026-113236
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113238
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://issues.chromium.org/issues/513789297
https://nvd.nist.gov/vuln/detail/CVE-2026-113239
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113240
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113241
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113244
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113249
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://issues.chromium.org/issues/513480110
https://nvd.nist.gov/vuln/detail/CVE-2026-113251
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113265
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113266
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113267
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113271
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113274
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113276
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://issues.chromium.org/issues/517809727
https://nvd.nist.gov/vuln/detail/CVE-2026-113282
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113284
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113287
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113312
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113317
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113323
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html

URL eutrasiag
(NIST NVD)

CVE-2026-113331

CVE-2026-113337

CVE-2026-113339

CVE-2026-113343

CVE-2026-113344

CVE-2026-115414

CVE-2026-115504

CVE-2026-13599

CVE-2026-108456

CVE-2026-115484

CVE-2026-115505

CVE-2026-115497

7.8

7.8

7.8

7,7

7,6

7,6

75

Mpoiév/Ymnpeoia

Controls in Google
Chrome

TUmog EumrdBeiag

Improper Restriction of Oper-
ations within the Bounds of a
Memory Buffer

Zuokeuég/Ekdo0tIg
Tou emTnpeddovral

prior to 156.0.8078.47

URL 03nyiwv avTIHETWITIONG

https://chromereleases.qooaleblog.com/2026/10/stable
-channel-update-for-desktop 02018666648.html

Exploitation

poc

Automatable

no

Technical Impact

total

Scroll in Google
Chrome

Improper Restriction of Oper-
ations within the Bounds of a
Memory Buffer

prior to 156.0.8078.47

https://chromereleases.qoogleblog.com/2026/10/stable
-channel-update-for-desktop _02018666648.html

none

no

total

SVG in Google
Chrome

Use After Free

prior to 156.0.8078.47

https://chromereleases.qgoogleblog.com/2026/10/stable
-channel-update-for-desktop 02018666648.html

none

no

total

Sandbox in Google
Chrome

Improper Restriction of Oper-
ations within the Bounds of a
Memory Buffer

prior to 156.0.8078.47

https://chromereleases.qgoogleblog.com/2026/10/stable
-channel-update-for-desktop _02018666648.html

none

no

total

Performance in
Google Chrome

Use After Free

prior to 156.0.8078.47

https://chromereleases.qoogleblog.com/2026/10/stable
-channel-update-for-desktop 02018666648.html

none

no

total

the Terraform hook
in AWS SAM CLI

Improper Neutralization of
Special Elements used in an
OS Command ('OS Com-
mand Injection’)

before 1.166.2; 1.166.2
or later

https://aws.amazon.com/security/security-
bulletins/2026-145-aws/
https://github.com/aws/aws-sam-
clireleases/tag/v1.166.2
https://github.com/aws/aws-sam-
cli/security/advisories/ GHSA-44mg-wjrh-vpi6

none

no

total

CFITSIO

Out-of-bounds Write

through 4.7.0

https://gist.qithub.com/yure1432/98f15c7e8f48dc90aeb
56461926aa176

https://github.com/HEASARC/cfitsio
https://github.com/HEASARC/cfitsio/commit/579792e0f
85bff0c6733ad5ebdf54c3b5c188686
https:/github.com/HEASARC/cfitsio/pull/184
https://www.vulncheck.com/advisories/cfitsio-through-
4.7.0-out-of-bounds-write-via-ffgcls2-in-getcols-c

ABB Ability
Edgenius

Missing Authentication for
Critical Function

through 3.2.3.0.

https://search.abb.com/library/Download.aspx?Docum

entID=7PAA026271&L anguageCode=en&DocumentP
artld=&Action=Launch

none

no

total

Azure Al Foundry

Server-Side Request For-
gery (SSRF)

https://msrc.microsoft.com/update-guide/vulnerabil-
ity/CVE-2026-108456

the iscsiuio compo-
nent of open-iscsi

Out-of-bounds Read

https://access.redhat.com/security/cve/CVE-2026-
115484
https://bugzilla.redhat.com/show _bug.cqi?id=2556265

libsmb2

Integer Overflow or
Wraparound

before 6.3

https:/github.com/sahlberg/libsmb2
https://github.com/sahlberg/libsmb2/commit/a79f6914c
b5ed3f74293d15cdea901261cel79ff
https://github.com/sahlberg/libsmb2/issues/496
https:/github.com/sahlberg/libsmb2/releases/tag/libsm
b2-6.3
https://hackmd.io/@haindpwn/libsmb2-dcerpc-ndr-
count-overflow-oob
https://www.vulncheck.com/advisories/libsmb2-before-
6.3-integer-overflow-in-dce-rpc-ndr-decoder-via-
netrshareenum

The Music Store —
WordPress eCom-
merce plugin for
WordPress;

Improper Limitation of a
Pathname to a Restricted Di-
rectory (‘Path Traversal'’)

up to, and including,
147

https://plugins.trac.wordpress.org/browser/music-
store/tags/1.4.7/ms-core/ms-download.php#L371
https://plugins.trac.wordpress.org/browser/music-
store/tags/1.4.7/ms-core/ms-download.php#L 378
https://plugins.trac.wordpress.org/browser/music-
store/tags/1.4.7/ms-core/ms-download.php#L400
https://plugins.trac.wordpress.org/browser/music-
store/tags/1.4.7/music-store.php#L312
https://plugins.trac.wordpress.org/browser/music-
store/tags/1.4.8
https://www.wordfence.com/threat-
intel/vulnerabilities/id/31e41b8c-f83f-4cd7-a30f-
deac6154c7e3?source=cve



https://nvd.nist.gov/vuln/detail/CVE-2026-113331
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113337
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113339
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113343
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-113344
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://chromereleases.googleblog.com/2026/10/stable-channel-update-for-desktop_02018666648.html
https://nvd.nist.gov/vuln/detail/CVE-2026-115414
https://aws.amazon.com/security/security-bulletins/2026-145-aws/
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CVE-2026-96185 Microsoft Stack-based Buffer Overflow https://msrc.microsoft.com/update- none no total

Exchange Online quide/vulnerability/CVE-2026-96185
CVE-2026-109198 The Anti-Spam by Improper Neutralization of In- | up to, and including, https://plugins.trac.wordpress.ora/browser/cleantalk-
CleanTalk — Spam put During Web Page Gener- 6.89.1 _sgam-p_rotect/tags/G.BQ.1linclcleantalk-gublic-
Protection Without ation ('Cross-site Scripting’) integrations.php#L.882
X https://plugins.trac.wordpress.org/browser/cleantalk-
CAPTCHA plugin spam-
for WordPress protect/tags/6.89.1/lib/Cleantalk/ApbctWP/FindSpam/Li

stTable/BadUsers.php#L87
https://plugins.trac.wordpress.org/browser/cleantalk-
spam-
protect/tags/6.89.1/lib/Cleantalk/ApbctWP/FindSpam/Li
stTable/Users.php#L113
https://plugins.trac.wordpress.org/browser/cleantalk-
spam-
protect/tags/6.89.1/lib/Cleantalk/ApbctWP/FindSpam/U
sersChecker.php#L.182
https:/plugins.trac.wordpress.org/changeset?reponam
e=&0ld=3747972%40cleantalk-spam-
protect&new=3747972%40cleantalk-spam-protect
https://www.wordfence.com/threat-
intel/vulnerabilities/id/93cf8a35-61a4-4998-ae34-
86c96898e30f?source=cve

CISA/CERT-EU Alerts & Advisories

AUTO 1O KOpATL TtepAapBAveL EL6OTIOLRCELG Ao emion e tNyES, Kupilwg CISA kat CERT-EU, oxeTKA e KPLOLEG EUTTADELEG 1} EVEPYEC ATEIAEG. ZuVROWG
adopouv Blopnxavikd f kpiowa cuotipata, oAAA kat mainstream Aoylopiko. MNpoodépovtal o popdn cUVIoPwY avadopwy KalL odnyouv e TLO AETTOLE-
PELC TEXVIKEG 0ONYLEC.

Zuvtoun nepypadr / TitAog AvayvwploTtiko euntdBeiag / Evnpepwtikd / O8nyieg

Critical Vulnerabilities in PHP Require Im- * CVE-2026-109618 https://cisa.gov/news-events/alerts/2026/10/21/critical-
mediate Patching | CISA » CVE-2026-109619 vulnerabilities-php-require-immediate-patching
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News
H evotnta "News" cuvoilel Ta Lo onUAvTIKA yeyovota tng eBSouadag otov Topéa Tne KuPBepvoaocdarelog. ESw Ba Bpeite emiBéoelg mou Eexwploay, VEEC
TEXVLKEC TIOU EVIOTILOTNKAY, I EVEPYELEG OO YWWOTEC OUAdeg hacking. Alvel Tnv amapaitntn elkova Tou TL cuppaivel S1eBvwg Kal ol TpEMeL va oTpadel n

npocoxn.

Z0vtopn neptypadn / Tithog
Railway warns devs to rotate secrets after potential breach

‘ URL

https://bleepingcomputer.com/news/security/railway-warns-devs-to-rotate-secrets-after-potential-breach

Les supermarchés de I'UE paient

https://darkreading.com/ics-ot-security/eu-grocers-unpatched-fridge-firmware-french

eMudhra to Exit Global SSL/TLS Business After 8 Intermediate CA Keys
Found Easily Guessable

https://thehackernews.com/2026/10/emudhra-to-exit-global-ssltls-business.html

Gcore Makes Enterprise Security Bundle Free for Public Agencies Until
End of the Year

https://cybersecuritynews.com/gcore-makes-enterprise-security-bundle-free-for-public-agencies-until-end-of-the-year

Major U.S. Banks Detect Unauthorized Al Agents Operating Inside Cus-
tomer Accounts

https://cybersecuritynews.com/u-s-banks-detect-unauthorized-ai-agents

A New Extortion Gang Is Naming Companies on the Dark Web and
Counting Down to Data Leaks

https://cybersecuritynews.com/a-new-extortion-gang

Hacker Conversations: Corey Thuen and the Evil Bit

https://securityweek.com/hacker-conversations-corey-thuen-and-the-evil-bit

EU Regulators to Investigate Booking.com Over Scam Risks

https://infosecurity-magazine.com/news/eu-bookingcom-scam-risks

Indurex Raises $8 Million to Expand Industrial Cybersecurity Platform

https://securityweek.com/indurex-raises-8-million-to-expand-industrial-cybersecurity-platform

Microsoft: Chinese State Actor Used Al to Compromise ConnectWise
Tenan

https://infosecurity-magazine.com/news/microsoft-chinese-ai-connectwise

Privacy Policy

https://cybersecuritynews.com/privacy-policy-2

Article Publication and Retention Policy

https://cybersecuritynews.com/terms-of-service

About Us

https://cybersecuritynews.com/about-us

PHP2Shell Exploitation Attempt Detected Four Days Before Disclosure

https://infosecurity-magazine.com/news/php2shell-exploitation-attempt

PHP2Shell Exploitation Started Days Before Patches

https://securityweek.com/php2shell-exploitation-started-days-before-patches

Authorities disrupt nearly 11,000 cybercrime networks in Africa

https://bleepingcomputer.com/news/security/authorities-disrupt-nearly-11-000-cybercrime-networks-in-africa

Cloud Security Maturity Lags Despite Widespread Adoption, SANS
Warns

https://infosecurity-magazine.com/news/cloud-security-maturity-lags-sans

Meta Ordered to Pay New Mexico $25 Billion for Deceiving Users About
Privacy on Facebook

https://securityweek.com/meta-ordered-to-pay-new-mexico-25-billion-for-deceiving-users-about-privacy-on-facebook

UAE Transitions 50% of Gov't Services to Agentic Al

https://darkreading.com/cybersecurity-operations/uae-transitions-50-government-services-agentic-ai

Railway Security Incident: Hackers May Have Accessed Customer Envi-
ronment Variables

https://cybersecuritynews.com/railway-security-incident
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Breaches / Compromised / Hacked

Kataypadovrtat neputtwoelg mapafiacng Sedopévwy, Slappowv Kal aAAwv cofapwv meplotatikwy achadeiog. Mephappavovtal mAnpodopieg yla to
TIOLOL ETMINPEACTNKAY, LLE TIOLOV TPOTIO £YLVE N TtapaBioon Kot ov umapyouv Slabéoieg Aemtopuépeled. Elvatl pia xpriowdn ewova yia va avtiAned et kaveig

N SUVAULKN TWV ETIBECEWV O TIPOYUATIKEG CUVONKEG.

Z0vtopn neptypadn / Tithog

PwC Data Breach Claim - Everest Ransomware Group Claims to Have
Stolen 590 GB of Data

‘ URL

https://cybersecuritynews.com/pwc-data-breach-claim

Quest Diagnostics Hacked - Attackers Accessed the System to Order
Tests and View Results

https://cybersecuritynews.com/quest-diagnostics-hacked

Capcom confirms data breach affecting 11.7 million accounts

https://bleepingcomputer.com/news/security/capcom-confirms-data-breach-affecting-117-million-accounts

Japan's Onamae Desktop Cloud hacked, up to 27,000 servers affected

https://bleepingcomputer.com/news/security/japans-onamae-desktop-cloud-hacked-up-to-27-000-servers-affected

TiDB Breach Exposes Flawed Cloud Security Assumptions

https://darkreading.com/cloud-security/tidb-breach-flawed-cloud-security

SafePay Has Compromised 600 Critical Infrastructure Victims World-
wide,

https://infosecurity-magazine.com/news/safepay-compromised-critical

SBI Confirms Data Breach - 3000+ Customer Records Exposed on Dark
Web

https://cybersecuritynews.com/sbi-confirms-data-breach

Mozilla, Google, Apple block compromised eMudhra CA certificates

https://bleepingcomputer.com/news/security/mozilla-google-apple-block-compromised-emudhra-ca-certificates

Vulnerabilities / Flaws / Zero-day

AvadEpovtal TEXVIKA eEAattwpata 1 aduvapieg mou evdéxetal va alomotnbouv dueoa amno entibépevoug — site emeldn eival zero-day eite ylati n 816p-
Bwon toug kabuatepel. MephapBdvovtal MEPUTTWOELS OToU Sev amatteital aAANAeniSpacn e ToV Xproth 1 OToU TTAPAKAUITOVTAL BACIKA HETPO 00O~
Aelog. MoAU xprotuo yla opddeg mou acxoAouvtal e threat detection.

Zovtopn neptypadn / Tithog

Oracle Issues Emergency Java Update for Critical 9.1 HTTPS Trust Vul-
nerability

‘ URL
https://cybersecuritynews.com/emergency-java-update

Critical Cisco Expressway Vulnerability Enables Remote Code Execu-
tion Attacks

https://cybersecuritynews.com/critical-cisco-expressway-vulnerability

Arista Warns of Critical VeloCloud SQL Injection Zero-Day Exploited in
Attacks

https://thehackernews.com/2026/10/arista-warns-of-critical-velocloud-sal.html

ThreatsDay: Al Secrets Leak, PingCAP Source Theft, Signal Hang-Up
Flaw, Laravel Auth Bypass + 21 More

https://thehackernews.com/2026/10/threatsday-ai-secrets-leak-pingcap.html

Two CVSS 9.0 Linux KSMBD RCE Flaws Disclosed on Public Mailing
Lists Before Kernel Fixes

https://thehackernews.com/2026/10/two-cvss-90-linux-ksmbd-rce-flaws.html

eMudhra Exits Global SSL/TLS Certificate Business Following the Vul-
nerability Disclosure

https://cybersecuritynews.com/emudhra-exits-global-ssl-tls-certificate

Claude Security Now Scans Repositories Continuously to Find Flaws
and Track Fixes

https://cybersecuritynews.com/claude-security-continuous-scans
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Hackers Were Targeting Critical PHP Vulnerabilities Days Before They
Were Patched

https://cybersecuritynews.com/critical-php-vulnerabilities

Amazon says PHP2Shell exploitation began 4 days before patches

https://bleepingcomputer.com/news/security/amazon-says-php2shell-exploitation-began-4-days-before-patches

Signal Vulnerability Lets Malicious Callers Block Hang-Ups

https://securityweek.com/signal-vulnerability-lets-malicious-callers-block-hang-ups

Tech and Security Companies Respond to PHP2Shell Vulnerabilities

https://securityweek.com/tech-and-security-companies-respond-to-php2shell-vulnerabilities

GitLab warns of new max severity code execution vulnerability

https://bleepingcomputer.com/news/security/gitlab-warns-of-new-max-severity-code-execution-vulnerability

Splunk, SolarWinds Release Fresh Security Updates

https://securityweek.com/splunk-solarwinds-release-fresh-security-updates

OpenCode Flaw Lets Malicious MCP Servers Execute Code During
Sign-In on Windows and WSL

https://thehackernews.com/2026/10/opencode-flaw-lets-malicious-mcp.html

Fortinet Urges Customers to Patch Critical Flaws Affecting FortiOS,
FortiManager, and FortiAnalyzer

https://cybersecuritynews.com/fortinet-urges-to-patch-critical-flaws

Node.js Brotli Decoder Bug Could Allow Remote Code Execution in All
Supported Versions

https://thehackernews.com/2026/10/nodejs-brotli-decoder-bug-could-allow.html

New QPACK Flaws Can Crash HTTP/3 Servers, Trigger Up to 4,000-Fold
Memory Amplification

https://thehackernews.com/2026/10/new-gpack-flaws-can-crash-http3-servers.html

Someone Tried to Exploit PHP2Shell 4 Days Before the Vulnerabilities
Were Publicly Disclosed

https://thehackernews.com/2026/10/someone-tried-to-exploit-php2shell-4.html

12-Year-Old GitLab Vulnerability Allows Remote Code Execution on
Self-Managed Server

https://cybersecuritynews.com/12-year-old-gitlab-vulnerability

'PHP2Shell' Bugs Signal Red Alert for Security Industry

https://darkreading.com/application-security/php2shell-bugs-red-alert-security-industry

Patches / Updates / Fixes

ESw BOa Bpeite Tic o mpoodateg SlopBwoelg Kal evnUepWOELS achaAelag amod mpounBeutég Aoyilopkol Kat hardware. To meplexdpuevo adopd cuyKeKpL-
péva bugs n exploits mou €xouv 6N dnuoctonoinBei, pall pe odnyieg yla To mwg va edpappoctolv Ta patches.

Zovtopn neptypadn / Tithog

Splunk Fixes 24 Security Flaws, Including Four Critical Vulnerabilities in
Enterprise and SOAR

‘ URL
https://cybersecuritynews.com/splunk-fixes-24-security-flaws

Critical Unpatched Linux Kernel Flaws Accidentally Disclosed on Public
List

https://cybersecuritynews.com/linux-kernel-flaws-accidentally-disclosed

Arista patches new VeloCloud Orchestrator zero-day exploited in at-
tacks

https://bleepingcomputer.com/news/security/arista-patches-new-velocloud-orchestrator-zero-day-exploited-in-attacks

Cisco Patches 34 Vulnerabilities Across Multiple Products

https://securityweek.com/cisco-patches-34-vulnerabilities-across-multiple-products

Oracle Patches Over 1,200 Vulnerabilities With October 2026 CPU

https://securityweek.com/oracle-patches-over-1200-vulnerabilities-with-october-2026-cpu

PHP2Shell Patches Land as First Exploitation Attempts Hit Sensors

https://securityweek.com/php2shell-patches-land-as-first-exploitation-attempts-hit-sensors

PHP Releases Emergency Patches for PHP2Shell Flaws Threatening
Millions of Web Servers

https://cybersecuritynews.com/php-releases-emergency-patches



https://cybersecuritynews.com/splunk-fixes-24-security-flaws
https://cybersecuritynews.com/linux-kernel-flaws-accidentally-disclosed
https://bleepingcomputer.com/news/security/arista-patches-new-velocloud-orchestrator-zero-day-exploited-in-attacks
https://securityweek.com/cisco-patches-34-vulnerabilities-across-multiple-products
https://securityweek.com/oracle-patches-over-1200-vulnerabilities-with-october-2026-cpu
https://securityweek.com/php2shell-patches-land-as-first-exploitation-attempts-hit-sensors
https://cybersecuritynews.com/php-releases-emergency-patches
https://cybersecuritynews.com/critical-php-vulnerabilities
https://bleepingcomputer.com/news/security/amazon-says-php2shell-exploitation-began-4-days-before-patches
https://securityweek.com/signal-vulnerability-lets-malicious-callers-block-hang-ups
https://securityweek.com/tech-and-security-companies-respond-to-php2shell-vulnerabilities
https://bleepingcomputer.com/news/security/gitlab-warns-of-new-max-severity-code-execution-vulnerability
https://securityweek.com/splunk-solarwinds-release-fresh-security-updates
https://thehackernews.com/2026/10/opencode-flaw-lets-malicious-mcp.html
https://cybersecuritynews.com/fortinet-urges-to-patch-critical-flaws
https://thehackernews.com/2026/10/nodejs-brotli-decoder-bug-could-allow.html
https://thehackernews.com/2026/10/new-qpack-flaws-can-crash-http3-servers.html
https://thehackernews.com/2026/10/someone-tried-to-exploit-php2shell-4.html
https://cybersecuritynews.com/12-year-old-gitlab-vulnerability
https://darkreading.com/application-security/php2shell-bugs-red-alert-security-industry

PHP ships emergency patches for critical PHP2Shell flaws https://bleepingcomputer.com/news/security/php-ships-emergency-patches-for-critical-php2shell-flaws

PHP Issues Emergency Patches for Two Critical PHP2Shell RCE Flaws https://thehackernews.com/2026/10/php-issues-emergency-patches-for-two.html
as Exploit Attempts Emerge

PHP2Shell: Two Unpatched Critical PHP RCE Flaws (CVSS 9.2) Trigger https://thehackernews.com/2026/10/php2shell-two-unpatched-critical-php.html
Emergency Security Alert

Potential threats / Threat intelligence
H ouykekplévn evotnta aoXoAeltal pe VEEG amelAEG, e€eAlyéva malware Kol TEXVIKEG ETILOECEWY TIOU €XOUV EVTOTILOTEL O€ TTPAYMATLKEG oUV-OBnKeC. Mept-
Aappavovtat avadopég o epyaleia TIOU XpNOLLOTIOLOUV oL eMLTLOEpEVOL, aAAG Kal SeikTeg (loCs) Ttou umopouv va xpnotponotnfouv otnv Guuva.

Zovropn nepypadn / Tithog ‘ URL
LiteLLM release pipeline hacked to distribute info-stealer malware https://bleepingcomputer.com/news/security/litellm-release-pipeline-hacked-to-distribute-info-stealer-malware
Iranian Hacking Group Found Hosting C2 Infrastructure in the US https://infosecurity-magazine.com/newsl/iranian-hacking-group-hosting-c2

October 21 Cybersecurity Nightmare: PHP and Node.js Flaws, LiteLLM https://cybersecuritynews.com/october-21-cybersecurity-nightmare
Backdoor, and Active Attacks

Lazarus hackers use post-quantum cryptography for malware delivery https://bleepingcomputer.com/news/security/lazarus-hackers-use-post-quantum-cryptography-for-malware-delivery

LiteLLM Compromised - Hackers Injected an Infostealer and RAT in the https://cybersecuritynews.com/litellm-compromised
Latest 1.107.0 PyPI Release

New Phaas Platform Uses Al to Craft Phishing Lures and Mask Mali- https://infosecurity-magazine.com/news/new-phaas-uses-ai-phishing-lures
cious

Ransomware Attacks Rise as Rival Gangs Vie For Market Supremacy https://infosecurity-magazine.com/news/rival-gangs-vie-for-market
Children’s Data Stolen After Ransomware Attack Compromises ‘Pass- https://infosecurity-magazine.com/news/children-data-stolen-passwordl

word1’
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https://infosecurity-magazine.com/news/children-data-stolen-password1

Guides / Tools
Mapouotalovral Texvikoil odnyol kat epyaleia tou pnopouv va fonbrnoouv otnv mapakoAolbnon, avaluon f evioxuon tng aodalelag cuotnuatwy. Eite
T(POKELTAL YLOL Open source projects £(Te yLa VEEG TEXVIKEC, N EVOTNTA AUTH AEITOUPYEL WG TIOPOG YLO TIPAKTIKEG AUCELG OTNV KABNUePLVA SOUAELA TwV EMay-

yeApatiwy aodalelag.

Zuvroun neptypadn / Tithog
Microsoft shares how to fix broken Exchange Online EWS apps https://bleepingcomputer.com/news/microsoft/microsoft-shares-how-to-fix-broken-exchange-online-
ews-apps



https://bleepingcomputer.com/news/microsoft/microsoft-shares-how-to-fix-broken-exchange-online-ews-apps
https://bleepingcomputer.com/news/microsoft/microsoft-shares-how-to-fix-broken-exchange-online-ews-apps

References
[1]. O BaBuoc emikvduvotntag eival cupdwva pe tnv KAipaka Common Vulnerability Scor-
ing System (CVSSv3), https://nvd.nist.gov/vuln-metrics/cvss

[2]. Ta CVEs amroteAéopata mou gugavifovral atnv evotnta 1 diaBétouv CVSS v3.1 score >=
7.0, agopouv 10 diacTnua 21/10/2026—23/10/2026, kal £xel yivel hia eTTIAOYT cuoTnUA-
TWV/UTINPETIWY avaloya e To TTé00 dladedouéva gival.
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Annex — Websites with vendor specific vulnerabilities
O mivakag epLEXEL websites amd KATaokeUAOTEG TTIOU TIPOoPEPOUV TTANPOPOPLEC OXETIKEG e euTABEeLEC TOU eudavilovtol oTa MPoiovTa TOUG.

Vendor name / URL
Platform
Wordfence Intelligence Vulnerability Database API https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/
Wordpress .
Scan your WordPress website, https://wpscan.com/scan/
Oracle Critical Patch Updates, Security Alerts and Bulletins, https://www.oracle.com/security-alerts/
Fortinet Fortinet products, https://www.fortiguard.com/psirt
IBM Security bulletins, https://cloud.ibm.com/status/security
Research, Collaborate and Act on threat intelligence, https://exchange.xforce.ibmcloud.com/
MS Windows | The Microsoft Security Response Center (MSRC), https://msrc.microsoft.com/update-guide/
SAP SAP Security Notes, https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html
Dell Security Advisories, Notices and Resources, https://www.dell.com/support/security/en-us
HPE HPE Security Bulletin Library, https://support.hpe.com/connect/s/securitybulletinlibrary
Security Bulletins, https://support.hp.com/us-en/security-bulletins
Cisco Cisco Security Advisories, https://sec.cloudapps.cisco.com/security/center/publicationListing.x
Palo Alto Palo Alto Networks Security Advisories, https://security.paloaltonetworks.com/
Ivanti Security Advisory, https://www.ivanti.com/blog/topics/security-advisory

Mozilla Mozilla Foundation Security Advisories, https://www.mozilla.org/en-US/security/advisories/

Android Android Security Bulletins, https://source.android.com/docs/security/bulletin/asb-overview
Zyxel Security Advisories, https://www.zyxel.com/global/en/support/security-advisories
D-Link Global Security Advisories, Responses, and Notices, https://supportannouncement.us.dlink.com/

Adobe Security Bulletins and Advisories, https://helpx.adobe.com/security/security-bulletin.html

Siemens Siemens ProductCERT and Siemens CERT, https://www.siemens.com/global/en/products/services/cert.html

Splunk Splunk Security Advisories, https://advisory.splunk.com/
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