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Common Vulnerabilities and Exposures (CVEs) 
Η ενότητα αυτή εστιάζει σε ευπάθειες που έχουν καταχωρηθεί πρόσφατα και αξιολογούνται ως σοβαρές, με βάση τη βαθμολογία CVSS. Παρουσιάζονται 
με σαφήνεια τα συστήματα ή εφαρμογές που επηρεάζονται, ο τύπος όπως ευπάθειας (όπως SQL injection ή command injection) και σχετικοί σύνδεσμοι 
για περαιτέρω πληροφόρηση ή μέτρα αντιμετώπισης. 

URL ευπάθειας 
(NIST NVD) 

CVSS 
v3.1 

Προϊόν/Υπηρεσία Τύπος Ευπάθειας Συσκευές/Εκδόσεις που 
επηρεάζονται 

URL οδηγιών αντιμετώπισης 

CVE-2026-48323  

10,0 
Adobe Campaign 
Classic (ACC) 

Improper Neutralization of 
Special Elements Used in 
a Template Engine 

 
https://helpx.adobe.com/security/products/campaign/apsb26-120.html 

CVE-2026-69083  

10,0 

SiYuan versions Improper Neutralization of 
Special Elements used in 
an SQL Command ('SQL 
Injection') 

versions before v3.7.3 https://github.com/siyuan-note/siyuan/security/advisories/GHSA-fph3-ghq9-vw66 
https://www.vulncheck.com/advisories/siyuan-before-sql-injection-via-fulltextsearchassetcontent 

CVE-2026-69084  

10,0 
siyuan Improper Neutralization of 

Special Elements used in 
an SQL Command ('SQL 
Injection') 

0 prior to 3.7.3 https://github.com/siyuan-note/siyuan/security/advisories/GHSA-vh22-h7hf-www7 
https://www.vulncheck.com/advisories/siyuan-before-sql-injection-via-searchembedblock 

CVE-2026-67330  

9,9 
@better-auth/scim 
(a better-auth 
plugin) versions 
>= 

Improper Input Validation 
 

https://github.com/better-auth/better-auth/security/advisories/GHSA-rjg6-39jm-rgg4 
https://www.vulncheck.com/advisories/better-auth-scim-beta-27-through-account-takeover-via-
provider-id-collision 

CVE-2025-69946  

9,8 

SourceCodester 
Modern Loan 
Management Sys-
tem 

Improper Neutralization of 
Special Elements used in 
an SQL Command ('SQL 
Injection') 

 
https://github.com/um-dsp/TaintRadar 
https://github.com/um-dsp/TaintRadar/blob/main/sql_injection_cves/loansystem/20250811-mod-
ern-loan-management-system-ajaxdata.php-district_id-sqli/20250811-modern-loan-manage-
ment-system-ajaxdata.php-district_id-sqli.md 
https://github.com/um-dsp/TaintRadar/blob/main/sql_injection_cves/loansystem/20250811-mod-
ern-loan-management-system-ajaxdata.php-division_id-sqli/20250811-modern-loan-manage-
ment-system-ajaxdata.php-division_id-sqli.md 
https://github.com/um-dsp/TaintRadar/blob/main/sql_injection_cves/loansystem/20250811-mod-
ern-loan-management-system-ajaxdata.php-region_id-sqli/20250811-modern-loan-manage-
ment-system-ajaxdata.php-region_id-sqli.md 
https://github.com/um-dsp/TaintRadar/blob/main/sql_injection_cves/loansystem/20250811-mod-
ern-loan-management-system-ajaxdata.php-ward_id-sqli/20250811-modern-loan-management-
system-ajaxdata.php-ward_id-sqli.md 
https://github.com/um-dsp/TaintRadar/blob/main/sql_injection_cves/loansystem/20250811-mod-
ern-loan-management-system-delete_group.php-id-sqli/20250811-modern-loan-management-
system-delete_group.php-id-sqli.md 

https://nvd.nist.gov/vuln/detail/CVE-2026-48323
https://helpx.adobe.com/security/products/campaign/apsb26-120.html
https://nvd.nist.gov/vuln/detail/CVE-2026-69083
https://github.com/siyuan-note/siyuan/security/advisories/GHSA-fph3-ghq9-vw66
https://www.vulncheck.com/advisories/siyuan-before-sql-injection-via-fulltextsearchassetcontent
https://nvd.nist.gov/vuln/detail/CVE-2026-69084
https://github.com/siyuan-note/siyuan/security/advisories/GHSA-vh22-h7hf-www7
https://www.vulncheck.com/advisories/siyuan-before-sql-injection-via-searchembedblock
https://nvd.nist.gov/vuln/detail/CVE-2026-67330
https://github.com/better-auth/better-auth/security/advisories/GHSA-rjg6-39jm-rgg4
https://www.vulncheck.com/advisories/better-auth-scim-beta-27-through-account-takeover-via-provider-id-collision
https://www.vulncheck.com/advisories/better-auth-scim-beta-27-through-account-takeover-via-provider-id-collision
https://nvd.nist.gov/vuln/detail/CVE-2025-69946
https://github.com/um-dsp/TaintRadar
https://github.com/um-dsp/TaintRadar/blob/main/sql_injection_cves/loansystem/20250811-modern-loan-management-system-ajaxdata.php-district_id-sqli/20250811-modern-loan-management-system-ajaxdata.php-district_id-sqli.md
https://github.com/um-dsp/TaintRadar/blob/main/sql_injection_cves/loansystem/20250811-modern-loan-management-system-ajaxdata.php-district_id-sqli/20250811-modern-loan-management-system-ajaxdata.php-district_id-sqli.md
https://github.com/um-dsp/TaintRadar/blob/main/sql_injection_cves/loansystem/20250811-modern-loan-management-system-ajaxdata.php-district_id-sqli/20250811-modern-loan-management-system-ajaxdata.php-district_id-sqli.md
https://github.com/um-dsp/TaintRadar/blob/main/sql_injection_cves/loansystem/20250811-modern-loan-management-system-ajaxdata.php-division_id-sqli/20250811-modern-loan-management-system-ajaxdata.php-division_id-sqli.md
https://github.com/um-dsp/TaintRadar/blob/main/sql_injection_cves/loansystem/20250811-modern-loan-management-system-ajaxdata.php-division_id-sqli/20250811-modern-loan-management-system-ajaxdata.php-division_id-sqli.md
https://github.com/um-dsp/TaintRadar/blob/main/sql_injection_cves/loansystem/20250811-modern-loan-management-system-ajaxdata.php-division_id-sqli/20250811-modern-loan-management-system-ajaxdata.php-division_id-sqli.md
https://github.com/um-dsp/TaintRadar/blob/main/sql_injection_cves/loansystem/20250811-modern-loan-management-system-ajaxdata.php-region_id-sqli/20250811-modern-loan-management-system-ajaxdata.php-region_id-sqli.md
https://github.com/um-dsp/TaintRadar/blob/main/sql_injection_cves/loansystem/20250811-modern-loan-management-system-ajaxdata.php-region_id-sqli/20250811-modern-loan-management-system-ajaxdata.php-region_id-sqli.md
https://github.com/um-dsp/TaintRadar/blob/main/sql_injection_cves/loansystem/20250811-modern-loan-management-system-ajaxdata.php-region_id-sqli/20250811-modern-loan-management-system-ajaxdata.php-region_id-sqli.md
https://github.com/um-dsp/TaintRadar/blob/main/sql_injection_cves/loansystem/20250811-modern-loan-management-system-ajaxdata.php-ward_id-sqli/20250811-modern-loan-management-system-ajaxdata.php-ward_id-sqli.md
https://github.com/um-dsp/TaintRadar/blob/main/sql_injection_cves/loansystem/20250811-modern-loan-management-system-ajaxdata.php-ward_id-sqli/20250811-modern-loan-management-system-ajaxdata.php-ward_id-sqli.md
https://github.com/um-dsp/TaintRadar/blob/main/sql_injection_cves/loansystem/20250811-modern-loan-management-system-ajaxdata.php-ward_id-sqli/20250811-modern-loan-management-system-ajaxdata.php-ward_id-sqli.md
https://github.com/um-dsp/TaintRadar/blob/main/sql_injection_cves/loansystem/20250811-modern-loan-management-system-delete_group.php-id-sqli/20250811-modern-loan-management-system-delete_group.php-id-sqli.md
https://github.com/um-dsp/TaintRadar/blob/main/sql_injection_cves/loansystem/20250811-modern-loan-management-system-delete_group.php-id-sqli/20250811-modern-loan-management-system-delete_group.php-id-sqli.md
https://github.com/um-dsp/TaintRadar/blob/main/sql_injection_cves/loansystem/20250811-modern-loan-management-system-delete_group.php-id-sqli/20250811-modern-loan-management-system-delete_group.php-id-sqli.md


URL ευπάθειας 
(NIST NVD) 

CVSS 
v3.1 

Προϊόν/Υπηρεσία Τύπος Ευπάθειας Συσκευές/Εκδόσεις που 
επηρεάζονται 

URL οδηγιών αντιμετώπισης 

CVE-2026-15964  

9,8 

The Single Sign 
On For TNG 
plugin for Word-
Press 

Unverified Password 
Change 

up to, and including, 
2.0.0. 

https://plugins.trac.wordpress.org/browser/single-sign-on-for-tng/tags/2.0.0/single-sign-on-for-
tng.php#L102 
https://plugins.trac.wordpress.org/browser/single-sign-on-for-tng/tags/2.0.0/single-sign-on-for-
tng.php#L120 
https://plugins.trac.wordpress.org/browser/single-sign-on-for-tng/tags/2.0.0/single-sign-on-for-
tng.php#L69 
https://plugins.trac.wordpress.org/browser/single-sign-on-for-tng/tags/2.0.0/single-sign-on-for-
tng.php#L96 
https://plugins.trac.wordpress.org/changeset?reponame=&old=3624827%40single-sign-on-for-
tng&new=3624827%40single-sign-on-for-tng 
https://www.wordfence.com/threat-intel/vulnerabilities/id/1d8d393e-764c-491d-8afb-
7d4f8d0c387a?source=cve 

CVE-2026-16300  

9,8 The ChamaWP 
WordPress plugin 

Missing Authorization before 1.0.13 https://wpscan.com/vulnerability/0508f8c8-8ecc-4982-b14c-bf5f1c3d1c8f/  

CVE-2026-18588  

9,8 

Wavlink WL-
NU516U1 

Improper Restriction of 
Operations within the 
Bounds of a Memory 
Buffer; Stack-based Buffer 
Overflow 

 
https://dl.wavlink.com/firmware/RD/WINSTAR_NU516U1-WO-A-2026-07-13-4b8a21f-mt7628-
squashfs-sysupgrade.bin 
https://github.com/oduoke567/WAVLINK-NU516U1-2026-05-1/blob/main/report2.md 
https://vuldb.com/cve/CVE-2026-18588 
https://vuldb.com/submit/850500 
https://vuldb.com/vuln/385416 
https://vuldb.com/vuln/385416/cti 

CVE-2026-18601  

9,8 

GL Improper Neutralization of 
Special Elements in Out-
put Used by a Down-
stream Component ('Injec-
tion'); Improper Neutraliza-
tion of Special Elements 
used in a Command 
('Command Injection') 

up to 4.4.5. https://github.com/StrTzz123/iot_vul/blob/main/GL-
iNet/MT3000/4.4.5/ovpn_check_config_glc_rce/CVE.md 
https://vuldb.com/cve/CVE-2026-18601 
https://vuldb.com/submit/851540 
https://vuldb.com/vuln/385516 
https://vuldb.com/vuln/385516/cti 

CVE-2026-18612  

9,8 

GL-iNet GL-
MT3000 

Improper Neutralization of 
Special Elements in Out-
put Used by a Down-
stream Component ('Injec-
tion'); Improper Neutraliza-
tion of Special Elements 
used in a Command 
('Command Injection') 

up to 4.4.5. https://github.com/StrTzz123/iot_vul/blob/main/GL-
iNet/MT3000/4.4.5/plugins_package_name_glc_rce/CVE.md 
https://vuldb.com/cve/CVE-2026-18612 
https://vuldb.com/submit/851553 
https://vuldb.com/submit/851596 
https://vuldb.com/submit/851597 
https://vuldb.com/submit/851600 

CVE-2026-2346  

9,8 
Menulux Software 
Inc 

Authorization Bypass 
Through User-Controlled 
Key 

 
https://siberguvenlik.gov.tr/guvenlik-bildirimleri/detay/tr-26-0729  

CVE-2026-41452  

9,8 
Krayin CRM Missing Authentication for 

Critical Function 

 
https://jivasecurity.com/writeups/krayin-installer-bypass-account-takeover-cve-2026-41452 
https://www.vulncheck.com/advisories/krayin-crm-missing-authentication-via-install-api-admin-
config-setup 

CVE-2026-51785  

9,8 
Hugo Leisink 
Hiawatha v 

Improper Control of Gen-
eration of Code ('Code In-
jection') 

 
https://fenrisk.com/hiawatha-http-smuggling 
https://www.rfc-editor.org/rfc/rfc2616 
https://www.rfc-editor.org/rfc/rfc2616.html#section-4.4 
https://www.rfc-editor.org/rfc/rfc9112.html#section-6.3 

https://nvd.nist.gov/vuln/detail/CVE-2026-15964
https://plugins.trac.wordpress.org/browser/single-sign-on-for-tng/tags/2.0.0/single-sign-on-for-tng.php#L102
https://plugins.trac.wordpress.org/browser/single-sign-on-for-tng/tags/2.0.0/single-sign-on-for-tng.php#L102
https://plugins.trac.wordpress.org/browser/single-sign-on-for-tng/tags/2.0.0/single-sign-on-for-tng.php#L120
https://plugins.trac.wordpress.org/browser/single-sign-on-for-tng/tags/2.0.0/single-sign-on-for-tng.php#L120
https://plugins.trac.wordpress.org/browser/single-sign-on-for-tng/tags/2.0.0/single-sign-on-for-tng.php#L69
https://plugins.trac.wordpress.org/browser/single-sign-on-for-tng/tags/2.0.0/single-sign-on-for-tng.php#L69
https://plugins.trac.wordpress.org/browser/single-sign-on-for-tng/tags/2.0.0/single-sign-on-for-tng.php#L96
https://plugins.trac.wordpress.org/browser/single-sign-on-for-tng/tags/2.0.0/single-sign-on-for-tng.php#L96
https://plugins.trac.wordpress.org/changeset?reponame=&old=3624827%40single-sign-on-for-tng&new=3624827%40single-sign-on-for-tng
https://plugins.trac.wordpress.org/changeset?reponame=&old=3624827%40single-sign-on-for-tng&new=3624827%40single-sign-on-for-tng
https://www.wordfence.com/threat-intel/vulnerabilities/id/1d8d393e-764c-491d-8afb-7d4f8d0c387a?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/1d8d393e-764c-491d-8afb-7d4f8d0c387a?source=cve
https://nvd.nist.gov/vuln/detail/CVE-2026-16300
https://wpscan.com/vulnerability/0508f8c8-8ecc-4982-b14c-bf5f1c3d1c8f/
https://nvd.nist.gov/vuln/detail/CVE-2026-18588
https://dl.wavlink.com/firmware/RD/WINSTAR_NU516U1-WO-A-2026-07-13-4b8a21f-mt7628-squashfs-sysupgrade.bin
https://dl.wavlink.com/firmware/RD/WINSTAR_NU516U1-WO-A-2026-07-13-4b8a21f-mt7628-squashfs-sysupgrade.bin
https://github.com/oduoke567/WAVLINK-NU516U1-2026-05-1/blob/main/report2.md
https://vuldb.com/cve/CVE-2026-18588
https://vuldb.com/submit/850500
https://vuldb.com/vuln/385416
https://vuldb.com/vuln/385416/cti
https://nvd.nist.gov/vuln/detail/CVE-2026-18601
https://github.com/StrTzz123/iot_vul/blob/main/GL-iNet/MT3000/4.4.5/ovpn_check_config_glc_rce/CVE.md
https://github.com/StrTzz123/iot_vul/blob/main/GL-iNet/MT3000/4.4.5/ovpn_check_config_glc_rce/CVE.md
https://vuldb.com/cve/CVE-2026-18601
https://vuldb.com/submit/851540
https://vuldb.com/vuln/385516
https://vuldb.com/vuln/385516/cti
https://nvd.nist.gov/vuln/detail/CVE-2026-18612
https://github.com/StrTzz123/iot_vul/blob/main/GL-iNet/MT3000/4.4.5/plugins_package_name_glc_rce/CVE.md
https://github.com/StrTzz123/iot_vul/blob/main/GL-iNet/MT3000/4.4.5/plugins_package_name_glc_rce/CVE.md
https://vuldb.com/cve/CVE-2026-18612
https://vuldb.com/submit/851553
https://vuldb.com/submit/851596
https://vuldb.com/submit/851597
https://vuldb.com/submit/851600
https://nvd.nist.gov/vuln/detail/CVE-2026-2346
https://siberguvenlik.gov.tr/guvenlik-bildirimleri/detay/tr-26-0729
https://nvd.nist.gov/vuln/detail/CVE-2026-41452
https://jivasecurity.com/writeups/krayin-installer-bypass-account-takeover-cve-2026-41452
https://www.vulncheck.com/advisories/krayin-crm-missing-authentication-via-install-api-admin-config-setup
https://www.vulncheck.com/advisories/krayin-crm-missing-authentication-via-install-api-admin-config-setup
https://nvd.nist.gov/vuln/detail/CVE-2026-51785
https://fenrisk.com/hiawatha-http-smuggling
https://www.rfc-editor.org/rfc/rfc2616
https://www.rfc-editor.org/rfc/rfc2616.html#section-4.4
https://www.rfc-editor.org/rfc/rfc9112.html#section-6.3


URL ευπάθειας 
(NIST NVD) 

CVSS 
v3.1 

Προϊόν/Υπηρεσία Τύπος Ευπάθειας Συσκευές/Εκδόσεις που 
επηρεάζονται 

URL οδηγιών αντιμετώπισης 

CVE-2026-52134  

9,8 

the 
parseGoosePay-
load() function 
(/goose/goose_re-
ceiver 

Improper Access Control 
 

https://github.com/if-forget/CVE-2026-52134-libiec61850 
https://github.com/mz-automation/libiec61850 
https://github.com/mz-automation/libiec61850/tree/v1.6/src/goose/goose_receiver.c 

CVE-2026-64827  

9,8 
Telenia Software 
TVox 

Reliance on Untrusted In-
puts in a Security Decision 

 
https://karmainsecurity.com/KIS-2026-14 
https://www.teleniasoftware.com/ 
https://www.vulncheck.com/advisories/telenia-tvox-authentication-bypass-via-set-env-php 

CVE-2026-65321  

9,8 

PyAthena Improper Neutralization of 
Special Elements used in 
an SQL Command ('SQL 
Injection') 

prior to 3.35.4 https://github.com/laughingman7743/PyAthena 
https://github.com/laughingman7743/PyAthena/security/advisories/GHSA-xwj5-g6cv-4r5c 
https://github.com/pyathena-
dev/PyAthena/commit/27901d12245ea722b3b4e211c60e2ade4e7c8efd 
https://www.vulncheck.com/advisories/pyathena-sql-injection-via-defaultparameterformatter-
delete-ctas 

CVE-2026-66402  

9,8 
FreeRDP Improper Certificate 

Validation 
before 3.29.0 https://github.com/FreeRDP/FreeRDP/commit/b9533f07f98c25ed01c5f543b4d0ce73e120f5fd 

https://github.com/FreeRDP/FreeRDP/security/advisories/GHSA-43hh-p3vw-hfx3 
https://www.vulncheck.com/advisories/freerdp-before-tls-certificate-identity-validation-bypass 

CVE-2026-67324  

9,8 
GitPython Improper Neutralization of 

Special Elements used in 
an OS Command ('OS 
Command Injection') 

3.1.50 prior to 3.1.51 https://github.com/gitpython-developers/GitPython/security/advisories/GHSA-v396-v7q4-x2qj 
https://www.vulncheck.com/advisories/gitpython-authentication-bypass-via-joined-short-options 

CVE-2026-67340  

9,8 
ArcadeDB Improper Control of Gen-

eration of Code ('Code In-
jection') 

before 26.7.2 https://github.com/ArcadeData/arcadedb/security/advisories/GHSA-x9f9-r4m8-9xc2 
https://www.vulncheck.com/advisories/arcadedb-before-remote-code-execution-via-trigger-
scripts 

CVE-2026-67341  

9,8 
ArcadeDB 
versions 

Incorrect Authorization versions before 26.7.2 https://github.com/ArcadeData/arcadedb/security/advisories/GHSA-vwjc-v7x7-cm6g 
https://www.vulncheck.com/advisories/arcadedb-before-authorization-bypass-via-sql-define-
function 

CVE-2026-68770  

9,8 

sentence-
transformers 

Improper Control of Gen-
eration of Code ('Code In-
jection') 

 
https://github.com/huggingface/sentence-transformers 
https://github.com/huggingface/sentence-transformers/com-
mit/ae1acc3fb2aa2004577b297eb4a915ce7a03316a 
https://github.com/huggingface/sentence-transformers/issues/3801 
https://github.com/huggingface/sentence-transformers/pull/3807 
https://www.vulncheck.com/advisories/sentence-transformers-arbitrary-code-execution-on-local-
model-load-despite-trust-remote-code-false 

CVE-2026-68771  

9,8 

ComfyUI Deserialization of 
Untrusted Data 

 
https://github.com/Comfy-Org/ComfyUI 
https://github.com/Comfy-
Org/ComfyUI/commit/94ee49b1612824366a8631ea069b2a1fa5c73720 
https://github.com/Comfy-Org/ComfyUI/pull/14543 
https://www.vulncheck.com/advisories/comfyui-unauthenticated-rce-via-loadtrainingdataset-
pickle-deserialization 

CVE-2026-69240  

9,8 
Sequelize Improper Neutralization of 

Special Elements used in 
an SQL Command ('SQL 
Injection') 

Prior to 6.37.4 https://github.com/sequelize/sequelize/commit/5deadd2410ae9136a21fb652db206d27bb715f26 
https://github.com/sequelize/sequelize/releases/tag/v6.37.4 
https://github.com/sequelize/sequelize/security/advisories/GHSA-v8fg-2rw7-q452 

CVE-2026-8457  

9,8 
The WooCom-
merce - Social 
Login plugin for 
WordPress; all 

Authentication Bypass by 
Alternate Name 

up to and including 
2.8.7. 

https://codecanyon.net/item/social-login-wordpress-woocommerce-plugin/8495883 
https://www.wordfence.com/threat-intel/vulnerabilities/id/53e83037-2cc5-4dc9-b55d-
03829df12a65?source=cve 

https://nvd.nist.gov/vuln/detail/CVE-2026-52134
https://github.com/if-forget/CVE-2026-52134-libiec61850
https://github.com/mz-automation/libiec61850
https://github.com/mz-automation/libiec61850/tree/v1.6/src/goose/goose_receiver.c
https://nvd.nist.gov/vuln/detail/CVE-2026-64827
https://karmainsecurity.com/KIS-2026-14
https://www.teleniasoftware.com/
https://www.vulncheck.com/advisories/telenia-tvox-authentication-bypass-via-set-env-php
https://nvd.nist.gov/vuln/detail/CVE-2026-65321
https://github.com/laughingman7743/PyAthena
https://github.com/laughingman7743/PyAthena/security/advisories/GHSA-xwj5-g6cv-4r5c
https://github.com/pyathena-dev/PyAthena/commit/27901d12245ea722b3b4e211c60e2ade4e7c8efd
https://github.com/pyathena-dev/PyAthena/commit/27901d12245ea722b3b4e211c60e2ade4e7c8efd
https://www.vulncheck.com/advisories/pyathena-sql-injection-via-defaultparameterformatter-delete-ctas
https://www.vulncheck.com/advisories/pyathena-sql-injection-via-defaultparameterformatter-delete-ctas
https://nvd.nist.gov/vuln/detail/CVE-2026-66402
https://github.com/FreeRDP/FreeRDP/commit/b9533f07f98c25ed01c5f543b4d0ce73e120f5fd
https://github.com/FreeRDP/FreeRDP/security/advisories/GHSA-43hh-p3vw-hfx3
https://www.vulncheck.com/advisories/freerdp-before-tls-certificate-identity-validation-bypass
https://nvd.nist.gov/vuln/detail/CVE-2026-67324
https://github.com/gitpython-developers/GitPython/security/advisories/GHSA-v396-v7q4-x2qj
https://www.vulncheck.com/advisories/gitpython-authentication-bypass-via-joined-short-options
https://nvd.nist.gov/vuln/detail/CVE-2026-67340
https://github.com/ArcadeData/arcadedb/security/advisories/GHSA-x9f9-r4m8-9xc2
https://www.vulncheck.com/advisories/arcadedb-before-remote-code-execution-via-trigger-scripts
https://www.vulncheck.com/advisories/arcadedb-before-remote-code-execution-via-trigger-scripts
https://nvd.nist.gov/vuln/detail/CVE-2026-67341
https://github.com/ArcadeData/arcadedb/security/advisories/GHSA-vwjc-v7x7-cm6g
https://www.vulncheck.com/advisories/arcadedb-before-authorization-bypass-via-sql-define-function
https://www.vulncheck.com/advisories/arcadedb-before-authorization-bypass-via-sql-define-function
https://nvd.nist.gov/vuln/detail/CVE-2026-68770
https://github.com/huggingface/sentence-transformers
https://github.com/huggingface/sentence-transformers/commit/ae1acc3fb2aa2004577b297eb4a915ce7a03316a
https://github.com/huggingface/sentence-transformers/commit/ae1acc3fb2aa2004577b297eb4a915ce7a03316a
https://github.com/huggingface/sentence-transformers/issues/3801
https://github.com/huggingface/sentence-transformers/pull/3807
https://www.vulncheck.com/advisories/sentence-transformers-arbitrary-code-execution-on-local-model-load-despite-trust-remote-code-false
https://www.vulncheck.com/advisories/sentence-transformers-arbitrary-code-execution-on-local-model-load-despite-trust-remote-code-false
https://nvd.nist.gov/vuln/detail/CVE-2026-68771
https://github.com/Comfy-Org/ComfyUI
https://github.com/Comfy-Org/ComfyUI/commit/94ee49b1612824366a8631ea069b2a1fa5c73720
https://github.com/Comfy-Org/ComfyUI/commit/94ee49b1612824366a8631ea069b2a1fa5c73720
https://github.com/Comfy-Org/ComfyUI/pull/14543
https://www.vulncheck.com/advisories/comfyui-unauthenticated-rce-via-loadtrainingdataset-pickle-deserialization
https://www.vulncheck.com/advisories/comfyui-unauthenticated-rce-via-loadtrainingdataset-pickle-deserialization
https://nvd.nist.gov/vuln/detail/CVE-2026-69240
https://github.com/sequelize/sequelize/commit/5deadd2410ae9136a21fb652db206d27bb715f26
https://github.com/sequelize/sequelize/releases/tag/v6.37.4
https://github.com/sequelize/sequelize/security/advisories/GHSA-v8fg-2rw7-q452
https://nvd.nist.gov/vuln/detail/CVE-2026-8457
https://codecanyon.net/item/social-login-wordpress-woocommerce-plugin/8495883
https://www.wordfence.com/threat-intel/vulnerabilities/id/53e83037-2cc5-4dc9-b55d-03829df12a65?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/53e83037-2cc5-4dc9-b55d-03829df12a65?source=cve


URL ευπάθειας 
(NIST NVD) 

CVSS 
v3.1 

Προϊόν/Υπηρεσία Τύπος Ευπάθειας Συσκευές/Εκδόσεις που 
επηρεάζονται 

URL οδηγιών αντιμετώπισης 

CVE-2026-18667  

9,6 
Tenable Sensor 
Proxy 

Improper Control of Gen-
eration of Code ('Code In-
jection') 

 
https://www.tenable.com/security/tns-2026-21  

CVE-2026-15930  

9,4 
The Simple Mem-
bership Word-
Press plugin 

Missing Authorization before 4.7.8 https://wpscan.com/vulnerability/e46948f1-0e06-4e76-8fc8-df661eb786a5/  

CVE-2026-15414  

8,8 

The Subscriptions 
for WooCommerce 
plugin for Word-
Press 

Improper Privilege 
Management 

up to, and including, 
2.0.0. 

https://plugins.trac.wordpress.org/browser/subscriptions-for-
woocommerce/tags/2.0.0/admin/partials/membership/meta-box-plan-details.php#L102 
https://plugins.trac.wordpress.org/browser/subscriptions-for-
woocommerce/tags/2.0.0/includes/membership/class-wps-membership-plan-cpt.php#L275 
https://plugins.trac.wordpress.org/browser/subscriptions-for-
woocommerce/tags/2.0.0/includes/membership/class-wps-membership-plan-cpt.php#L477 
https://plugins.trac.wordpress.org/browser/subscriptions-for-
woocommerce/tags/2.0.0/includes/membership/class-wps-membership-plan-cpt.php#L483 
https://plugins.trac.wordpress.org/changeset?reponame=&old=3624543%40subscriptions-for-
woocommerce&new=3624543%40subscriptions-for-woocommerce 
https://www.wordfence.com/threat-intel/vulnerabilities/id/195f86a5-e3dc-4414-bbe3-
dea312bf30a9?source=cve 

CVE-2026-15988  

8,8 

The AI Engine – 
The Chatbot, AI 
Framework & 
MCP for Word-
Press plugin for 
WordPress 

Cross-Site Request For-
gery (CSRF) 

up to, and including, 
3.6.5 

https://plugins.trac.wordpress.org/browser/ai-engine/tags/3.6.2/labs/mcp-oauth.php#L120 
https://plugins.trac.wordpress.org/browser/ai-engine/tags/3.6.2/labs/mcp-oauth.php#L121 
https://plugins.trac.wordpress.org/browser/ai-engine/tags/3.6.2/labs/mcp-oauth.php#L127 
https://plugins.trac.wordpress.org/browser/ai-engine/tags/3.6.2/labs/mcp-oauth.php#L49 
https://plugins.trac.wordpress.org/changeset/3628188/ai-engine/trunk/labs/mcp-oauth.php 
https://plugins.trac.wordpress.org/changeset?old_path=%2Fai-
engine/tags/3.6.5&new_path=%2Fai-engine/tags/3.6.6 

CVE-2026-18607  

8,8 

Wavlink WN572, 
WN570H, WN573, 
WN529, WN530, 
WN531, WN535, 
etc 

Improper Restriction of 
Operations within the 
Bounds of a Memory 
Buffer; Stack-based Buffer 
Overflow 

up to 20260609. https://github.com/0xcc12138/WAVLINK-vul 
https://vuldb.com/cve/CVE-2026-18607 
https://vuldb.com/submit/852637 
https://vuldb.com/vuln/385530 
https://vuldb.com/vuln/385530/cti 

CVE-2026-18733  

8,8 
the shell tool in 
Amazon Strands 
Agents Tools 

 
before 0.8.0 https://aws.amazon.com/security/security-bulletins/2026-072-aws/ 

https://github.com/strands-agents/tools/security/advisories/GHSA-mqvc-p852-wf8x 
https://pypi.org/project/strands-agents-tools/0.8.0/ 

CVE-2026-62870  

8,8 Microsoft Office 
Excel 

Use After Free 
 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62870  

CVE-2026-69096  

8,8 

luci Improper Neutralization of 
Special Elements used in 
an OS Command ('OS 
Command Injection') 

26.162.29621~507ab5
e 

https://github.com/openwrt/luci/commit/44618b5b53d9bdad5cd489e82e29688b4d0862c1 
https://github.com/openwrt/luci/commit/f4d0a44950e42bcbb8eacf715a3493b276a4f3ac 
https://github.com/openwrt/luci/security/advisories/GHSA-cq4h-h8jr-3xqv 
https://www.vulncheck.com/advisories/openwrt-luci-app-dockerman-read-acl-remote-code-
execution 

CVE-2026-67336  

8,7 
better-auth 
versions 

Use of a Broken or Risky 
Cryptographic Algorithm 

versions before 1.6.11 https://github.com/better-auth/better-auth/security/advisories/GHSA-9h47-pqcx-hjr4 
https://www.vulncheck.com/advisories/better-auth-before-insecure-cryptographic-defaults-via-
oidcprovider 

CVE-2025-71399  

8,6 
Better Auth relies 
on better-call, 
which 

Improper Input Validation versions prior to 1.4.5 https://github.com/better-auth/better-
auth/commit/f60b43fa648399534507c9ac7db36d705b8874c3 
https://github.com/better-auth/better-auth/security/advisories/GHSA-x732-6j76-qmhm 
https://www.vulncheck.com/advisories/better-auth-before-path-normalization-bypass-via-rou3 

https://nvd.nist.gov/vuln/detail/CVE-2026-18667
https://www.tenable.com/security/tns-2026-21
https://nvd.nist.gov/vuln/detail/CVE-2026-15930
https://wpscan.com/vulnerability/e46948f1-0e06-4e76-8fc8-df661eb786a5/
https://nvd.nist.gov/vuln/detail/CVE-2026-15414
https://plugins.trac.wordpress.org/browser/subscriptions-for-woocommerce/tags/2.0.0/admin/partials/membership/meta-box-plan-details.php#L102
https://plugins.trac.wordpress.org/browser/subscriptions-for-woocommerce/tags/2.0.0/admin/partials/membership/meta-box-plan-details.php#L102
https://plugins.trac.wordpress.org/browser/subscriptions-for-woocommerce/tags/2.0.0/includes/membership/class-wps-membership-plan-cpt.php#L275
https://plugins.trac.wordpress.org/browser/subscriptions-for-woocommerce/tags/2.0.0/includes/membership/class-wps-membership-plan-cpt.php#L275
https://plugins.trac.wordpress.org/browser/subscriptions-for-woocommerce/tags/2.0.0/includes/membership/class-wps-membership-plan-cpt.php#L477
https://plugins.trac.wordpress.org/browser/subscriptions-for-woocommerce/tags/2.0.0/includes/membership/class-wps-membership-plan-cpt.php#L477
https://plugins.trac.wordpress.org/browser/subscriptions-for-woocommerce/tags/2.0.0/includes/membership/class-wps-membership-plan-cpt.php#L483
https://plugins.trac.wordpress.org/browser/subscriptions-for-woocommerce/tags/2.0.0/includes/membership/class-wps-membership-plan-cpt.php#L483
https://plugins.trac.wordpress.org/changeset?reponame=&old=3624543%40subscriptions-for-woocommerce&new=3624543%40subscriptions-for-woocommerce
https://plugins.trac.wordpress.org/changeset?reponame=&old=3624543%40subscriptions-for-woocommerce&new=3624543%40subscriptions-for-woocommerce
https://www.wordfence.com/threat-intel/vulnerabilities/id/195f86a5-e3dc-4414-bbe3-dea312bf30a9?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/195f86a5-e3dc-4414-bbe3-dea312bf30a9?source=cve
https://nvd.nist.gov/vuln/detail/CVE-2026-15988
https://plugins.trac.wordpress.org/browser/ai-engine/tags/3.6.2/labs/mcp-oauth.php#L120
https://plugins.trac.wordpress.org/browser/ai-engine/tags/3.6.2/labs/mcp-oauth.php#L121
https://plugins.trac.wordpress.org/browser/ai-engine/tags/3.6.2/labs/mcp-oauth.php#L127
https://plugins.trac.wordpress.org/browser/ai-engine/tags/3.6.2/labs/mcp-oauth.php#L49
https://plugins.trac.wordpress.org/changeset/3628188/ai-engine/trunk/labs/mcp-oauth.php
https://plugins.trac.wordpress.org/changeset?old_path=%2Fai-engine/tags/3.6.5&new_path=%2Fai-engine/tags/3.6.6
https://plugins.trac.wordpress.org/changeset?old_path=%2Fai-engine/tags/3.6.5&new_path=%2Fai-engine/tags/3.6.6
https://nvd.nist.gov/vuln/detail/CVE-2026-18607
https://github.com/0xcc12138/WAVLINK-vul
https://vuldb.com/cve/CVE-2026-18607
https://vuldb.com/submit/852637
https://vuldb.com/vuln/385530
https://vuldb.com/vuln/385530/cti
https://nvd.nist.gov/vuln/detail/CVE-2026-18733
https://aws.amazon.com/security/security-bulletins/2026-072-aws/
https://github.com/strands-agents/tools/security/advisories/GHSA-mqvc-p852-wf8x
https://pypi.org/project/strands-agents-tools/0.8.0/
https://nvd.nist.gov/vuln/detail/CVE-2026-62870
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-62870
https://nvd.nist.gov/vuln/detail/CVE-2026-69096
https://github.com/openwrt/luci/commit/44618b5b53d9bdad5cd489e82e29688b4d0862c1
https://github.com/openwrt/luci/commit/f4d0a44950e42bcbb8eacf715a3493b276a4f3ac
https://github.com/openwrt/luci/security/advisories/GHSA-cq4h-h8jr-3xqv
https://www.vulncheck.com/advisories/openwrt-luci-app-dockerman-read-acl-remote-code-execution
https://www.vulncheck.com/advisories/openwrt-luci-app-dockerman-read-acl-remote-code-execution
https://nvd.nist.gov/vuln/detail/CVE-2026-67336
https://github.com/better-auth/better-auth/security/advisories/GHSA-9h47-pqcx-hjr4
https://www.vulncheck.com/advisories/better-auth-before-insecure-cryptographic-defaults-via-oidcprovider
https://www.vulncheck.com/advisories/better-auth-before-insecure-cryptographic-defaults-via-oidcprovider
https://nvd.nist.gov/vuln/detail/CVE-2025-71399
https://github.com/better-auth/better-auth/commit/f60b43fa648399534507c9ac7db36d705b8874c3
https://github.com/better-auth/better-auth/commit/f60b43fa648399534507c9ac7db36d705b8874c3
https://github.com/better-auth/better-auth/security/advisories/GHSA-x732-6j76-qmhm
https://www.vulncheck.com/advisories/better-auth-before-path-normalization-bypass-via-rou3


URL ευπάθειας 
(NIST NVD) 

CVSS 
v3.1 

Προϊόν/Υπηρεσία Τύπος Ευπάθειας Συσκευές/Εκδόσεις που 
επηρεάζονται 

URL οδηγιών αντιμετώπισης 

CVE-2026-16572  

8,6 
LogMyTrip Improper Neutralization of 

Special Elements used in 
an SQL Command ('SQL 
Injection') 

0 through 1.9 https://wpscan.com/vulnerability/2d9b816c-25b3-427f-ad72-f9812d9aa86d/  

CVE-2026-67331  

8,3 
scim Authorization Bypass 

Through User-Controlled 
Key 

before 1.7.0-beta.4 https://github.com/better-auth/better-auth/security/advisories/GHSA-j8v8-g9cx-5qf4 
https://www.vulncheck.com/advisories/better-auth-scim-before-beta-4-authorization-bypass 

CVE-2026-10849  

8,2 
zephyr Heap-based Buffer Over-

flow; Out-of-bounds Write 
Before v4.0.0 https://github.com/zephyrproject-

rtos/zephyr/commit/59d7ab58d853489e6134081cadb11733730264ac 
https://github.com/zephyrproject-rtos/zephyr/security/advisories/GHSA-39h3-7phx-pwhv 

CVE-2026-15450  

8,1 

The Nex Forms – 
Ultimate Form 
Builder – Lite 
plugin for Word-
Press 

Improper Limitation of a 
Pathname to a Restricted 
Directory ('Path Traversal') 

up to, and including, 
9.2.3. 

https://plugins.trac.wordpress.org/browser/nex-forms-express-wp-form-
builder/tags/9.2.3/includes/classes/class.db.php#L269 
https://plugins.trac.wordpress.org/browser/nex-forms-express-wp-form-
builder/tags/9.2.3/includes/classes/class.db.php#L273 
https://plugins.trac.wordpress.org/browser/nex-forms-express-wp-form-
builder/tags/9.2.3/includes/classes/class.db.php#L805 
https://plugins.trac.wordpress.org/changeset?reponame=&old=3625615%40nex-forms-express-
wp-form-builder&new=3625615%40nex-forms-express-wp-form-builder 
https://www.wordfence.com/threat-intel/vulnerabilities/id/bb5c8cb3-df67-4f2c-869a-
48e34f5619ff?source=cve 

CVE-2026-16144  

8,1 

The Kali Forms — 
Contact Form & 
Drag-and-Drop 
Builder plugin for 
WordPress 

Improper Control of Gen-
eration of Code ('Code In-
jection') 

up to, and including, 
2.4.20 

https://plugins.trac.wordpress.org/browser/kali-forms/tags/2.4.19/Inc/Frontend/class-form-
processor.php#L1033 
https://plugins.trac.wordpress.org/browser/kali-forms/tags/2.4.19/Inc/Frontend/class-form-
processor.php#L172 
https://plugins.trac.wordpress.org/browser/kali-forms/tags/2.4.19/Inc/Frontend/class-form-
processor.php#L277 
https://plugins.trac.wordpress.org/browser/kali-forms/tags/2.4.19/Inc/Frontend/class-form-
processor.php#L90 
https://plugins.trac.wordpress.org/browser/kali-forms/tags/2.4.19/Inc/Frontend/class-form-
processor.php#L976 
https://plugins.trac.wordpress.org/browser/kali-forms/tags/2.4.20/Inc/Frontend/class-form-
processor.php#L1033 

CVE-2026-16539  

8,1 

sm page 
duplicator 

Improper Neutralization of 
Special Elements used in 
an SQL Command ('SQL 
Injection') 

0 through 1.0.0 https://wpscan.com/vulnerability/8e2c97d8-5392-4464-94e5-3fc353302f1f/  

CVE-2026-20465  

8,1 In wlan AP driver, 
there 

Heap-based Buffer 
Overflow 

 
https://www.mediatek.com/product-security-bulletin/August-2026  

CVE-2026-66318  

8,1 Microsoft Edge 
(Chromium-based) 

Origin Validation Error 
 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-66318  

CVE-2026-67328  

8,1 
@better-auth/sso 
versions 

Improper Neutralization of 
Input During Web Page 
Generation ('Cross-site 
Scripting') 

versions before 1.6.21 https://github.com/better-auth/better-auth/security/advisories/GHSA-prpr-5gj3-qqhg 
https://www.vulncheck.com/advisories/better-auth-sso-before-account-takeover-via-sso 

CVE-2026-68581  

8,1 

Vikunja Incorrect Authorization versions 0.22.0 
through 2.3.0 

https://github.com/go-vikunja/vikunja/commit/95b7e673fb5ee407498fa4b13e8b4c57847a4a0b 
https://github.com/go-vikunja/vikunja/commit/e6b25bd57b537ef9a72b5acdadf446ca5ef77bfa 
https://github.com/go-vikunja/vikunja/security/advisories/GHSA-vvcv-vpph-h844 
https://www.vulncheck.com/advisories/vikunja-through-authentication-bypass-via-principal-id-
collision 

https://nvd.nist.gov/vuln/detail/CVE-2026-16572
https://wpscan.com/vulnerability/2d9b816c-25b3-427f-ad72-f9812d9aa86d/
https://nvd.nist.gov/vuln/detail/CVE-2026-67331
https://github.com/better-auth/better-auth/security/advisories/GHSA-j8v8-g9cx-5qf4
https://www.vulncheck.com/advisories/better-auth-scim-before-beta-4-authorization-bypass
https://nvd.nist.gov/vuln/detail/CVE-2026-10849
https://github.com/zephyrproject-rtos/zephyr/commit/59d7ab58d853489e6134081cadb11733730264ac
https://github.com/zephyrproject-rtos/zephyr/commit/59d7ab58d853489e6134081cadb11733730264ac
https://github.com/zephyrproject-rtos/zephyr/security/advisories/GHSA-39h3-7phx-pwhv
https://nvd.nist.gov/vuln/detail/CVE-2026-15450
https://plugins.trac.wordpress.org/browser/nex-forms-express-wp-form-builder/tags/9.2.3/includes/classes/class.db.php#L269
https://plugins.trac.wordpress.org/browser/nex-forms-express-wp-form-builder/tags/9.2.3/includes/classes/class.db.php#L269
https://plugins.trac.wordpress.org/browser/nex-forms-express-wp-form-builder/tags/9.2.3/includes/classes/class.db.php#L273
https://plugins.trac.wordpress.org/browser/nex-forms-express-wp-form-builder/tags/9.2.3/includes/classes/class.db.php#L273
https://plugins.trac.wordpress.org/browser/nex-forms-express-wp-form-builder/tags/9.2.3/includes/classes/class.db.php#L805
https://plugins.trac.wordpress.org/browser/nex-forms-express-wp-form-builder/tags/9.2.3/includes/classes/class.db.php#L805
https://plugins.trac.wordpress.org/changeset?reponame=&old=3625615%40nex-forms-express-wp-form-builder&new=3625615%40nex-forms-express-wp-form-builder
https://plugins.trac.wordpress.org/changeset?reponame=&old=3625615%40nex-forms-express-wp-form-builder&new=3625615%40nex-forms-express-wp-form-builder
https://www.wordfence.com/threat-intel/vulnerabilities/id/bb5c8cb3-df67-4f2c-869a-48e34f5619ff?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/bb5c8cb3-df67-4f2c-869a-48e34f5619ff?source=cve
https://nvd.nist.gov/vuln/detail/CVE-2026-16144
https://plugins.trac.wordpress.org/browser/kali-forms/tags/2.4.19/Inc/Frontend/class-form-processor.php#L1033
https://plugins.trac.wordpress.org/browser/kali-forms/tags/2.4.19/Inc/Frontend/class-form-processor.php#L1033
https://plugins.trac.wordpress.org/browser/kali-forms/tags/2.4.19/Inc/Frontend/class-form-processor.php#L172
https://plugins.trac.wordpress.org/browser/kali-forms/tags/2.4.19/Inc/Frontend/class-form-processor.php#L172
https://plugins.trac.wordpress.org/browser/kali-forms/tags/2.4.19/Inc/Frontend/class-form-processor.php#L277
https://plugins.trac.wordpress.org/browser/kali-forms/tags/2.4.19/Inc/Frontend/class-form-processor.php#L277
https://plugins.trac.wordpress.org/browser/kali-forms/tags/2.4.19/Inc/Frontend/class-form-processor.php#L90
https://plugins.trac.wordpress.org/browser/kali-forms/tags/2.4.19/Inc/Frontend/class-form-processor.php#L90
https://plugins.trac.wordpress.org/browser/kali-forms/tags/2.4.19/Inc/Frontend/class-form-processor.php#L976
https://plugins.trac.wordpress.org/browser/kali-forms/tags/2.4.19/Inc/Frontend/class-form-processor.php#L976
https://plugins.trac.wordpress.org/browser/kali-forms/tags/2.4.20/Inc/Frontend/class-form-processor.php#L1033
https://plugins.trac.wordpress.org/browser/kali-forms/tags/2.4.20/Inc/Frontend/class-form-processor.php#L1033
https://nvd.nist.gov/vuln/detail/CVE-2026-16539
https://wpscan.com/vulnerability/8e2c97d8-5392-4464-94e5-3fc353302f1f/
https://nvd.nist.gov/vuln/detail/CVE-2026-20465
https://www.mediatek.com/product-security-bulletin/August-2026
https://nvd.nist.gov/vuln/detail/CVE-2026-66318
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-66318
https://nvd.nist.gov/vuln/detail/CVE-2026-67328
https://github.com/better-auth/better-auth/security/advisories/GHSA-prpr-5gj3-qqhg
https://www.vulncheck.com/advisories/better-auth-sso-before-account-takeover-via-sso
https://nvd.nist.gov/vuln/detail/CVE-2026-68581
https://github.com/go-vikunja/vikunja/commit/95b7e673fb5ee407498fa4b13e8b4c57847a4a0b
https://github.com/go-vikunja/vikunja/commit/e6b25bd57b537ef9a72b5acdadf446ca5ef77bfa
https://github.com/go-vikunja/vikunja/security/advisories/GHSA-vvcv-vpph-h844
https://www.vulncheck.com/advisories/vikunja-through-authentication-bypass-via-principal-id-collision
https://www.vulncheck.com/advisories/vikunja-through-authentication-bypass-via-principal-id-collision


URL ευπάθειας 
(NIST NVD) 

CVSS 
v3.1 

Προϊόν/Υπηρεσία Τύπος Ευπάθειας Συσκευές/Εκδόσεις που 
επηρεάζονται 

URL οδηγιών αντιμετώπισης 

CVE-2026-69088  

8,1 
Grav CMS Improper Control of Gen-

eration of Code ('Code In-
jection') 

versions 2.0.7 through 
2.0.10 

https://github.com/getgrav/grav/security/advisories/GHSA-7pgq-cr25-xvc8 
https://www.vulncheck.com/advisories/grav-cms-through-arbitrary-method-invocation-via-
blueprint 

CVE-2026-18606  

7,8 

Razer 
RzUpdateService 

Incorrect Privilege Assign-
ment; Improper Privilege 
Management 

 
https://opcodic.notion.site/Privilege-Escalation-via-Insecure-Named-Pipe-in-RzUpdateService-
2d88e7fec518803fa5decf10fb0e1e27 
https://vuldb.com/cve/CVE-2026-18606 
https://vuldb.com/submit/852045 
https://vuldb.com/vuln/385529 
https://vuldb.com/vuln/385529/cti 

CVE-2026-18642  

7,8 
TUBITAK BILGEM 
Software Technol-
ogies Research In-
stitute eta-otp-lock 

Deserialization of 
Untrusted Data 

before 1.0.4. https://siberguvenlik.gov.tr/guvenlik-bildirimleri/detay/tr-26-0730  

CVE-2026-34641  

7,8 

Premiere Pro; ar-
bitrary code exe-
cution in the con-
text of the current 
user 

Out-of-bounds Write 
 

https://helpx.adobe.com/security/products/premiere_pro/apsb26-76.html  

CVE-2026-41447  

7,8 

FirmaCheck for 
Windows 

Untrusted Search Path before 1.3.16 https://www.vulncheck.com/advisories/firmacheck-dll-hijacking-via-unvalidated-openssl-
configuration-path 
https://www.zucchetti.it/it/cms/soluzioni/gestione-documentale/firme-e-marche/software-
gestione-firme-digitali-firmacheck/software-gratuito-gestione-firme-e-documenti-
descrizione.html 

CVE-2026-59912  

7,8 
Dell Display and 
Peripheral Man-
ager (DDPM Mac), 
versions 

Improper Access Control versions prior to 
2.3.0.1005 

https://www.dell.com/support/kbdoc/en-us/000490035/dsa-2026-319  

CVE-2026-20483  

7,7 In Telephony, 
there 

Missing Authorization 
 

https://www.mediatek.com/product-security-bulletin/August-2026  

CVE-2026-66310  

7,7 Microsoft Edge for 
Android 

External Control of File 
Name or Path 

 
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-66310  

CVE-2026-67352  

7,6 
luci-app-https-dns-
proxy; the re-
solver_url parame-
ter that 

Improper Neutralization of 
Input During Web Page 
Generation ('Cross-site 
Scripting') 

 
https://github.com/openwrt/luci/security/advisories/GHSA-c6vf-395q-4jv6 
https://www.vulncheck.com/advisories/luci-app-https-dns-proxy-stored-xss-via-resolver-url 

CVE-2026-14839  

7,5 
The Mapster WP 
Maps WordPress 
plugin 

Exposure of Sensitive In-
formation to an Unauthor-
ized Actor 

before 1.24.0 https://wpscan.com/vulnerability/1994e67d-5fdc-445f-a09d-2b25d2b2f445/  

https://nvd.nist.gov/vuln/detail/CVE-2026-69088
https://github.com/getgrav/grav/security/advisories/GHSA-7pgq-cr25-xvc8
https://www.vulncheck.com/advisories/grav-cms-through-arbitrary-method-invocation-via-blueprint
https://www.vulncheck.com/advisories/grav-cms-through-arbitrary-method-invocation-via-blueprint
https://nvd.nist.gov/vuln/detail/CVE-2026-18606
https://opcodic.notion.site/Privilege-Escalation-via-Insecure-Named-Pipe-in-RzUpdateService-2d88e7fec518803fa5decf10fb0e1e27
https://opcodic.notion.site/Privilege-Escalation-via-Insecure-Named-Pipe-in-RzUpdateService-2d88e7fec518803fa5decf10fb0e1e27
https://vuldb.com/cve/CVE-2026-18606
https://vuldb.com/submit/852045
https://vuldb.com/vuln/385529
https://vuldb.com/vuln/385529/cti
https://nvd.nist.gov/vuln/detail/CVE-2026-18642
https://siberguvenlik.gov.tr/guvenlik-bildirimleri/detay/tr-26-0730
https://nvd.nist.gov/vuln/detail/CVE-2026-34641
https://helpx.adobe.com/security/products/premiere_pro/apsb26-76.html
https://nvd.nist.gov/vuln/detail/CVE-2026-41447
https://www.vulncheck.com/advisories/firmacheck-dll-hijacking-via-unvalidated-openssl-configuration-path
https://www.vulncheck.com/advisories/firmacheck-dll-hijacking-via-unvalidated-openssl-configuration-path
https://www.zucchetti.it/it/cms/soluzioni/gestione-documentale/firme-e-marche/software-gestione-firme-digitali-firmacheck/software-gratuito-gestione-firme-e-documenti-descrizione.html
https://www.zucchetti.it/it/cms/soluzioni/gestione-documentale/firme-e-marche/software-gestione-firme-digitali-firmacheck/software-gratuito-gestione-firme-e-documenti-descrizione.html
https://www.zucchetti.it/it/cms/soluzioni/gestione-documentale/firme-e-marche/software-gestione-firme-digitali-firmacheck/software-gratuito-gestione-firme-e-documenti-descrizione.html
https://nvd.nist.gov/vuln/detail/CVE-2026-59912
https://www.dell.com/support/kbdoc/en-us/000490035/dsa-2026-319
https://nvd.nist.gov/vuln/detail/CVE-2026-20483
https://www.mediatek.com/product-security-bulletin/August-2026
https://nvd.nist.gov/vuln/detail/CVE-2026-66310
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-66310
https://nvd.nist.gov/vuln/detail/CVE-2026-67352
https://github.com/openwrt/luci/security/advisories/GHSA-c6vf-395q-4jv6
https://www.vulncheck.com/advisories/luci-app-https-dns-proxy-stored-xss-via-resolver-url
https://nvd.nist.gov/vuln/detail/CVE-2026-14839
https://wpscan.com/vulnerability/1994e67d-5fdc-445f-a09d-2b25d2b2f445/


URL ευπάθειας 
(NIST NVD) 

CVSS 
v3.1 

Προϊόν/Υπηρεσία Τύπος Ευπάθειας Συσκευές/Εκδόσεις που 
επηρεάζονται 

URL οδηγιών αντιμετώπισης 

CVE-2026-15006  

7,5 

The Bit integra-
tions – Form Inte-
gration, Webhook, 
Spreadsheets, 
CRM, LMS & 
Email Automation 
plugin for Word-
Press 

Improper Limitation of a 
Pathname to a Restricted 
Directory ('Path Traversal') 

up to, and including, 
2.9.0 

https://plugins.trac.wordpress.org/browser/bit-
integrations/tags/2.8.11/backend/Actions/Mail/MailController.php#L123 
https://plugins.trac.wordpress.org/browser/bit-
integrations/tags/2.8.11/backend/Actions/Mail/MailController.php#L59 
https://plugins.trac.wordpress.org/browser/bit-
integrations/tags/2.8.11/backend/Triggers/CF7/CF7Controller.php#L127 
https://plugins.trac.wordpress.org/browser/bit-
integrations/tags/2.8.11/backend/Triggers/CF7/Hooks.php#L11 
https://plugins.trac.wordpress.org/browser/bit-
integrations/tags/2.9.0/backend/Actions/Mail/MailController.php#L123 
https://plugins.trac.wordpress.org/browser/bit-
integrations/tags/2.9.0/backend/Actions/Mail/MailController.php#L59 

CVE-2026-15151  

7,5 
The Five Star Res-
taurant Reserva-
tions WordPress 
plugin 

Improper Access Control before 2.7.23 https://wpscan.com/vulnerability/2c28e8b9-4293-4cf4-990d-09727275935b/  

CVE-2026-15206  

7,5 The SMS Alert 
WordPress plugin 

Improper Authentication before 3.9.8 https://wpscan.com/vulnerability/d0bb4c41-392a-4209-9e44-93dbf3898417/  

CVE-2026-15236  

7,5 
The Gallery for 
Google Photos 
WordPress plugin 

Exposure of Sensitive In-
formation to an Unauthor-
ized Actor 

before 1.2.1 https://wpscan.com/vulnerability/bfec461b-0dfa-48c6-84c1-6ea38a7d4546/  

CVE-2026-15241  

7,5 
The AI ChatBot for 
WooCommerce 
WordPress plugin 

Improper Access Control before 4.8.4 https://wpscan.com/vulnerability/81ab9ecd-5d7b-4d10-b255-65af869c46e2/  

CVE-2026-16261  

7,5 login-social Improper Authentication 0 through 1.0.4 https://wpscan.com/vulnerability/533f9347-e7cd-4a86-8cb5-f6d4aaaf4dd1/  

CVE-2026-16285  

7,5 
The Product At-
tachment for Woo-
Commerce Word-
Press plugin 

Missing Authorization before 2.3.3 https://wpscan.com/vulnerability/99a3a0a4-0e82-4388-88b2-72bd822904b5/  

CVE-2026-16540  

7,5 
The Simply 
Schedule Appoint-
ments WordPress 
plugin 

Incorrect Authorization before 1.6.12.6 https://wpscan.com/vulnerability/c3829294-c388-4151-9e25-a3eac7b1f1c6/  

CVE-2026-20479  

7,5 In Modem, there Out-of-bounds Read 
 

https://www.mediatek.com/product-security-bulletin/August-2026  

CVE-2026-21548  

7,5 In nr modem, 
there 

Improper Input Validation 
 

https://www.unisoc.com/en/support/product-security-bulletin/2084109408382668801  

CVE-2026-3245  

7,5 

PRISMAproductio
n 

Deserialization of 
Untrusted Data 

Version 6.5 or earlier https://cpp.canon/vulnerability-in-prismaproduction-cve-2026-3245/ 
https://psirt.canon/advisory-information/cp2026-007/ 
https://www.canon-europe.com/support/product-security/ 
https://www.usa.canon.com/about-us/to-our-customers/cpa2026-007-vulnerability-in-
prismaproduction 

CVE-2026-69091  

7,5 Admidio Missing Authentication for 
Critical Function 

before 5.0.11 https://github.com/Admidio/admidio/security/advisories/GHSA-cf48-6jrq-gjcm 
https://www.vulncheck.com/advisories/admidio-before-authentication-bypass-via-forum-php 

CVE-2026-69095  

7,5 
OpenWrt luci-app-
bmx7 before com-
mit 

Improper Limitation of a 
Pathname to a Restricted 
Directory ('Path Traversal') 

 
https://github.com/openwrt/luci/security/advisories/GHSA-8qcq-jgrj-gvmj 
https://www.vulncheck.com/advisories/openwrt-luci-app-bmx7-path-traversal-via-bmx7-info 

https://nvd.nist.gov/vuln/detail/CVE-2026-15006
https://plugins.trac.wordpress.org/browser/bit-integrations/tags/2.8.11/backend/Actions/Mail/MailController.php#L123
https://plugins.trac.wordpress.org/browser/bit-integrations/tags/2.8.11/backend/Actions/Mail/MailController.php#L123
https://plugins.trac.wordpress.org/browser/bit-integrations/tags/2.8.11/backend/Actions/Mail/MailController.php#L59
https://plugins.trac.wordpress.org/browser/bit-integrations/tags/2.8.11/backend/Actions/Mail/MailController.php#L59
https://plugins.trac.wordpress.org/browser/bit-integrations/tags/2.8.11/backend/Triggers/CF7/CF7Controller.php#L127
https://plugins.trac.wordpress.org/browser/bit-integrations/tags/2.8.11/backend/Triggers/CF7/CF7Controller.php#L127
https://plugins.trac.wordpress.org/browser/bit-integrations/tags/2.8.11/backend/Triggers/CF7/Hooks.php#L11
https://plugins.trac.wordpress.org/browser/bit-integrations/tags/2.8.11/backend/Triggers/CF7/Hooks.php#L11
https://plugins.trac.wordpress.org/browser/bit-integrations/tags/2.9.0/backend/Actions/Mail/MailController.php#L123
https://plugins.trac.wordpress.org/browser/bit-integrations/tags/2.9.0/backend/Actions/Mail/MailController.php#L123
https://plugins.trac.wordpress.org/browser/bit-integrations/tags/2.9.0/backend/Actions/Mail/MailController.php#L59
https://plugins.trac.wordpress.org/browser/bit-integrations/tags/2.9.0/backend/Actions/Mail/MailController.php#L59
https://nvd.nist.gov/vuln/detail/CVE-2026-15151
https://wpscan.com/vulnerability/2c28e8b9-4293-4cf4-990d-09727275935b/
https://nvd.nist.gov/vuln/detail/CVE-2026-15206
https://wpscan.com/vulnerability/d0bb4c41-392a-4209-9e44-93dbf3898417/
https://nvd.nist.gov/vuln/detail/CVE-2026-15236
https://wpscan.com/vulnerability/bfec461b-0dfa-48c6-84c1-6ea38a7d4546/
https://nvd.nist.gov/vuln/detail/CVE-2026-15241
https://wpscan.com/vulnerability/81ab9ecd-5d7b-4d10-b255-65af869c46e2/
https://nvd.nist.gov/vuln/detail/CVE-2026-16261
https://wpscan.com/vulnerability/533f9347-e7cd-4a86-8cb5-f6d4aaaf4dd1/
https://nvd.nist.gov/vuln/detail/CVE-2026-16285
https://wpscan.com/vulnerability/99a3a0a4-0e82-4388-88b2-72bd822904b5/
https://nvd.nist.gov/vuln/detail/CVE-2026-16540
https://wpscan.com/vulnerability/c3829294-c388-4151-9e25-a3eac7b1f1c6/
https://nvd.nist.gov/vuln/detail/CVE-2026-20479
https://www.mediatek.com/product-security-bulletin/August-2026
https://nvd.nist.gov/vuln/detail/CVE-2026-21548
https://www.unisoc.com/en/support/product-security-bulletin/2084109408382668801
https://nvd.nist.gov/vuln/detail/CVE-2026-3245
https://cpp.canon/vulnerability-in-prismaproduction-cve-2026-3245/
https://psirt.canon/advisory-information/cp2026-007/
https://www.canon-europe.com/support/product-security/
https://www.usa.canon.com/about-us/to-our-customers/cpa2026-007-vulnerability-in-prismaproduction
https://www.usa.canon.com/about-us/to-our-customers/cpa2026-007-vulnerability-in-prismaproduction
https://nvd.nist.gov/vuln/detail/CVE-2026-69091
https://github.com/Admidio/admidio/security/advisories/GHSA-cf48-6jrq-gjcm
https://www.vulncheck.com/advisories/admidio-before-authentication-bypass-via-forum-php
https://nvd.nist.gov/vuln/detail/CVE-2026-69095
https://github.com/openwrt/luci/security/advisories/GHSA-8qcq-jgrj-gvmj
https://www.vulncheck.com/advisories/openwrt-luci-app-bmx7-path-traversal-via-bmx7-info
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(NIST NVD) 
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v3.1 

Προϊόν/Υπηρεσία Τύπος Ευπάθειας Συσκευές/Εκδόσεις που 
επηρεάζονται 

URL οδηγιών αντιμετώπισης 

CVE-2026-69185  

7,5 
socket.io Improper Input Validation; 

Improper Check for Unu-
sual or Exceptional Condi-
tions 

Prior to 4.2.7 https://github.com/socketio/socket.io/commit/7c6ef571a00656718e9e05e3b948fd1758b2a7b4 
https://github.com/socketio/socket.io/commit/9c6323e5cde41bd75df3379b5fc9293664a5f240 
https://github.com/socketio/socket.io/commit/ced94ffa3ac020a8f3c14eb98a3bf34acb14d291 
https://github.com/socketio/socket.io/security/advisories/GHSA-2m8v-j782-fhvr 

CVE-2026-51953  

7,4 FeehiCMS v Insufficient Session 
Expiration 

 
https://github.com/altamish1994/CVE_Published/blob/main/FeehiCMS/CVE-2026-51953.MD 
https://github.com/liufee/cms 

CVE-2026-67598  

7,4 Emlog Pro through Improper Certificate 
Validation 

 
https://github.com/emlog/emlog/security/advisories/GHSA-hf85-99vj-m4c5 
https://www.vulncheck.com/advisories/emlog-pro-tls-certificate-validation-disabled-in-ai-php 

 

CISA/CERT-EU Alerts & Advisories 
Αυτό το κομμάτι περιλαμβάνει ειδοποιήσεις από επίσημες πηγές, κυρίως CISA και CERT-EU, σχετικά με κρίσιμες ευπάθειες ή ενεργές απειλές. Συνήθως 
αφορούν βιομηχανικά ή κρίσιμα συστήματα, αλλά και mainstream λογισμικό. Προσφέρονται σε μορφή σύντομων αναφορών και οδηγούν σε πιο λεπτομε-
ρείς τεχνικές οδηγίες. 

Σύντομη περιγραφή / Τίτλος Αναγνωριστικό ευπάθειας / Ενημερωτικό / Οδηγίες URL 

CISA Adds One Known Exploited Vulnera-
bility to Catalog | CISA 

▪ CVE-2026-18577 N-able N-central Authentication Bypass Using an Al-
ternate Path or Channel Vulnerability 

https://cisa.gov/news-events/alerts/2026/08/03/cisa-adds-
one-known-exploited-vulnerability-catalog 

 

News 
Η ενότητα "News" συνοψίζει τα πιο σημαντικά γεγονότα της εβδομάδας στον τομέα της κυβερνοασφάλειας. Εδώ θα βρείτε επιθέσεις που ξεχώρισαν, νέες 
τεχνικές που εντοπίστηκαν, ή ενέργειες από γνωστές ομάδες hacking. Δίνει την απαραίτητη εικόνα του τι συμβαίνει διεθνώς και πού πρέπει να στραφεί η 
προσοχή. 

Σύντομη περιγραφή / Τίτλος URL 

Microsoft Bug Bounty Program: $20 Million Paid to 500 Researchers https://securityweek.com/microsoft-bug-bounty-program-20-million-paid-to-500-researchers 

Telegram App Reportedly Vanished from Apple's App Store Worldwide https://cybersecuritynews.com/telegram-apples-app-store 

New York Awards $9 Million to Strengthen Cybersecurity at 153 Water 
Systems 

https://securityweek.com/new-york-awards-9-million-to-strengthen-cybersecurity-at-153-water-systems 

Black Hat USA 2026 – Summary of Vendor Announcements (Part 1) https://securityweek.com/black-hat-usa-2026-summary-of-vendor-announcements-part-1 

Visa to Acquire Fraud Intelligence Firm BioCatch for $2.4 Billion https://securityweek.com/visa-to-acquire-fraud-intelligence-firm-biocatch-for-2-4-billion 

Cyberattack Hits Liechtenstein’s Register of People Behind Companies 
and Foundations 

https://securityweek.com/cyberattack-hits-liechtensteins-register-of-people-behind-companies-and-foundations 

https://nvd.nist.gov/vuln/detail/CVE-2026-69185
https://github.com/socketio/socket.io/commit/7c6ef571a00656718e9e05e3b948fd1758b2a7b4
https://github.com/socketio/socket.io/commit/9c6323e5cde41bd75df3379b5fc9293664a5f240
https://github.com/socketio/socket.io/commit/ced94ffa3ac020a8f3c14eb98a3bf34acb14d291
https://github.com/socketio/socket.io/security/advisories/GHSA-2m8v-j782-fhvr
https://nvd.nist.gov/vuln/detail/CVE-2026-51953
https://github.com/altamish1994/CVE_Published/blob/main/FeehiCMS/CVE-2026-51953.MD
https://github.com/liufee/cms
https://nvd.nist.gov/vuln/detail/CVE-2026-67598
https://github.com/emlog/emlog/security/advisories/GHSA-hf85-99vj-m4c5
https://www.vulncheck.com/advisories/emlog-pro-tls-certificate-validation-disabled-in-ai-php
https://www.cve.org/CVERecord?id=CVE-2026-18577
https://cisa.gov/news-events/alerts/2026/08/03/cisa-adds-one-known-exploited-vulnerability-catalog
https://cisa.gov/news-events/alerts/2026/08/03/cisa-adds-one-known-exploited-vulnerability-catalog
https://securityweek.com/microsoft-bug-bounty-program-20-million-paid-to-500-researchers
https://cybersecuritynews.com/telegram-apples-app-store
https://securityweek.com/new-york-awards-9-million-to-strengthen-cybersecurity-at-153-water-systems
https://securityweek.com/black-hat-usa-2026-summary-of-vendor-announcements-part-1
https://securityweek.com/visa-to-acquire-fraud-intelligence-firm-biocatch-for-2-4-billion
https://securityweek.com/cyberattack-hits-liechtensteins-register-of-people-behind-companies-and-foundations


 Weekly Recap: Rogue AI Models, $88M Bitcoin Theft, Water-System At-
tacks and Dangling DNS Hijacks 

https://thehackernews.com/2026/08/weekly-recap-rogue-ai-models-88m.html 

Horizon3 Raises $250 Million to Fund Continuing Growth https://securityweek.com/horizon3-raises-250-million-to-fund-continuing-growth 

HollowFrame Loader Uses Fake Python DLL to Evade Defender https://infosecurity-magazine.com/news/hollowframe-fake-python-dll 

XCSSET v40 Abuses Chrome DevTools Protocol to Steal Cookies and 
Run Commands 

https://cybersecuritynews.com/xcsset-v40-abuses-chrome-devtools 

OpenAI teases Astra, its next major AI model, after it solves 10 long-
standing math problems 

https://bleepingcomputer.com/news/artificial-intelligence/openai-teases-astra-its-next-major-ai-model-after-it-solves-10-
long-standing-math-problems 

Google Chrome may soon block New Tab hijacker extensions by default https://bleepingcomputer.com/news/google/google-chrome-may-soon-block-new-tab-hijacker-extensions-by-default 

Privacy Policy https://cybersecuritynews.com/privacy-policy-2 
 

Breaches / Compromised / Hacked 
Καταγράφονται περιπτώσεις παραβίασης δεδομένων, διαρροών και άλλων σοβαρών περιστατικών ασφαλείας. Περιλαμβάνονται πληροφορίες για το 
ποιοι επηρεάστηκαν, με ποιον τρόπο έγινε η παραβίαση και πού υπάρχουν διαθέσιμες λεπτομέρειες. Είναι μια χρήσιμη εικόνα για να αντιληφθεί κανείς 
τη δυναμική των επιθέσεων σε πραγματικές συνθήκες. 

Σύντομη περιγραφή / Τίτλος URL 

New Pass-ta-key attacks let malware hijack Google-synced passkeys https://bleepingcomputer.com/news/security/new-pass-ta-key-attacks-let-malware-hijack-google-synced-passkeys 

Malware Can Steal Your Google Synced Passkey Without Asking for 
Your Password or Fingerprint 

https://cybersecuritynews.com/google-synced-passkey-malware-attack 

ExfilSquad hackers leak info of over 100,000 UK police officers, staff https://bleepingcomputer.com/news/security/exfilsquad-hackers-leak-info-of-over-100-000-uk-police-officers-staff 

Chinese Threat Actors Weaponize New Vulnerabilities in Under a Day https://infosecurity-magazine.com/news/chinalinked-threat-actors 

Brinks Home Discloses Data Breach as Hackers Leak Files https://securityweek.com/brinks-home-discloses-data-breach-as-hackers-leak-files 

Coldcard Users Lose $89m After Bitcoin Wallet Is Hacked https://infosecurity-magazine.com/news/coldcard-users-lose-89m-bitcoin 

SplitVPN Data Breach Exposes 865k Users' Personal Records https://cybersecuritynews.com/splitvpn-data-breach 

Brinks Home Confirms Data Breach Following ShinyHunters Claim https://cybersecuritynews.com/brinks-home-confirms-data-breach 

Amgen says cloud data breach exposed patient health, proprietary info https://bleepingcomputer.com/news/security/amgen-says-cloud-data-breach-exposed-patient-health-proprietary-info 

Online ad firm Adform’s script compromised to steal cryptocurrency https://bleepingcomputer.com/news/security/online-ad-firm-adforms-script-compromised-to-steal-cryptocurrency 
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Vulnerabilities / Flaws / Zero-day 
Αναφέρονται τεχνικά ελαττώματα ή αδυναμίες που ενδέχεται να αξιοποιηθούν άμεσα από επιτιθέμενους — είτε επειδή είναι zero-day είτε γιατί η διόρ-
θωσή τους καθυστερεί. Περιλαμβάνονται περιπτώσεις όπου δεν απαιτείται αλληλεπίδραση με τον χρήστη ή όπου παρακάμπτονται βασικά μέτρα ασφα-
λείας. Πολύ χρήσιμο για ομάδες που ασχολούνται με threat detection. 

 

 

 

 

 

Σύντομη περιγραφή / Τίτλος URL 

CISA Adds Exploited N-able N-central Flaw to KEV After Customer 
Compromises 

https://thehackernews.com/2026/08/cisa-adds-exploited-n-able-n-central.html 

Check Point Authentication Bypass Flaw Enables Full Compromise of 
Security Management System 

https://cybersecuritynews.com/check-point-authentication-bypass-flaw 

Attackers Exploit N-able Patch Bypass Flaw on RMM Servers https://darkreading.com/vulnerabilities-threats/attackers-exploit-n-able-patch-bypass-flaw 

DNA Test Software Vulnerability Allows Attackers to Alter Analysis Data https://cybersecuritynews.com/dna-test-software-vulnerability 

Chinese Actor Weaponizes Deepseek AI Agent Against Security Firm https://darkreading.com/cyberattacks-data-breaches/chinese-actor-deepseek-ai-agent-attack-security-firm 

Hugging Face Diffusers Vulnerabilities Enable Remote Code Execution 
Through Malicious AI Models 

https://cybersecuritynews.com/hugging-face-diffusers-vulnerabilities 

N-able Says Attackers Take Over N-central Servers After Initial Fix 
Proves Incomplete 

https://thehackernews.com/2026/08/n-able-says-attackers-take-over-n.html 

Hugging Face Diffusers Flaws Could Let Model Repositories Execute 
Arbitrary Code 

https://thehackernews.com/2026/08/hugging-face-diffusers-flaws-could-let.html 

Critical N-Able N-Central Vulnerability Allows Hackers to Gain god-
mode Access to the RMM Console 

https://cybersecuritynews.com/n-able-n-central-vulnerability 

TP-Link TL-WR940N Vulnerability Enables Remote Code Execution At-
tacks 

https://cybersecuritynews.com/tp-link-rce-vulnerability 

Adobe Campaign Classic CVSS 10.0 Flaw Could Run Code Without 
User Interaction 

https://thehackernews.com/2026/08/adobe-campaign-classic-cvss-100-flaw.html 

Public PoC Released for Critical Rails Active Storage RCE Vulnerability https://cybersecuritynews.com/rails-active-storage-rce-vulnerability-poc 

Weekly Cyber Security Newsletter– Claude Hacked 3 Companies, Cisco 
0-Day, Word Copilot and VMware Flaw +20 Stories 

https://cybersecuritynews.com/cyber-security-newsletter-august 
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Patches / Updates / Fixes 
Εδώ θα βρείτε τις πιο πρόσφατες διορθώσεις και ενημερώσεις ασφαλείας από προμηθευτές λογισμικού και hardware. Το περιεχόμενο αφορά συγκεκρι-
μένα bugs ή exploits που έχουν ήδη δημοσιοποιηθεί, μαζί με οδηγίες για το πώς να εφαρμοστούν τα patches. 

Σύντομη περιγραφή / Τίτλος URL 

N‑able Patches Vulnerability Exploited to Hack N-central Servers https://securityweek.com/n-able-patches-vulnerability-exploited-to-hack-n-central-servers 

Thermo Fisher Patches Flaw That Could Make DNA File Tampering 
Nearly Undetectable 

https://thehackernews.com/2026/08/thermo-fisher-patches-flaw-that-could.html 

Rails patches critical Active Storage flaw with RCE potential https://bleepingcomputer.com/news/security/rails-patches-critical-active-storage-flaw-with-rce-potential 

Ruby on Rails Patches Critical Vulnerability https://securityweek.com/ruby-on-rails-patches-critical-vulnerability 

 

Potential threats / Threat intelligence 
Η συγκεκριμένη ενότητα ασχολείται με νέες απειλές, εξελιγμένα malware και τεχνικές επιθέσεων που έχουν εντοπιστεί σε πραγματικές συν-θήκες. Περι-
λαμβάνονται αναφορές σε εργαλεία που χρησιμοποιούν οι επιτιθέμενοι, αλλά και δείκτες (IoCs) που μπορούν να χρησιμοποιηθούν στην άμυνα. 

Σύντομη περιγραφή / Τίτλος URL 

North Korean Hackers Are Hiding Malware Servers Inside Empty Crypto 
Transfers 

https://cybersecuritynews.com/north-korean-hackers-hiding-malware 

Hotel Wi-Fi attacks use custom malware to breach Microsoft 365 ac-
counts 

https://bleepingcomputer.com/news/security/hotel-wi-fi-attacks-use-custom-malware-to-breach-microsoft-365-accounts 

New DOUBLECUP ClickFix service hides malware in browser cache im-
ages 

https://bleepingcomputer.com/news/security/new-doublecup-clickfix-service-hides-malware-in-browser-cache-images 

Fake Roblox Xeno script launcher pushes infostealer, RAT malware https://bleepingcomputer.com/news/security/fake-roblox-xeno-script-launcher-pushes-infostealer-rat-malware 

N-able warns of N-central auth bypass flaw exploited in attacks https://bleepingcomputer.com/news/security/n-able-warns-of-n-central-auth-bypass-flaw-exploited-in-attacks 

Google Password Manager Attacks Could Let Malware Hijack Passkey-
Protected Accounts 

https://thehackernews.com/2026/08/google-password-manager-attacks-could.html 

INC Ransomware Emerges as Dominant Actor Exploiting SonicWall 
SMA 1000 Flaws 

https://thehackernews.com/2026/08/inc-ransomware-emerges-as-dominant.html 

Hackers Exploit VeloCloud Orchestrator Command Injection Vulnerabil-
ity in the Wild 

https://cybersecuritynews.com/velocloud-command-injection-exploit 

Midnight Blizzard Targets Travelers via Captive Portals https://infosecurity-magazine.com/news/captivecrunch-midnight-blizzard 

Android RAT Survives Reboots Using Watchdog Services and Boot Re-
ceivers 

https://cybersecuritynews.com/android-rat-survives-reboots 

River Bank Says Hackers Deleted Data Stolen in Ransomware Attack https://securityweek.com/river-bank-says-hackers-deleted-data-stolen-in-ransomware-attack 

ModernStealer Threat Actor Linked to Government and Defense Data-
Leak Claims 

https://cybersecuritynews.com/modernstealer-threat-actor 

Chinese Threat Actor Uses Leaked DarkSword Kit to Deploy GHOST-
BLADE on iOS 

https://thehackernews.com/2026/08/chinese-threat-actor-uses-leaked.html 
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Recent SonicWall Vulnerabilities Exploited in Ransomware Attacks https://securityweek.com/recent-sonicwall-vulnerabilities-exploited-in-ransomware-attacks 

Internet-Facing SonicWall SMA Appliances Face Zero-Click Root Com-
promise 

https://cybersecuritynews.com/sonicwall-sma-face-zero-click 

Hackers Turned a Trusted Advertising Platform Into a Crypto-Stealer 
Delivery Network 

https://cybersecuritynews.com/adform-advertising-platform-compromised 

Arch Linux disables AUR package adoption to stop malware flood https://bleepingcomputer.com/news/security/arch-linux-disables-aur-package-adoption-to-stop-malware-flood 

 

Guides / Tools 
Παρουσιάζονται τεχνικοί οδηγοί και εργαλεία που μπορούν να βοηθήσουν στην παρακολούθηση, ανάλυση ή ενίσχυση της ασφάλειας συστημάτων. Είτε 
πρόκειται για open source projects είτε για νέες τεχνικές, η ενότητα αυτή λειτουργεί ως πόρος για πρακτικές λύσεις στην καθημερινή δουλειά των επαγ-
γελματιών ασφάλειας. 

Σύντομη περιγραφή / Τίτλος URL 

MacSync macOS Stealer Uses Fake Claude Guide to Steal Passwords and Crypto Wallets https://cybersecuritynews.com/macsync-uses-fake-claude-guide 
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ing System (CVSSv3), https://nvd.nist.gov/vuln-metrics/cvss  
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7.0 και έχει γίνει μια επιλογή συστημάτων/υπηρεσιών ανάλογα με το πόσο διαδεδο-

μένα είναι. 
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Annex – Websites with vendor specific vulnerabilities 
Ο πίνακας περιέχει websites από κατασκευαστές που προσφέρουν πληροφορίες σχετικές με ευπάθειες που εμφανίζονται στα προϊόντα τους.  

Vendor name / 
Platform 

URL 

Wordpress 
Wordfence Intelligence Vulnerability Database API           https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/ 
Scan your WordPress website,                                               https://wpscan.com/scan/    

Oracle Critical Patch Updates, Security Alerts and Bulletins, https://www.oracle.com/security-alerts/  

Fortinet Fortinet products,                                                                          https://www.fortiguard.com/psirt  

IBM 
Security bulletins,                                                                          https://cloud.ibm.com/status/security  
Research, Collaborate and Act on threat intelligence, https://exchange.xforce.ibmcloud.com/  

MS Windows The Microsoft Security Response Center (MSRC),              https://msrc.microsoft.com/update-guide/ 

SAP SAP Security Notes,                                                  https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html  

Dell Security Advisories, Notices and Resources,                   https://www.dell.com/support/security/en-us  

HPE 
HPE Security Bulletin Library,                                                   https://support.hpe.com/connect/s/securitybulletinlibrary  
Security Bulletins,                                                                          https://support.hp.com/us-en/security-bulletins   

Cisco Cisco Security Advisories,                                                          https://sec.cloudapps.cisco.com/security/center/publicationListing.x  

Palo Alto Palo Alto Networks Security Advisories,                              https://security.paloaltonetworks.com/  

Ivanti Security Advisory,                                                                           https://www.ivanti.com/blog/topics/security-advisory  

Mozilla Mozilla Foundation Security Advisories,                              https://www.mozilla.org/en-US/security/advisories/  

Android Android Security Bulletins,                                                         https://source.android.com/docs/security/bulletin/asb-overview  

Zyxel Security Advisories,                                                                       https://www.zyxel.com/global/en/support/security-advisories  

D-Link Global Security Advisories, Responses, and Notices,  https://supportannouncement.us.dlink.com/  

Adobe Security Bulletins and Advisories,                                          https://helpx.adobe.com/security/security-bulletin.html  

Siemens Siemens ProductCERT and Siemens CERT,                       https://www.siemens.com/global/en/products/services/cert.html  

Splunk Splunk Security Advisories,                                                       https://advisory.splunk.com/  
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