v NATIONAL
CYBERSECURITY

AUTHORITY

CVEs

Alerts _ Newsletter on system vulnerabilities and cybersecu-
S .
CISA/CERT-EU rity news.
Alerts
Advisories
& News

National Cyber Security Authority (NCSA)

Date: 29/07/2026 - 31/07/2026

on system ilities and ity news

# of CVEs per CVSS score
35 0
30 26
25
20 16
15
10
5
0
CVE9.0-10 CVE8.0-8.9 CVE7.0-7.9
# of articles per section
; "
16
14
15 11
10
8
6 5 5
2
0 . [ |
) © _ D o\ & & &
) roo\\ %Q‘ (@c, {(\\x\ ‘\,Q\Q" c,\<<‘d" \1\00
&% o ) A & o
\'s &Q & I SE) \b'z’
A= N 2 N
& & S &8 N G
al & & & T
D S Nl & 2 N
A & Qo& ,Q
& ® & & S
&



Contents

Common Vulnerabilities and EXPOSUIES (CVES) ..cccccvreieeiiieeeeiiieeeeiireeeeeiteeeeeinreeesesateeeeesaveeesennsaeesennsenas 3
CISA/CERT-EU AlEItS & AQVISOIIES.cccceiiieeiveeiieeeeiieeeieeeeeeeeeseseiieeteeeessssssssreseeessssassssseeeesssssssssssseesesssnnns 11
NBWS. ..ttt e e a e s a e s s bt e e s a e e s b bt e e s arae e e 12
Breaches / Compromised / HAaCKEM..........oooveiiueeiiei ettt ettt et e e ereeeennes 12
VUINErabilities / FIQWS / ZEIO-0aY.......ccouieeereeeeiee et etee et et eetee e ve e et e eeteeeeeteeeeaeeeeareeebeeesnneeen 13
PatChes / UPOAtES / FIXES uvieeriiiiieeeiee ettt et ettt et e e tte e et e e et e e e beeeetaeesabeeebeeesabeesabesessseesnseeennns 14
Potential threats / Threat iNteIlIGENCE ......ccveeeeeieeeee e et et 14
LCTUT Lo LT3 A (oo K3 15
RETEIEINCES . ..ttt ettt e s e e s bt e e s bt e sttt e sab e e s bt e e sab e e s be e e bee e s bee e hbeesateeebeeesbeeenns 16

Annex — Websites with vendor specific vulnerabilities........cccovcvieiiiciii e 17



Common Vulnerabilities and Exposures (CVEs)
H evotnta auth eotldlel o eutdBeLeg TOU £xouV KataxwpnBel mpoodata kal afloAoyouvtal wg ooPfapég, pe faon tn Babuoioyia CVSS. Napoucialovral
pe cadnvela T cuothpata ) epapUoyEg tou emnpedlovtal, o TUToG tn¢ euntadelog (6mwg SQL injection | command injection) kat oxeTikol cUVSeGHOL YL

TEPALTEPW TTANPOPOPNON 1 LETPA AVILUETWTILONG.

ke EERs T CV8S npOLoY/Y- TUmog EuntdBelag SUoKeUEC/EKBOOELG TToU emnpealovtal URL mtpoidvtog/unnpeoiog URL 08nyLwV QVTLUETWITLONG
NVD) v3 mnpeoia
Adobe
https://nvd.nist.gov/vuln Systems Incorrect . . https://helpx.adobe.com/security/products/campaign/apsb26-
/detail/CVE-2026-48449 Incorporat  Authorization Adobe Campaign Classic (ACC) 114.htm!
ed
Apache This issue affects Apache Traffic Server: from 8.0.0 through 8.1.9,
https://nvd.nist.gov/vuln Software Improper Certificate | from 9.0.0 through 9.2.14, from 10.0.0 through 10.1.3. Users are https://lists.apache.org/thread/5prl9glcm9g2swng9hqgxvnokylm1gré
/detail/CVE-2026-58162 Foundatio Validation recommended to upgrade to version 9.2.15 or 10.1.4, whichfixthe | d
n issue.
https://nvd.nist.gov/vuln éi)usrrios Improper Access Azure Cosmos DB https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-
/detail/CVE-2026-66803 DB Control 66803
. Improper Control of
https://nvd.nist.gov/vuln ; . ;
/detail/CVE-2026-13435 IBM (?eneratlgn o'f C?de IBM Langflow OSS 1.0.0 through 1.10.1 https://www.ibm.com/support/pages/node/7279987
T ('Code Injection')
Improper Neutrali-
. zation of Special El- https://support.plesk.com/hc/en-us/articles/42139500580119-
https://nvd.nist.gov/vuln . L . I
N PLESK ements used in an Plesk XML-RPC API Vulnerability-CVE-2026-58046-Blind-SQL-injection-in-Plesk-s-XML-
/detail/CVE-2026-58046
SQL Command RPC-API
('SQL Injection’)
Improper Neutrali- https://access.redhat.com/security/cve/CVE-2025-14179
Zatﬁ’on’zf SoocinlEL https://bugzilla.redhat.com/show_bug.cgi?id=2468567
https://nvd.nist.gov/vuln PHP ements usgd inan PHP versions 8.2.* before 8.2.31, 8.3.* before 8.3.31, 8.4.* before https://github.com/php/php-src/security/advisories/GHSA-w476-
/detail/CVE-2025-14179 SQL Command 8.4.21, and 8.5.* before 8.5.6 322c-wpvm
('SQL Injection’) https://security.access.redhat.com/data/csaf/v2/vex/2025/cve-
I 2025-14179.json
https://nvd.nist.gov/vuln Deserialization of . . .
/detail/CVE-2026-12118 IBM Untrusted Data IBM webMethods Integration (on prem) 10.15, 10.11 https://www.ibm.com/support/pages/node/7278857
Improper Neutrali-
https://nvdlnist. gov/vuln éi:f:tgfuizzcl:;? IBM HMC V10.3.1050.0 through 10.3.1064.0 and IBM HMC
/detail/CVE-2026-12943 IBM 0S Command ('0S V11.1.1119.0through 11.1.1112.0 Management systems in IBM https://www.ibm.com/support/pages/node/7278667
I . Power environments (HMC and Novalink)
Command Injec-
tion')



https://nvd.nist.gov/vuln/detail/CVE-2026-48449
https://nvd.nist.gov/vuln/detail/CVE-2026-48449
https://helpx.adobe.com/security/products/campaign/apsb26-114.html
https://helpx.adobe.com/security/products/campaign/apsb26-114.html
https://nvd.nist.gov/vuln/detail/CVE-2026-58162
https://nvd.nist.gov/vuln/detail/CVE-2026-58162
https://lists.apache.org/thread/5prl9glcm9g2swnq9hqxvnokylm1gr6d
https://lists.apache.org/thread/5prl9glcm9g2swnq9hqxvnokylm1gr6d
https://nvd.nist.gov/vuln/detail/CVE-2026-66803
https://nvd.nist.gov/vuln/detail/CVE-2026-66803
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-66803
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-66803
https://nvd.nist.gov/vuln/detail/CVE-2026-13435
https://nvd.nist.gov/vuln/detail/CVE-2026-13435
https://www.ibm.com/support/pages/node/7279987
https://nvd.nist.gov/vuln/detail/CVE-2026-58046
https://nvd.nist.gov/vuln/detail/CVE-2026-58046
https://support.plesk.com/hc/en-us/articles/42139500580119-Vulnerability-CVE-2026-58046-Blind-SQL-injection-in-Plesk-s-XML-RPC-API
https://support.plesk.com/hc/en-us/articles/42139500580119-Vulnerability-CVE-2026-58046-Blind-SQL-injection-in-Plesk-s-XML-RPC-API
https://support.plesk.com/hc/en-us/articles/42139500580119-Vulnerability-CVE-2026-58046-Blind-SQL-injection-in-Plesk-s-XML-RPC-API
https://nvd.nist.gov/vuln/detail/CVE-2025-14179
https://nvd.nist.gov/vuln/detail/CVE-2025-14179
https://nvd.nist.gov/vuln/detail/CVE-2026-12118
https://nvd.nist.gov/vuln/detail/CVE-2026-12118
https://www.ibm.com/support/pages/node/7278857
https://nvd.nist.gov/vuln/detail/CVE-2026-12943
https://nvd.nist.gov/vuln/detail/CVE-2026-12943
https://www.ibm.com/support/pages/node/7278667

https://nvd.nist.gov/vuln
/detail/CVE-2026-14446

https://nvd.nist.gov/vuln
/detail/CVE-2026-14512

https://nvd.nist.gov/vuln
/detail/CVE-2026-15435

https://nvd.nist.gov/vuln
/detail/CVE-2026-51291

https://nvd.nist.gov/vuln
/detail/CVE-2026-54658

https://nvd.nist.gov/vuln
/detail/CVE-2026-59243

https://nvd.nist.gov/vuln
/detail/CVE-2026-59309

https://nvd.nist.gov/vuln
/detail/CVE-2026-59310

https://nvd.nist.gov/vuln
/detail/CVE-2026-66713

https://nvd.nist.gov/vuln
/detail/CVE-2026-6722
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('Path Traversal')
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Untrusted Data
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IBM WebSphere Application Server 9.0, and 8.5

IBM WebSphere Application Server 9.0, and 8.5

IBM App Connect Enterprise 13.0.1.0 through 13.0.7.2, and
12.0.1.0 through 12.0.12.27

sqlite 3.41

Hypequery is a TypeScript semantic layer for ClickHouse. Prior to
2.0.2

This issue affects “apache-airflow-providers-fab™ before 3.7.3. Us-
ers are advised to upgrade to "~ apache-airflow-providers-fab*
3.7.3, which defaults " verify_signature=True"

VMware vCenter contains an authentication bypass vulnerability in
the VMware Directory Service

VMware vCenter contains a directory traversal vulnerability in the
Syslog server

Apache Software Foundation Apache Axis2/Java through 2.0.0 on
Apache Tomcat

PHP versions 8.2.* before 8.2.31, 8.3.* before 8.3.31, 8.4.* before
8.4.21, and 8.5.* before 8.5.6

https://www.ibm.com/support/pages/node/7281631

https://www.ibm.com/support/pages/node/7281649

https://www.ibm.com/support/pages/node/7281896

https://github.com/programmervuln/cveadvisory-/blob/main/CVE-
2026-51291

https://github.com/sqlite/sqlite/blob/master/src/json.c
https://github.com/hypequery/hypequery/blob/main/packages/click
house/CHANGELOG.md#202
https://github.com/hypequery/hypequery/commit/4dfa9d77d70a08
b970e722268b75ca7d13db0bdf
https://github.com/hypequery/hypequery/releases/tag/@hypequery/
clickhouse@2.0.2
https://github.com/hypequery/hypequery/security/advisories/GHSA-
6wcc-39rp-hh9p

http://www.openwall.com/lists/oss-security/2026/07/28/10
https://github.com/apache/airflow/pull/69374
https://lists.apache.org/thread/x478417z00t3gw4tv2dmvoon77rxgpl

https://support.broadcom.com/web/ecx/support-content-notifica-
tion/-/external/content/SecurityAdvisories/0/38017

https://support.broadcom.com/web/ecx/support-content-notifica-
tion/-/external/content/SecurityAdvisories/0/38017

http://www.openwall.com/lists/oss-security/2026/07/28/2
https://github.com/apache/axis-axis2-java-core/com-
mit/e6f53b230bddcb40577c84ff290ba51e7265fal5
https://lists.apache.org/thread/fgggbv3sjjqw7p6q0j88gsptob2rb728
https://access.redhat.com/errata/RHSA-2026:22142
https://access.redhat.com/errata/RHSA-2026:22143
https://access.redhat.com/errata/RHSA-2026:22305
https://access.redhat.com/errata/RHSA-2026:22649


https://nvd.nist.gov/vuln/detail/CVE-2026-14446
https://nvd.nist.gov/vuln/detail/CVE-2026-14446
https://www.ibm.com/support/pages/node/7281631
https://nvd.nist.gov/vuln/detail/CVE-2026-14512
https://nvd.nist.gov/vuln/detail/CVE-2026-14512
https://www.ibm.com/support/pages/node/7281649
https://nvd.nist.gov/vuln/detail/CVE-2026-15435
https://nvd.nist.gov/vuln/detail/CVE-2026-15435
https://www.ibm.com/support/pages/node/7281896
https://nvd.nist.gov/vuln/detail/CVE-2026-51291
https://nvd.nist.gov/vuln/detail/CVE-2026-51291
https://nvd.nist.gov/vuln/detail/CVE-2026-54658
https://nvd.nist.gov/vuln/detail/CVE-2026-54658
https://nvd.nist.gov/vuln/detail/CVE-2026-59243
https://nvd.nist.gov/vuln/detail/CVE-2026-59243
https://nvd.nist.gov/vuln/detail/CVE-2026-59309
https://nvd.nist.gov/vuln/detail/CVE-2026-59309
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/38017
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/38017
https://nvd.nist.gov/vuln/detail/CVE-2026-59310
https://nvd.nist.gov/vuln/detail/CVE-2026-59310
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/38017
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/38017
https://nvd.nist.gov/vuln/detail/CVE-2026-66713
https://nvd.nist.gov/vuln/detail/CVE-2026-66713
https://nvd.nist.gov/vuln/detail/CVE-2026-6722
https://nvd.nist.gov/vuln/detail/CVE-2026-6722

https://nvd.nist.gov/vuln
/detail/CVE-2026-7261

https://nvd.nist.gov/vuln
/detail/CVE-2026-14529

https://nvd.nist.gov/vuln
/detail/CVE-2026-11707

https://nvd.nist.gov/vuln
/detail/CVE-2026-14973

https://nvd.nist.gov/vuln
/detail/CVE-2026-47876

https://nvd.nist.gov/vuln
/detail/CVE-2026-58155

https://nvd.nist.gov/vuln
/detail/CVE-2026-66418

https://nvd.nist.gov/vuln
/detail/CVE-2026-66421

https://nvd.nist.gov/vuln
/detail/CVE-2026-14959
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Restricted Directory
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Write

Inconsistent Inter-
pretation of HTTP
Requests ("HTTP Re-
quest/Response
Smuggling')
Improper Neutrali-
zation of Input Dur-
ing Web Page Gen-
eration ('Cross-site
Scripting')
Improper Neutrali-
zation of Input Dur-
ing Web Page Gen-
eration ('Cross-site
Scripting')
Improper Neutrali-
zation of Special El-
ements used in an
OS Command ('OS

PHP versions 8.2.* before 8.2.31, 8.3.* before 8.3.31, 8.4.* before
8.4.21, and 8.5.* before 8.5.6

IBM WebSphere Application Server 9.0, and 8.5 and IBM Web-
Sphere Application Server - Liberty 17.0.0.3 through 26.0.0.8 tradi-
tionalis vulnerable to server-side request forgery (SSRF) when the
SIP container feature (sipServlet-1.1) is enabled.

IBM Tivoli System Automation Application Manager 4.1 and IBM
WebSphere Application Server

IBM Aspera Desktop App 1.0.5 through 1.0.19 IBM Aspera for desk-
top

VMware ESX contains an out-of-bounds write vulnerability in the
VMXNET3 virtual network adapter

This issue affects Apache Traffic Server: from 8.0.0 through 8.1.9,
from 9.0.0 through 9.2.14, from 10.0.0 through 10.1.3. Users are
recommended to upgrade to version 9.2.15 or 10.1.4, which fix the
issue.

OpenClaw Dashboard v3.0.0

OpenClaw

IBM Aspera Faspex 5 5.0.0 through 5.0.15.4

https://access.redhat.com/errata/RHSA-2026:23388
https://access.redhat.com/errata/RHSA-2026:33449
https://access.redhat.com/errata/RHSA-2026:34354
https://access.redhat.com/security/cve/CVE-2026-6722
https://bugzilla.redhat.com/show_bug.cgi?id=2468560
https://github.com/php/php-src/security/advisories/GHSA-85c2-
q967-7995 P
https://security.access.redhat.com/data/csaf/v2/vex/2026/cve-
2026-6722.json
https://github.com/php/php-src/security/advisories/GHSA-m33r-
gmcev-p97q

https://www.ibm.com/support/pages/node/7281721

https://www.ibm.com/support/pages/node/7281073

https://www.ibm.com/support/pages/node/7280939

https://support.broadcom.com/web/ecx/support-content-notifica-
tion/-/external/content/SecurityAdvisories/0/38017

https://lists.apache.org/thread/5prl9glcm9g2swng9hgxvnokylm1gre
d

https://github.com/theopaid/Unauthenticated-Stored-Cross-Site-
Scripting-Leading-To-Administrator-Account-Takeover
https://github.com/tugcantopaloglu/openclaw-dashboard
https://www.vulncheck.com/advisories/openclaw-dashboard-
stored-xss-via-failed-login-username-field
https://github.com/theopaid/Stored-Cross-Site-Scripting-Via-Agent-
Messages-Leading-To-Session-Token-Theft-openclaw-dashboard-
https://github.com/tugcantopaloglu/openclaw-dashboard
https://www.vulncheck.com/advisories/openclaw-dashboard-
stored-xss-via-lastmessage-session-field

https://www.ibm.com/support/pages/node/7280530


https://nvd.nist.gov/vuln/detail/CVE-2026-7261
https://nvd.nist.gov/vuln/detail/CVE-2026-7261
https://github.com/php/php-src/security/advisories/GHSA-m33r-qmcv-p97q
https://github.com/php/php-src/security/advisories/GHSA-m33r-qmcv-p97q
https://nvd.nist.gov/vuln/detail/CVE-2026-14529
https://nvd.nist.gov/vuln/detail/CVE-2026-14529
https://www.ibm.com/support/pages/node/7281721
https://nvd.nist.gov/vuln/detail/CVE-2026-11707
https://nvd.nist.gov/vuln/detail/CVE-2026-11707
https://www.ibm.com/support/pages/node/7281073
https://nvd.nist.gov/vuln/detail/CVE-2026-14973
https://nvd.nist.gov/vuln/detail/CVE-2026-14973
https://www.ibm.com/support/pages/node/7280939
https://nvd.nist.gov/vuln/detail/CVE-2026-47876
https://nvd.nist.gov/vuln/detail/CVE-2026-47876
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/38017
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/38017
https://nvd.nist.gov/vuln/detail/CVE-2026-58155
https://nvd.nist.gov/vuln/detail/CVE-2026-58155
https://lists.apache.org/thread/5prl9glcm9g2swnq9hqxvnokylm1gr6d
https://lists.apache.org/thread/5prl9glcm9g2swnq9hqxvnokylm1gr6d
https://nvd.nist.gov/vuln/detail/CVE-2026-66418
https://nvd.nist.gov/vuln/detail/CVE-2026-66418
https://nvd.nist.gov/vuln/detail/CVE-2026-66421
https://nvd.nist.gov/vuln/detail/CVE-2026-66421
https://nvd.nist.gov/vuln/detail/CVE-2026-14959
https://nvd.nist.gov/vuln/detail/CVE-2026-14959
https://www.ibm.com/support/pages/node/7280530

MariaDB
server

https://nvd.nist.gov/vuln
/detail/CVE-2026-48163

MariaDB
server

https://nvd.nist.gov/vuln
/detail/CVE-2026-48165

https://nvd.nist.gov/vuln
/detail/CVE-2026-18245

Amazon

https://nvd.nist.gov/vuln

/detail/CVE-2026-14522 1BM
https://nvd.nist.gov/vuln Camaleon
/detail/CVE-2026-66748 CMS

Command Injec-
tion')

Improper Neutrali-
zation of Special El-
ements usedinan
OS Command ('OS
Command Injec-
tion')

Improper Neutrali-
zation of Special El-
ements used in an
0OS Command ('OS
Command Injec-
tion')

Improper Control of
Generation of Code
('Code Injection')

Improper Neutrali-
zation of Special El-
ements usedinan
OS Command ('OS
Command Injec-
tion')

Improper Control of
Generation of Code
('Code Injection')

From versions 10.6.1 to before 10.6.27, 10.11.1 to before
10.11.18, 11.4.1 to before 11.4.12, 11.8.1 to before 11.8.8, and
12.3.1

From versions 10.6.1 to before 10.6.27, 10.11.1 to before
10.11.18, 11.4.1 to before 11.4.12, 11.8.1 to before 11.8.8, and
12.3.1

Improper control of code generation in Amazon @aws-amplify/co-

degen-ui-react before 2.20.6

IBM App Connect Enterprise 13.0.1.0 through 13.0.7.2, and
12.0.1.0 through 12.0.12.27

Camaleon CMS versions 2.1.1 through 2.9.1

https://access.redhat.com/errata/RHSA-2026:25143
https://access.redhat.com/errata/RHSA-2026:25145
https://access.redhat.com/errata/RHSA-2026:33093
https://access.redhat.com/errata/RHSA-2026:33412
https://access.redhat.com/errata/RHSA-2026:33464
https://access.redhat.com/errata/RHSA-2026:33481
https://access.redhat.com/errata/RHSA-2026:33482
https://access.redhat.com/security/cve/CVE-2026-48163
https://bugzilla.redhat.com/show_bug.cgi?id=2488454
https://github.com/MariaDB/server/security/advisories/GHSA-rpgv-
q6gv-684r

https://jira.mariadb.org/browse/MDEV-39648
https://security.access.redhat.com/data/csaf/v2/vex/2026/cve-
2026-48163.json
https://access.redhat.com/errata/RHSA-2026:25143
https://access.redhat.com/errata/RHSA-2026:25145
https://access.redhat.com/errata/RHSA-2026:33093
https://access.redhat.com/errata/RHSA-2026:33412
https://access.redhat.com/errata/RHSA-2026:33464
https://access.redhat.com/errata/RHSA-2026:33481
https://access.redhat.com/errata/RHSA-2026:33482
https://access.redhat.com/security/cve/CVE-2026-48165
https://bugzilla.redhat.com/show_bug.cgi?id=2488458
https://github.com/MariaDB/server/security/advisories/GHSA-7v3p-
h23x-8hwv

https://jira.mariadb.org/browse/MDEV-39676
https://security.access.redhat.com/data/csaf/v2/vex/2026/cve-
2026-48165.json
https://aws.amazon.com/security/security-bulletins/2026-066-aws/
https://github.com/aws-amplify/amplify-codegen-ui/re-
leases/tag/v2.20.6
https://github.com/aws-amplify/amplify-codegen-ui/security/adviso-
ries/GHSA-74xx-rjgf-m69j

https://www.ibm.com/support/pages/node/7281897

https://github.com/owen2345/camaleon-
cms/commit/158823668e2e5¢3114a69b34cf1c96ch41533c5f
https://github.com/owen2345/camaleon-cms/pull/1136
https://github.com/owen2345/camaleon-cms/releases/tag/2.9.2
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/detail/CVE-2026-48448

https://nvd.nist.gov/vuln
/detail/CVE-2026-10535

https://nvd.nist.gov/vuln
/detail/CVE-2026-11885

https://nvd.nist.gov/vuln
/detail/CVE-2026-47882

https://nvd.nist.gov/vuln
/detail/CVE-2026-14996

https://nvd.nist.gov/vuln
/detail/CVE-2026-47483

https://nvd.nist.gov/vuln
/detail/CVE-2026-42897

https://nvd.nist.gov/vuln
/detail/CVE-2026-7769

GitLab

Adobe
Systems
Incorporat
ed

Adobe
Systems
Incorporat
ed

Adobe
Systems
Incorporat
ed

IBM

IBM

Spring
Boot

IBM Aspera
Faspex
NVIDIA
Corporatio
n

Microsoft
Exchange
Server

IBM
Sterling

Improper Neutrali-
zation of Input Dur-
ing Web Page Gen-
eration ('Cross-site
Scripting')

Uncontrolled
Search Path
Element

Untrusted Search
Path

Improper Neutrali-
zation of Special El-
ements used in an
SQL Command
('SQL Injection’)
Stack-based Buffer
Overflow

Buffer Copy without
Checking Size of In-
put (‘Classic Buffer
Overflow')

Use of Cryptograph-
ically Weak Pseudo-
Random Number
Generator (PRNG)
Insufficient Session
Expiration
Allocation of Re-
sources Without
Limits or Throttling
Improper Neutrali-
zation of Input Dur-
ing Web Page Gen-
eration ('Cross-site
Scripting')

Improper Neutrali-
zation of Special El-
ements used in an

GitLab has remediated an issue in GitLab EE affecting all versions
from 13.1.4 before 18.10.8, 18.11 before 18.11.5, and 19.0 before
19.0.2

Adobe Photoshop Installer

Bridge

Adobe Campaign Classic (ACC) is affected by an Improper Neu-
tralization of Special Elements used in an SQL Command ('SQL In-
jection') vulnerability

IBM Db2 11.5.0 through 11.5.9, and 12.1.0 through 12.1.4

BM PowerVM Hypervisor FW1110.00 through FW1110.20,
FW1060.00 through FW1060.71, and FW950.00 through
FW950.H1 A

Affected Spring Products and Versions: Spring Tools for Eclipse:
5.2.0 and earlier

IBM Aspera Faspex 55.0.0 through 5.0.15.4

NVIDIADCGM

Microsoft Exchange Server

IBM Sterling B2B Integrator 6.2.0.0 through 6.2.0.5_2, 6.2.1.0
through 6.2.1.1_2, and 6.2.2.0 through 6.2.2.0_1 and IBM Sterling

https://github.com/theopaid/Camaleon-CMS---Authenticated-RCE-
via-select_eval-Custom-Field
https://www.vulncheck.com/advisories/camaleon-cms-
authenticated-rce-via-select-eval-custom-field

https://about.gitlab.com/releases/2026/06/10/patch-release-gitlab-
19-0-2-released/
https://gitlab.com/gitlab-org/gitlab/-/work_items/600099
https://hackerone.com/reports/3722842

https://cwe.mitre.org/data/definitions/427.html

https://helpx.adobe.com/security/products/bridge/apsb26-89.html

https://helpx.adobe.com/security/products/campaign/apsb26-
114.html

https://www.ibm.com/support/pages/node/7279466

https://www.ibm.com/support/pages/node/7280628

https://spring.io/security/cve-2026-47882

https://www.ibm.com/support/pages/node/7280530

https://github.com/NVIDIA/product-security/tree/main/2026/5857
https://nvd.nist.gov/vuln/detail/CVE-2026-47483
https://www.cve.org/CVERecord?id=CVE-2026-47483

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-
42897

https://www.cisa.gov/known-exploited-vulnerabilities-
catalog?field_cve=CVE-2026-42897

https://www.ibm.com/support/pages/node/7281135
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https://nvd.nist.gov/vuln/detail/CVE-2026-14996
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https://nvd.nist.gov/vuln/detail/CVE-2026-47483
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https://nvd.nist.gov/vuln
/detail/CVE-2026-12703

https://nvd.nist.gov/vuln
/detail/CVE-2026-44168

https://nvd.nist.gov/vuln
/detail/CVE-2026-47858

https://nvd.nist.gov/vuln
/detail/CVE-2026-16524

https://nvd.nist.gov/vuln
/detail/CVE-2026-54655

https://nvd.nist.gov/vuln
/detail/CVE-2026-41703

https://nvd.nist.gov/vuln
/detail/CVE-2026-41703

https://nvd.nist.gov/vuln
/detail/CVE-2026-67527
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File Gateway 6.2.0.0 through 6.2.0.5_2,6.2.1.0 through 6.2.1.1_2,
and 6.2.2.0 through 6.2.2.0_1

TeamViewer Full Client and Host for macOS before version 15.80

From versions 10.6.1 to before 10.6.26, 10.11.1 to before
10.11.17,11.4.1 to before 11.4.11, 11.8.1 to before 11.8.7, and
12.3.1

Starting Spring Boot applications in the Spring Tools with the live in-
formation mode enabled makes the running application vulnerable
against JMX-based remote code execution. Affected Spring Prod-
ucts and Versions: Spring Tools for Eclipse: 5.2.0 and earlier Spring
Tools for VSCode / Cursor / Theia: 2.2.0 and earlier

A command injection flaw in PCP's linux_sockets PMDA

datamodel-code-generator generates Python data models from
schema definitions. From 0.51.0 until 0.60.2

VMware ESX, Workstation, and Fusion

VMware ESX, Workstation, and Fusion

Priorto 17.6.0

https://www.teamviewer.com/en/resources/trust-center/security-
bulletins/tv-2026-1007/

https://access.redhat.com/errata/RHSA-2026:25143
https://access.redhat.com/errata/RHSA-2026:25145
https://access.redhat.com/errata/RHSA-2026:33093
https://access.redhat.com/errata/RHSA-2026:33412
https://access.redhat.com/errata/RHSA-2026:33464
https://access.redhat.com/errata/RHSA-2026:33481
https://access.redhat.com/errata/RHSA-2026:33482
https://access.redhat.com/security/cve/CVE-2026-44168
https://bugzilla.redhat.com/show_bug.cgi?id=2488450
https://github.com/MariaDB/server/security/advisories/ GHSA-vwf7-
w26c-9w5h

https://jira.mariadb.org/browse/MDEV-39413 GitHub, Inc.
https://security.access.redhat.com/data/csaf/v2/vex/2026/cve-
2026-44168.json

https://spring.io/security/cve-2026-47858

https://access.redhat.com/security/cve/CVE-2026-16524
https://bugzilla.redhat.com/show_bug.cgi?id=2506023

https://github.com/koxudaxi/datamodel-code-
generator/commit/2c93c9b712f43391dcfa975aled4aalb7c93ccbba
https://github.com/koxudaxi/datamodel-code-
generator/releases/tag/0.60.2
https://github.com/koxudaxi/datamodel-code-
generator/security/advisories/GHSA-m34r-v34r-rf9q
https://support.broadcom.com/web/ecx/support-content-notifica-
tion/-/external/content/SecurityAdvisories/0/38017
https://support.broadcom.com/web/ecx/support-content-notifica-
tion/-/external/content/SecurityAdvisories/0/38017
https://github.com/opf/openproject/commit/db480bdeb8802e3d33
e4448bb4e4b56a01de2e1f
https://github.com/opf/openproject/pull/23815
https://github.com/opf/openproject/releases/tag/v17.6.0
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/detail/CVE-2024-25039

https://nvd.nist.gov/vuln
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IBM Engineering Requirements Management DOORS and DOORS
Web Access 9.7.2.1 through 9.7.2.11, and 9.6.1.1 through 9.6.1.13

IBM Planning Analytics Local 2.1.0 through 2.1.21

IBM WebSphere Application Server - Liberty 17.0.0.3 through
26.0.0.7

IBM DataPower Gateway

IBM Enterprise Build of Quarkus 3.27.1 through 3.27.4.SP2, and
3.33.1 through 3.33.2.SP2 Quarkus REST

pytonapi is a Python SDK for TONAPI that provides REST API,
streaming, and webhook access to the TON blockchain. From 2.0.0
t02.2.0

PhpSpreadsheet is a pure PHP library for reading and writing
spreadsheet files. In versions 4.0.0 through 5.8.0, 3.3.0 through
3.10.6, 2.2.0 through 2.4.6, 2.0.0 through 2.1.17, and all releases
up to and including 1.30.5

This issue affects Apache Traffic Server: from 8.0.0 through 8.1.9,
from 9.0.0 through 9.2.14, from 10.0.0 through 10.1.3. Users are
recommended to upgrade to version 9.2.15 or 10.1.4, which fix the
issue.

Joomla Extension - joomdle.com - Insecure default configuration
allows read/write user account access in Joomdle <3.1.1

Joomla Extension - rolandd.com - Unauthenticated directory crea-
tion RO CSVI<9.11.0

cJSON through 1.7.19 is vulnerable to uncontrolled recursion

https://github.com/opf/openproject/security/advisories/GHSA-c6rc-
4288-8p4f

https://www.ibm.com/support/pages/node/7279145

https://www.ibm.com/support/pages/node/7278566

https://www.ibm.com/support/pages/node/7280695

https://www.ibm.com/support/pages/node/7278746

https://www.ibm.com/support/pages/node/7281904

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N
https://github.com/nessshon/tonapi/com-
mit/854222h7ee68d3fb7b4d6d899d200f388483bd86
https://github.com/nessshon/tonapi/releases/tag/v2.2.1
https://github.com/nessshon/tonapi/security/advisories/GHSA-3fcr-
jvgp-7f58

https://github.com/PHPOffice/PhpSpreadsheet/com-
mit/85f2556b0bf5269061bf45932ecda8a128d81750
https://github.com/PHPOffice/PhpSpreadsheet/releases/tag/1.30.6
https://github.com/PHPOffice/PhpSpreadsheet/releases/tag/2.1.18
https://github.com/PHPOffice/PhpSpreadsheet/releases/tag/2.4.7
https://github.com/PHPOffice/PhpSpreadsheet/releases/tag/3.10.7
https://github.com/PHPOffice/PhpSpreadsheet/releases/tag/5.8.1
https://github.com/PHPOffice/PhpSpreadsheet/security/adviso-
ries/GHSA-xh5m-36r6-47m3

https://lists.apache.org/thread/5prl9glcm9g2swng9hgxvnokylm1gré
d

https://www.joomdle.com/

https://rolandd.com/products/ro-csvi

https://github.com/DaveGam-
ble/cJSON/blob/v1.7.19/cJSON.c#L253-L261
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MCP Ruby SDK is the official Ruby SDK for Model Context Protocol
servers and clients. Prior to 0.23.0

GitLab has remediated an issue in GitLab CE/EE affecting all ver-
sions from 12.10 before 18.10.8, 18.11 before 18.11.5, and 19.0
before 19.0.2

versions 8.4.* before 8.4.21 and 8.5.* before 8.5.6

versions 8.2.* before 8.2.31, 8.3.* before 8.3.31, 8.4.* before
8.4.21, and 8.5.* before 8.5.6

Improper certificate validation in the Devolutions Server connec-
tion handling in Devolutions Password Manager 2026.2.1.0 and
earlier on Android, iOS, and macOS

IBM Aspera Desktop App 1.0.5 through 1.0.19
IBM Langflow OSS 1.0.0 through 1.10.1

IBM WebSphere Application Server - Liberty 17.0.0.3 through
26.0.0.8

https://github.com/DaveGam-
ble/cJSON/blob/v1.7.19/cJSON_Utils.c#L906-L940
https://joshua.hu/cjson-json-parser-cve-vulnerabilities

https://www.vulncheck.com/advisories/cjson-json-patch-copy-add-

uncontrolled-recursion-stack-exhaustion
https://github.com/modelcontextprotocol/ruby-
sdk/commit/772e0cb1f9db69312006926eee59a7287ad50166
https://github.com/modelcontextprotocol/ruby-
sdk/releases/tag/v0.23.0
https://github.com/modelcontextprotocol/ruby-
sdk/security/advisories/GHSA-h669-8m4g-r2hc

https://about.gitlab.com/releases/2026/06/10/patch-release-gitlab-

19-0-2-released/
https://gitlab.com/gitlab-org/gitlab/-/work_items/598311
https://hackerone.com/reports/3671995
https://access.redhat.com/errata/RHSA-2026:22649
https://access.redhat.com/security/cve/CVE-2026-7263
https://bugzilla.redhat.com/show_bug.cgi?id=2468572
https://github.com/php/php-src/security/advisories/GHSA-4jhr-
8w89-j733
https://security.access.redhat.com/data/csaf/v2/vex/2026/cve-
2026-7263.json
https://access.redhat.com/errata/RHSA-2026:22142
https://access.redhat.com/errata/RHSA-2026:22143
https://access.redhat.com/errata/RHSA-2026:22305
https://access.redhat.com/errata/RHSA-2026:22649
https://access.redhat.com/errata/RHSA-2026:23388
https://access.redhat.com/errata/RHSA-2026:33449
https://access.redhat.com/errata/RHSA-2026:34354
https://access.redhat.com/security/cve/CVE-2026-7568
https://bugzilla.redhat.com/show_bug.cgi?id=2468566
https://github.com/php/php-src/security/advisories/GHSA-96wq-
48vp-hh57
https://security.access.redhat.com/data/csaf/v2/vex/2026/cve-
2026-7568.json

https://devolutions.net/security/advisories/DEVO-2026-0027/

https://www.ibm.com/support/pages/node/7280939

https://www.ibm.com/support/pages/node/7279994

https://www.ibm.com/support/pages/node/7281648
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e
Applicatio
n Server

https://nvd.nist.gov/vuln

[detail/CVE-2026-5454 wakaru

IBM
https://nvd.nist.gov/vuln \éVebSpher
/detail/CVE-2026-16184 s

Applicatio

n Server

N

Improper Limitation

of a Pathname to a wakaru is a JavaScript decompiler and unminifier toolkit. From
Restricted Directory = 1.0.0 until 1.4.0

('Path Traversal')

Missing

Authorization IBM WebSphere Application Server 9.0, and 8.5

CISA/CERT-EU Alerts & Advisories
AUTO 1O KOpATL TtepAapBAveL EL6OTIOLRCELG Ao emion e tNyES, Kupilwg CISA kat CERT-EU, oxeTka e KPLOLEG EUTIABDELEG 1} EVEPYEC ATEIAEG. ZuVROWG
adopouv Blopnxavikd f kpiowa cuotipata, oAAA kat mainstream Aoylopiko. MNpoodépovtal o popdn cUVIoHwY avadopwy KalL odnyouv CE TILO AETTTOLE-

PELG TEXVIKEG OONYLEG.

ZUvtoun nepypadr / TitAog

AvayvwploTtiké euntaBeiag / Evnpepwtiké / 08nyieg

https://github.com/pionxzh/wakaru/commit/1d30383b20a6f768786
b8ada2f1b0945de13c316
https://github.com/pionxzh/wakaru/releases/tag/v1.4.0
https://github.com/pionxzh/wakaru/security/advisories/GHSA-7wpj-
vwmv-pgm8

https://www.ibm.com/support/pages/node/7281628

Cl Fortify — Advice for isolating vital systems

2026 Minimum Elements for a Software Bill of Ma-
terials (SBOM)

CISA Adds One Known Exploited Vulnerability to
Catalog

Open Source Software: Security Principles and
Practices

CISA Urges Water and Wastewater Systems Sector
to Protect OT Against Activity Targeting PLCs

https://www.cisa.gov/resources-tools/resources/ci-fortify-ad-
vice-isolating-vital-systems

https://www.cisa.gov/resources-tools/resources/2026-mini-
mum-elements-software-bill-materials-sbom

= (VE-2026-20316 Cisco Secure Firewall Management Center Use of Hard-coded = https://www.cisa.gov/news-events/alerts/2026/07/29/cisa-

Password Vulnerability

adds-one-known-exploited-vulnerability-catalog

https://www.cisa.gov/resources-tools/resources/open-source-
software-security-principles-and-practices

https://www.cisa.gov/news-events/alerts/2026/07/30/cisa-
urges-water-and-wastewater-systems-sector-protect-ot-

against-activity-targeting-plcs
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News

H evotnta "News" cuvoilel Ta Lo onUAvTIKA yeyovota tng eBSouadag otov topéa Tne kuPBepvoacdarelog. ESw Ba Bpeite emiBoelc mou Eexwploav, VEEC
TEXVLKEC TIOU EVIOTILOTNKAY, I EVEPYELEG OO YWWOTEC OUAdeg hacking. Alvel Tnv amapaitntn elkova Tou TL cuppaivel S1eBvwg Kal ol TpEMeL va oTpadel n

npocoxn.

Zovroun nepypadn / TitAog

Claude Mythos Preview Discovers Cryptographic Weaknesses That Human Experts
Missed for Years

Russia Charges Telegram CEO Pavel Durov With Aiding Terrorism, Issues Arrest War-
rant

VulnGym Uses Al-Trained APT Attackers to Stress-Test Enterprise Patching Strate-
gies

CISA Releases Checklist for Critical Infrastructure Organizations to Isolate Vital Sys-
tems

WhatsApp Adds End-to-End Encryption for Voice and Video Calls

OpenAl Open-Sources Codex Security CLI for Finding, Validating, and Fixing Security
Vulnerabilities
Developer Claims Claude Opus 5 Wiped an Entire Production Database in Minutes

Inside the Cybercrime Platform That Turns Helpdesk Calls Into Enterprise Account
Takeovers

Claude Worldwide Outage Disrupts Users With “Request Failed With 529 Over-
loaded” Message

Hackers Are Exploiting Nearly One in Four Vulnerabilities Before Defenders Get a
CVE

Planning Your Al Security — How will You Manage All Your Resources?

Breaches / Compromised / Hacked

URL

https://cybersecuritynews.com/claude-mythos-cryptographic-weaknesses/

https://cybersecuritynews.com/russia-charges-telegram-ceo-pavel-durov/

https://cybersecuritynews.com/vulngym-uses-ai-apt-attackers/

https://cybersecuritynews.com/cisa-and-partners-release-checklist/

https://cybersecuritynews.com/whatsapp-end-to-end-encryption-for-calls/

https://cybersecuritynews.com/openai-open-sources-codex-security-cli/

https://cybersecuritynews.com/claude-opus-5-wiped-data/

https://cybersecuritynews.com/cybercrime-platform-turns-helpdesk-calls/

https://cybersecuritynews.com/claude-worldwide-outage-disrupts-users/

https://cybersecuritynews.com/hackers-exploiting-one-in-four-vulnerabilities/

https://cybersecuritynews.com/planning-your-ai-security-how-will-you-manage-all-your-resources/

Kataypadovrtat neputtwoelg napafiacng Sedopévwy, Slappowv Kat aAAwv cofapwv meplotatikwy achadsioc. Mepthappavovtal mAnpodopieg yla To
TIOLOL ETINPEACTNKAY, LLE TIOLOV TPOTIO £YLVE N tapaBioon Kot tov umdpyouv Slabéoipec Aemtopuépeled. Elvatl pia xpriown ewova yia vo avtiAnd el kaveig

TN SUVOULKN TWV EMBECEWY OE TIPAYUOTIKEG CUVOINKEG.

ZUvtoun nepypadr / TitAog

Hijacked Joyfill npm Packages Deploy Worm-Like RAT and Steal Developer Creden-
tials

Revolut Alleged Data Breach — Hackers Claiming to Access Over 75 Million Users’
Records

Bank of Baroda Data Breach — Hackers Gained Access Via Employee Email Account

Semiconductor Firm Analog Devices Confirms Data Breach After Internal Systems In-
trusion

URL ‘

https://cybersecuritynews.com/hijacked-joyfill-npm-packages-worm-like-rat/

https://cybersecuritynews.com/revolut-alleged-data-breach/

https://cybersecuritynews.com/bank-of-baroda-data-breach/

https://cybersecuritynews.com/analog-devices-data-breach/



https://cybersecuritynews.com/claude-mythos-cryptographic-weaknesses/
https://cybersecuritynews.com/russia-charges-telegram-ceo-pavel-durov/
https://cybersecuritynews.com/vulngym-uses-ai-apt-attackers/
https://cybersecuritynews.com/cisa-and-partners-release-checklist/
https://cybersecuritynews.com/whatsapp-end-to-end-encryption-for-calls/
https://cybersecuritynews.com/openai-open-sources-codex-security-cli/
https://cybersecuritynews.com/claude-opus-5-wiped-data/
https://cybersecuritynews.com/cybercrime-platform-turns-helpdesk-calls/
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https://cybersecuritynews.com/analog-devices-data-breach/

Anthropic Confirms Claude Hacked 3 Organizations by Breaking Test Environment https://cybersecuritynews.com/claude-hacked-3-organizations/

Vulnerabilities / Flaws / Zero-day

AvadEépovtal TEXVIKA eEAattwpata 1 aduvapieg mou evdéxetal va aglomotnboulv aueoa amno entibépevoug — eite emeldn eival zero-day eite ylati n 816p-
Bwon toug kaBuotepel. MephapBdvovtal MEPUTTWOELS OTIOU Sev amalteital aAAnAenidpaon Ue ToV XprRoTh ) OTIOU TTAPAKAUITTOVTAL BACIKA HETPpA aoda-
Aeloc. MoAU xprotuo yla opddeg mou acxoAouvtal pe threat detection.

Z0vtoun nepypadn / Tithog URL

JetBrains Urging Customers to Patch Critical TeamCity Flaw that Enables OS Command https://cybersecuritynews.com/jetbrains-patch-teamcity-flaw/
Execution

NVIDIA BlueField Vulnerability Enables Code Execution Attacks https://cybersecuritynews.com/nvidia-bluefield-vulnerability/

Critical Ruflo MCP Bridge Flaw Lets Attackers Execute Commands and Hijack Al Agents https://cybersecuritynews.com/critical-ruflo-mcp-bridge-vulnerability/

Critical VMware Flaws Allow Attackers to Bypass Authentication and Gain Access to the https://cybersecuritynews.com/vmware-flaws-allow-authentication-bypass/
System

20-Year-0Old Vulnerability Enables Takeover of Thousands of Data Centers in Minutes https://cybersecuritynews.com/20-year-old-vulnerability-takeover-data-centres/
Check Point SmartConsole 0-Day Exploited to Gain Full Administrator Access — PoC Re- https://cybersecuritynews.com/check-point-zero-day-poc-released/

leased

JFrog Artifactory Zero-Day Exploited by OpenAl Models to Escape Sandbox https://cybersecuritynews.com/jfrog-artifactory-zero-day/

Critical Gitea Vulnerability Allows Attackers to Execute Malicious Code Remotely https://cybersecuritynews.com/gitea-rce-vulnerability/

First-Ever Fully Autonomous Al Cyberattack Exploits 0-Day Flaws to Infiltrate Hugging https://cybersecuritynews.com/first-ever-ai-agent-cyberattack/

Face

Three Critical VMware Flaws Allow Auth Bypass, Code Execution, and VM Escape https://thehackernews.com/2026/07/three-critical-vmware-flaws-allow-auth.html
Critical Rails Flaw Lets Attackers Read Arbitrary Files and Execute Malicious Code Re- https://cybersecuritynews.com/critical-rails-vulnerability/

motely

Microsoft Word Copilot Vulnerability Turns Hidden Prompts Into Self-Propagating Al https://cybersecuritynews.com/microsoft-word-copilot-vulnerability/

Worms

Cisco Firewall Management Center 0-Day Actively Exploited to Access Sensitive Data https://cybersecuritynews.com/cisco-firewall-management-center-0-day/
TA488 May Have Exploited Outlook Web Access 0-Day Flaw Before Microsoft’s Emer- https://cybersecuritynews.com/ta488-exploited-outlook-web-access-0-day-flaw/
gency Patch

New CosmosEscape Vulnerability Lets Attackers Take Over Azure Cosmos DB Instances https://cybersecuritynews.com/cosmosescape-vulnerability/

Home Assistant FFmpeg Vulnerability Enables File Theft and Root Command Execution https://cybersecuritynews.com/home-assistant-ffmpeg-vulnerability/

CISA Warns of Cisco Secure Firewall Management 0-Day Vulnerability Exploited in At- https://cybersecuritynews.com/cisco-secure-firewall-management-0-day/

tacks

Critical VMware vCenter Vulnerabilities Allow Authentication Bypass and Remote Code https://www.rapid7.com/blog/post/etr-critical-vmware-vcenter-vulnerabilities-allow-authentication-bypass-and-re-
Execution (CVE-2026-59309, CVE-2026-59310) mote-code-execution-cve-2026-59309-cve-2026-59310/
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https://www.rapid7.com/blog/post/etr-critical-vmware-vcenter-vulnerabilities-allow-authentication-bypass-and-remote-code-execution-cve-2026-59309-cve-2026-59310/
https://www.rapid7.com/blog/post/etr-critical-vmware-vcenter-vulnerabilities-allow-authentication-bypass-and-remote-code-execution-cve-2026-59309-cve-2026-59310/

Patches / Updates / Fixes
ESw Ba Bpeite Ti¢ o mpoodateg SLopBWOELS Kal EVNUEPWOELS aohaAelag amo mpopunBeutég Aoyilopikol Kat hardware. To meplexdpevo adopd cUyKeKpL-
péva bugs 1 exploits mou €xouv 16N dnuoctonotnBei, pall pe 0dnyieg yla To mwg va edpappoctolv Ta patches.

Zovroun neptypadn / TitAog URL

Node.js Fixes 11 Security Flaws That Can Crash Servers and Break Filesystem Re- https://cybersecuritynews.com/node-js-fixes-11-security-flaws/
strictions

GitLab Fixes 13 Security Flaws That Can Leak Data, Alter Pipelines, and Crash Servers | https://cybersecuritynews.com/gitlab-fixes-13-security-flaws/

Google Chrome 151 Patches 370 Security Flaws, Including Seven Critical Vulnerabili- https://cybersecuritynews.com/chrome-151-patches-370-security-flaws/
ties

Potential threats / Threat intelligence
H ouykekplévn evotnta aoXoAeltal pe VEEG amelAEg, e€eAlypéva malware Kal TEXVIKECG ETULOECEWV TIOU €XOUV EVTOTILOTEL O€ TIPAYUATLKEG oUV-OBnKeC. Mept-
Aappavovtat avadopég o epyaleia TIOU XpNOLUOTIOLOUV oL eTLTLOEEVOL, AAAG Kal SeikTeg (loCs) TTou Umopouv va xpnotpomnotnbouv otnv Guuva.

Zovroun neptypadn / TitAog URL

Chrome Extension Monitors Al Conversations Across ChatGPT, Claude, Gemini, and https://cybersecuritynews.com/chrome-extension-monitors-ai-conversations/
Other Platforms

Al-Generated Phishing No Longer Needs Malware: It Can Steal Your Session Inside https://cybersecuritynews.com/ai-generated-phishing-without-malware/

the Browser

macOS ClickFix Attack Deploys Atomic Stealer to Steal Passwords and Crypto Wal- https://cybersecuritynews.com/macos-clickfix-attack-atomic-stealer/

lets

Russian Intelligence Hackers Phish Signal Backup Keys to Hijack Accounts and Mes- https://cybersecuritynews.com/hackers-phish-signal-backup-keys/

sages

Hackers Can Hijack Tor Browser Users Through a Single Malicious Web Page https://cybersecuritynews.com/hackers-can-compromise-your-tor-browser/

Fake Recruiters Target Web3 Developers Through Trusted Bitbucket and npm Work- = https://cybersecuritynews.com/fake-recruiter-web3-developers/

flows

AsyncAPIl Malware Contains Modules to Steal GitHub, npm, Cloud and Al API Cre- https://cybersecuritynews.com/asyncapi-malware-contains-modules/
dentials

A Leaked Android RAT Is Powering 170 Servers and Its Successor Is Already Online https://cybersecuritynews.com/a-leaked-android-rat/

Android Malware Scanners Are Flagging Legitimate Apps and Missing Threats With- https://cybersecuritynews.com/android-malware-scanners-without-context/
out Context

WordPress Plugin Backdoor Sends Site and Administrator Details to Attacker C2 https://cybersecuritynews.com/wordpress-plugin-backdoor/

Malicious npm Packages Deploy Cross-Platform RAT Targeting Alibaba Developers https://cybersecuritynews.com/npm-packages-cross-platform-rat/

Hackers Are Hiding Commands in Emails to Trick the Al Systems Protecting You https://cybersecuritynews.com/commands-in-emails-to-trick-the-ai-systems/

North Korean Hackers Turn Trusted npm Packages Into a Gateway for Supply-Chain https://cybersecuritynews.com/north-korean-hackers-turn-trusted-npm-packages/
Attacks
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A Two-Minute Microsoft Teams Call Could End With Your Network Encrypted With https://cybersecuritynews.com/a-two-minute-microsoft-teams-call/

Ransomware

Linux Cryptomining Campaign Weaponizes PAM to Hide XMRig Botnet Activity https://cybersecuritynews.com/linux-cryptomining-campaign/

Fake Flash Player Installer Uses Microsoft-Themed Certificate to Deploy AtlasRAT https://cybersecuritynews.com/fake-flash-player-installer/

New GenielLocker Ransomware Attacks Windows, ESXi, and Linux Instances https://cybersecuritynews.com/genielocker-ransomware-attack/
Guides / Tools

MNapouotalovral Texvikoil odnyol kat epyaleia mov pnopouv va Bonbricouv otnv mapakoAouBnon, avaAuon f evioxuon tng aopalelag cuotnuatwy. Eite
T(POKELTAL YLOL OPEN source projects e(Te yLa VEEG TEXVLKEG, N EVOTNTA AUTH AELTOUPYEL WG TIOPOG YLA TIPAKTIKEG AUCELG 0TNV KABNUEPLVA SOUAELA TwV EMAy-
yeApatiwyv aoddAeLag.

Zuvtopn niepypadn / Tithog URL
Top 10 Phishing Kits Used by Hackers to Launch Cyberattacks (July 20-26, 2026) https://cybersecuritynews.com/top-10-phishing-kits-used-by-hackers/
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[1]. O BaBuoc emikvduvotntag eival cupdwva pe tnv KAipaka Common Vulnerability Scor-
ing System (CVSSv3), https://nvd.nist.gov/vuln-metrics/cvss

[2]. Ta CVEs anoteAéopata mou gpdavidovtal otnv evotnta 1 Stabétouv CVSSv3 score >=
7.0 kal €xel yivel pLo eTithoyn cuoTnUATWY/UTnpPeclwy avaioya pe to oo dladedo-
uéva eival.
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Annex — Websites with vendor specific vulnerabilities
O mivakag epLEXEL websites amd KATaokeUAOTEG TTIOU TIPOoPEPOUV TTANPOPOPLEC OXETIKEG e euTABEeLEC TOU eudavilovtol oTa MPoiovTa TOUG.

Vendor name / URL
Platform
Wordfence Intelligence Vulnerability Database API https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/
Wordpress .
Scan your WordPress website, https://wpscan.com/scan/
Oracle Critical Patch Updates, Security Alerts and Bulletins, https://www.oracle.com/security-alerts/
Fortinet Fortinet products, https://www.fortiguard.com/psirt
IBM Security bulletins, https://cloud.ibm.com/status/security
Research, Collaborate and Act on threat intelligence, https://exchange.xforce.ibmcloud.com/
MS Windows | The Microsoft Security Response Center (MSRC), https://msrc.microsoft.com/update-guide/
SAP SAP Security Notes, https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html
Dell Security Advisories, Notices and Resources, https://www.dell.com/support/security/en-us
HPE HPE Security Bulletin Library, https://support.hpe.com/connect/s/securitybulletinlibrary
Security Bulletins, https://support.hp.com/us-en/security-bulletins
Cisco Cisco Security Advisories, https://sec.cloudapps.cisco.com/security/center/publicationListing.x
Palo Alto Palo Alto Networks Security Advisories, https://security.paloaltonetworks.com/
Ivanti Security Advisory, https://www.ivanti.com/blog/topics/security-advisory

Mozilla Mozilla Foundation Security Advisories, https://www.mozilla.org/en-US/security/advisories/

Android Android Security Bulletins, https://source.android.com/docs/security/bulletin/asb-overview
Zyxel Security Advisories, https://www.zyxel.com/global/en/support/security-advisories
D-Link Global Security Advisories, Responses, and Notices, https://supportannouncement.us.dlink.com/

Adobe Security Bulletins and Advisories, https://helpx.adobe.com/security/security-bulletin.html

Siemens Siemens ProductCERT and Siemens CERT, https://www.siemens.com/global/en/products/services/cert.html

Splunk Splunk Security Advisories, https://advisory.splunk.com/



https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/
https://wpscan.com/scan/
https://www.oracle.com/security-alerts/
https://www.fortiguard.com/psirt
https://cloud.ibm.com/status/security
https://exchange.xforce.ibmcloud.com/
https://msrc.microsoft.com/update-guide/
https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html
https://www.dell.com/support/security/en-us
https://support.hpe.com/connect/s/securitybulletinlibrary
https://support.hp.com/us-en/security-bulletins
https://sec.cloudapps.cisco.com/security/center/publicationListing.x
https://security.paloaltonetworks.com/
https://www.ivanti.com/blog/topics/security-advisory
https://www.mozilla.org/en-US/security/advisories/
https://source.android.com/docs/security/bulletin/asb-overview
https://www.zyxel.com/global/en/support/security-advisories
https://supportannouncement.us.dlink.com/
https://helpx.adobe.com/security/security-bulletin.html
https://www.siemens.com/global/en/products/services/cert.html
https://advisory.splunk.com/

