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Common Vulnerabilities and Exposures (CVEs)

H evotnta auth eotldlel o eutdBeLeg TOU £xouV KataxwpnBel mpoodata kal afloAoyouvtal wg ooPfapég, pe faon tn Babuoioyia CVSS. Napoucialovral
pe cadnvela T cuothpata ) epapUoyEg tou emnpedlovtal, o TUToG tn¢ euntadelog (6mwg SQL injection | command injection) kat oxeTikol cUVSeGHOL YL
TEPALTEPW TTANPOPOPNON 1 LETPA AVILUETWTILONG.

URL gumtdBstag (NIST NVD) CVSSv (0 i Tunog EundBeLag JuokeuéG/EkSAoeLg tou ennpedlo-  URL mpoidvtog/unnpeoiog URL 08nyLiv avTlueT@niong

3 vrot

https://nvd.nist.gov/vuln/detail/ 3DEXPERIENCE Deserialization of 3DEXPERIENCE R2023x through Re- https://www.3ds.com/trust-center/security/security-advisories/cve-
CVE-2026-11756 Untrusted Data lease 3DEXPERIENCE R2026x 2026-11756
https://nvd.nist.gov/vuln/de- VeloCloud Orchestrator Improper Neutralization of = VeloCloud Orchestrator (VCO) https://www.arista.com/en/support/advisories-notices/security-
tail/CVE-2026-16812 (VCO) Special Elements used in advisory/24364-security-advisory-0144

an OS Command ('OS https://www.cisa.gov/known-exploited-vulnerabilities-

Command Injection’) catalog?field_cve=CVE-2026-16812
https://nvd.nist.gov/vuln/detail/ SiYuan Missing Authorization SiYuan before v3.7.2 https://github.com/siyuan-

CVE-2026-66012 note/siyuan/commit/c72ca4cd09019e5f64afdee8f8c6ec5ef34858db
https://github.com/siyuan-note/siyuan/security/advisories/GHSA-
cvhv-7xhj-xjp8
https://www.vulncheck.com/advisories/siyuan-before-
unauthenticated-administrator-takeover-via-mcp

https://nvd.nist.gov/vuln/detail/ Pheditor Improper Neutralization of | Pheditor From version 2.0.1to before | https://github.com/pheditor/pheditor/releases/tag/2.0.4

CVE-2026-48030 Special Elements used in version 2.0.4 https://github.com/pheditor/pheditor/security/advisories/GHSA-jvc5-
an OS Command ('OS 6g79-c843
Command Injection’)
https://nvd.nist.gov/vuln/de- Catalyst::View::Wkhtmlt Improper Neutralization of =~ Catalyst::View::Wkhtmltopdf ver- http://www.openwall.com/lists/o0ss-security/2026/07/25/4
tail/CVE-2026-16766 opdf Special Elements used in sions before 0.6.1 for Perl https://github.com/mc7244/Catalyst-View-Wkhtmltopdf/issues/6
an OS Command (‘OS https://github.com/robrwo/Catalyst-View-Wkhtmltopdf/security/advi-
Command Injection’) sories/GHSA-42w4-jj8w-6p98

https://metacpan.org/release/RRWO/Catalyst-View-Wkhtmltopdf-
v0.6.1/changes

https://nvd.nist.gov/vuln/de- Pheditor Use of Hard-coded Cre- Pheditor From version 2.0.1 to before | https://github.com/pheditor/pheditor/releases/tag/2.0.6

tail/CVE-2026-55579 dentials version 2.0.6 https://github.com/pheditor/pheditor/security/advisories/GHSA-
p4h7-p9rj-2pg2
https://nvd.nist.gov/vuln/de- vBulletin Improper Neutralization of = vBulletin 5.x through 5.7.5 and 6.x https://forum.vbulletin.com/forum/vbulletin-announcements/vbulle-
tail/CVE-2026-61511 Directives in Dynamically through 6.2.1 tin-announcements_aa/4509358-security-patch-released-for-vbulle-
Evaluated Code ('Eval In- tin-6-2-1-6-2-0-and-6-1-6
jection’) https://forum.vbulletin.com/forum/vbulletin-announcements/vbulle-

tin-announcements_aa/4509404-vbulletin-6-2-2-is-available
https://karmainsecurity.com/KIS-2026-13
https://ssd-disclosure.com/vbulletin-runtime-template-runmaths-
preauth-rce/


https://nvd.nist.gov/vuln/detail/CVE-2026-11756
https://nvd.nist.gov/vuln/detail/CVE-2026-11756
https://www.3ds.com/trust-center/security/security-advisories/cve-2026-11756
https://www.3ds.com/trust-center/security/security-advisories/cve-2026-11756
https://nvd.nist.gov/vuln/detail/CVE-2026-16812
https://nvd.nist.gov/vuln/detail/CVE-2026-16812
https://nvd.nist.gov/vuln/detail/CVE-2026-66012
https://nvd.nist.gov/vuln/detail/CVE-2026-66012
https://nvd.nist.gov/vuln/detail/CVE-2026-48030
https://nvd.nist.gov/vuln/detail/CVE-2026-48030
https://nvd.nist.gov/vuln/detail/CVE-2026-16766
https://nvd.nist.gov/vuln/detail/CVE-2026-16766
https://nvd.nist.gov/vuln/detail/CVE-2026-55579
https://nvd.nist.gov/vuln/detail/CVE-2026-55579
https://nvd.nist.gov/vuln/detail/CVE-2026-61511
https://nvd.nist.gov/vuln/detail/CVE-2026-61511

https://nvd.nist.gov/vuln/de-
tail/CVE-2026-63030

https://nvd.nist.gov/vuln/de-
tail/CVE-2026-63077
https://nvd.nist.gov/vuln/detail/
CVE-2026-64391

https://nvd.nist.gov/vuln/de-
tail/CVE-2026-64399

https://nvd.nist.gov/vuln/detail/
CVE-2026-64523

https://nvd.nist.gov/vuln/detail/
CVE-2026-64530

WordPress

JetBrains

Linux kernel

Linux kernel

Linux kernel

Linux kernel

Interpretation Conflict

Deserialization of
Untrusted Data

WordPress 6.9.x before 6.9.5 and
7.0.x before 7.0.2

JetBrains TeamCity before 2026.1.3,
2025.11.7

ksmbd: use opener credentials for
ADS I/0O Alternate

ksmbd: add permission checks

net/handshake

net/sched: cls_api

https://www.vulncheck.com/advisories/vbulletin-eval-injection-rce-
via-vb5-template-runtime-php

https://github.com/WordPress/wordpress-develop/security/adviso-
ries/GHSA-ff9f-jf42-662q
https://wordpress.org/news/2026/07/wordpress-7-0-2-release/
https://www.cisa.gov/known-exploited-vulnerabilities-cata-
log?field_cve=CVE-2026-63030
https://www.jetbrains.com/privacy-security/issues-fixed/

https://git.kernel.org/sta-
ble/c/2b4592cea214683de0f2ce6f8c22c097fb0ealab
https://git.kernel.org/sta-
ble/c/52a56¢f53ec834c44ac1b4d16d585f26613ee5ce
https://git.kernel.org/sta-
ble/c/a8f5d39971bbad9340d49cd41b0e2da9452a649d
https://git.kernel.org/sta-
ble/c/baabe094886fffa7e6272edch5e08be5ce28262¢
https://git.kernel.org/stable/c/388e4139db27a9e3612c9d356b826f5
b1ff6a9e3
https://git.kernel.org/stable/c/620d133d469295ee7c017cabaafac33
5f65c4aba
https://git.kernel.org/stable/c/9b9cf7e65cheaae1b6636144bacee611
cdd7a5d6
https://git.kernel.org/stable/c/baae7b39673ec21073a25e3d14f8feaa
da01d5df
https://git.kernel.org/stable/c/bf460ad5958d506492de4524a656439
da3f99c51
https://git.kernel.org/stable/c/c917e4522d251071dde9871b9142d8e
al186ebfe
https://git.kernel.org/stable/c/09dba37eee70d0596e26645015f1aa9
5a9848e9d
https://git.kernel.org/stable/c/16eaba5aa89c04eeal25905bb8f988c
1897f4f29
https://git.kernel.org/stable/c/685b10dd0e32c7782cead16c8cf055¢
609678583
https://git.kernel.org/stable/c/2140c2f3f2e7b066e1ae616ede8856¢ca
fd8015e9
https://git.kernel.org/stable/c/447d493034a9cf7bf13a2abac86d0573
d907ec2f
https://git.kernel.org/stable/c/5ed3d6f85991656667059d3faba1d683
ach8c447
https://git.kernel.org/stable/c/a8a02897f2b479127db261de05chf0c2
8b98d159
https://git.kernel.org/stable/c/e1270e69dcf2c3512c453484178f2e9d


https://nvd.nist.gov/vuln/detail/CVE-2026-63030
https://nvd.nist.gov/vuln/detail/CVE-2026-63030
https://nvd.nist.gov/vuln/detail/CVE-2026-63077
https://nvd.nist.gov/vuln/detail/CVE-2026-63077
https://www.jetbrains.com/privacy-security/issues-fixed/
https://nvd.nist.gov/vuln/detail/CVE-2026-64391
https://nvd.nist.gov/vuln/detail/CVE-2026-64391
https://nvd.nist.gov/vuln/detail/CVE-2026-64399
https://nvd.nist.gov/vuln/detail/CVE-2026-64399
https://nvd.nist.gov/vuln/detail/CVE-2026-64523
https://nvd.nist.gov/vuln/detail/CVE-2026-64523
https://nvd.nist.gov/vuln/detail/CVE-2026-64530
https://nvd.nist.gov/vuln/detail/CVE-2026-64530

https://nvd.nist.gov/vuln/detail/
CVE-2026-66395

https://nvd.nist.gov/vuln/detail/
cve-2025-32711

https://nvd.nist.gov/vuln/de-
tail/CVE-2026-59527

https://nvd.nist.gov/vuln/detail/
CVE-2026-59550

https://nvd.nist.gov/vuln/detail/
CVE-2025-50455

https://nvd.nist.gov/vuln/detail/
CVE-2026-13332

https://nvd.nist.gov/vuln/de-
tail/CVE-2026-48144

https://nvd.nist.gov/vuln/detail/
CVE-2026-58662

https://nvd.nist.gov/vuln/detail/
CVE-2026-14289

https://nvd.nist.gov/vuln/de-
tail/CVE-2026-42017

SiYuan desktop

M365 Copilot

MapSVG

AWP Classifieds

EasyAppointments

Masteriyo LMS

Apache

Apache

FacturaONE

JFrog Artifactory

Improper Neutralization of
Input During Web Page
Generation ('Cross-site
Scripting')

Improper Neutralization of
Special Elements in Out-
put Used by a Down-
stream Component ('In-
jection")

Improper Neutralization of
Special Elements used in
an SQL Command ('SQL
Injection’)

Improper Neutralization of
Special Elements used in
an SQL Command ('SQL
Injection’)

Improper Neutralization of
Special Elements used in
an SQL Command ('SQL
Injection’)

Improper Authentication

Improper Validation of
Certificate with Host Mis-
match

Out-of-bounds Read

Improper Control of Gen-
eration of Code ('Code In-
jection’)

Exposure of Sensitive In-
formation to an Unauthor-
ized Actor

SiYuan desktop before v3.7.2

Ai command injection in M365 Copi-
lot

MapSVG <=8.14.0

AWP Classifieds <= 4.4.7 versions

Alex Tselegidis EasyAppointments <=
1.5.1

Masteriyo LMS WordPress plugin be-
fore2.3.1
Apache Thrift c_glib

Apache Thrift C++

FacturaONE for WooCommerce with
VeriFactu WordPress plugin before
5.37

JFrog Artifactory

c0db3f05
https://git.kernel.org/stable/c/e28aedab9488343924d227b5a896fae
d67ce84d5
https://git.kernel.org/stable/c/f42e8134a3a1074b834a574d404352f8
67ba994a
https://github.com/siyuan-note/siyuan/security/advisories/GHSA-
6gx2-8gcr-x83f
https://www.vulncheck.com/advisories/siyuan-desktop-before-
reflected-xss-to-rce-via-siyuan-protocol
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-
32711

https://www.aim.security/lp/aim-labs-echoleak-m365

https://patchstack.com/database/wordpress/plugin/mapsvg-lite-
interactive-vector-maps/vulnerability/wordpress-mapsvg-plugin-8-14-
0-sql-injection-vulnerability-4?_s_id=cve

https://patchstack.com/database/wordpress/plugin/another-
wordpress-classifieds-plugin/vulnerability/wordpress-awp-
classifieds-plugin-4-4-7-sql-injection-vulnerability?_s_id=cve

https://github.com/threatlance-org/security-
advisories/blob/main/CVE-2025-50455/advisory.md
https://github.com/threatlance-org/security-
advisories/blob/main/CVE-2025-50455/poc.py
https://www.linkedin.com/posts/michael-chesang_cve-
securityadvisory-appsec-activity-7360754900827365376-Z-1Y
https://wpscan.com/vulnerability/f987c823-f215-48f6-86fe-
8d898f2c2d94/
http://www.openwall.com/lists/oss-security/2026/07/24/35
https://lists.apache.org/thread/2xoltfxgzf5jyhcwq6y07spts5cnéppj
https://lists.apache.org/thread/7v3jhgwfbmhx42424phydlnzb109g8b
9

http://www.openwall.com/lists/oss-security/2026/07/24/45
https://lists.apache.org/thread/13mzvylr3r3nktxrh5k1h30ng1tiswid
https://lists.apache.org/thread/7v3jhgwfbmhx42424phydlnzb109g8b
9

https://wpscan.com/vulnerability/f08365f6-57d2-475a-82c8-
c4d27286569e/

https://docs.jfrog.com/releases/docs/artifactory-self-managed-
releases
https://docs.jfrog.com/releases/docs/jfrog-security-advisories


https://nvd.nist.gov/vuln/detail/CVE-2026-66395
https://nvd.nist.gov/vuln/detail/CVE-2026-66395
https://nvd.nist.gov/vuln/detail/cve-2025-32711
https://nvd.nist.gov/vuln/detail/cve-2025-32711
https://nvd.nist.gov/vuln/detail/CVE-2026-59527
https://nvd.nist.gov/vuln/detail/CVE-2026-59527
https://patchstack.com/database/wordpress/plugin/mapsvg-lite-interactive-vector-maps/vulnerability/wordpress-mapsvg-plugin-8-14-0-sql-injection-vulnerability-4?_s_id=cve
https://patchstack.com/database/wordpress/plugin/mapsvg-lite-interactive-vector-maps/vulnerability/wordpress-mapsvg-plugin-8-14-0-sql-injection-vulnerability-4?_s_id=cve
https://patchstack.com/database/wordpress/plugin/mapsvg-lite-interactive-vector-maps/vulnerability/wordpress-mapsvg-plugin-8-14-0-sql-injection-vulnerability-4?_s_id=cve
https://nvd.nist.gov/vuln/detail/CVE-2026-59550
https://nvd.nist.gov/vuln/detail/CVE-2026-59550
https://patchstack.com/database/wordpress/plugin/another-wordpress-classifieds-plugin/vulnerability/wordpress-awp-classifieds-plugin-4-4-7-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/another-wordpress-classifieds-plugin/vulnerability/wordpress-awp-classifieds-plugin-4-4-7-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/wordpress/plugin/another-wordpress-classifieds-plugin/vulnerability/wordpress-awp-classifieds-plugin-4-4-7-sql-injection-vulnerability?_s_id=cve
https://nvd.nist.gov/vuln/detail/CVE-2025-50455
https://nvd.nist.gov/vuln/detail/CVE-2025-50455
https://nvd.nist.gov/vuln/detail/CVE-2026-13332
https://nvd.nist.gov/vuln/detail/CVE-2026-13332
https://wpscan.com/vulnerability/f987c823-f215-48f6-86fe-8d898f2c2d94/
https://wpscan.com/vulnerability/f987c823-f215-48f6-86fe-8d898f2c2d94/
https://nvd.nist.gov/vuln/detail/CVE-2026-48144
https://nvd.nist.gov/vuln/detail/CVE-2026-48144
https://nvd.nist.gov/vuln/detail/CVE-2026-58662
https://nvd.nist.gov/vuln/detail/CVE-2026-58662
https://nvd.nist.gov/vuln/detail/CVE-2026-14289
https://nvd.nist.gov/vuln/detail/CVE-2026-14289
https://wpscan.com/vulnerability/f08365f6-57d2-475a-82c8-c4d27286569e/
https://wpscan.com/vulnerability/f08365f6-57d2-475a-82c8-c4d27286569e/
https://nvd.nist.gov/vuln/detail/CVE-2026-42017
https://nvd.nist.gov/vuln/detail/CVE-2026-42017

https://nvd.nist.gov/vuln/detail/
CVE-2026-55578

https://nvd.nist.gov/vuln/de-
tail/CVE-2026-10818

https://nvd.nist.gov/vuln/de-
tail/CVE-2026-13152

https://nvd.nist.gov/vuln/detail/
CVE-2026-17496

https://nvd.nist.gov/vuln/detail/
CVE-2024-14040

https://nvd.nist.gov/vuln/detail/
CVE-2026-14837

https://nvd.nist.gov/vuln/detail/
CVE-2026-24252

https://nvd.nist.gov/vuln/detail/
CVE-2026-43698

https://nvd.nist.gov/vuln/de-
tail/CVE-2026-66758

https://nvd.nist.gov/vuln/detail/
CVE-2026-12383

https://nvd.nist.gov/vuln/de-
tail/CVE-2026-14490

Pheditor

WPForms Pro plugin for
WordPress

Woocommerce

WordPress plugin
NoteGen

Linux kernel
Lenze

NVIDIA

macOS

GIMP

Event-Driven Ansible
(EDA) server
WordPress

Improper Neutralization of
Special Elements used in
an OS Command ('OS
Command Injection’)
Unrestricted Upload of
File with Dangerous Type

Improper Privilege
Management

Improper Neutralization of
Input During Web Page
Generation ('Cross-site
Scripting')

Improper Verification of
Cryptographic Signature
Improper Neutralization of
Special Elements used in
an OS Command ('OS
Command Injection’)
Improper Neutralization of
Argument Delimiters in a
Command (‘Argument In-
jection')

Integer Overflow or
Wraparound

Insufficient Verification of
Data Authenticity
Improper Limitation of a
Pathname to a Restricted
Directory ('Path Traversal')

Pheditor From version 2.0.1 to before
version 2.0.6

WPForms Pro plugin for WordPress
in all versions up to, and including,
1.10.1.1

Woocommerce WordPress plugin
before 1.4

NoteGen before 0.32.0

CLOS networks
Lenze

NVIDIA NeMo for Linux

macOS Sequoia 15.7.8, macOS
Sonoma 14.8.8, macOS Tahoe 26.6

GIMP

Event-Driven Ansible (EDA) server

Demi - One Click Demo Import, WP
Backup & Site Migration plugin for
WordPress

https://github.com/advisories/GHSA-9643-6xjp-vx57
https://github.com/pheditor/pheditor/releases/tag/2.0.6
https://github.com/pheditor/pheditor/security/advisories/GHSA-
wgaw-wr5g-6vjc

https://wpforms.com/
https://www.wordfence.com/threat-intel/vulnerabilities/id/b267f163-
966a-43f7-8a7c-67d34c2c7e9d?source=cve
https://wpscan.com/vulnerability/36aaba38-3143-4e80-8386-
748632ff6704/

https://github.com/codexu/note-gen
https://github.com/codexu/note-
gen/commit/ae3ba948c41d8a74b4a20f4c6f26fcdda2002298
https://github.com/codexu/note-gen/releases/tag/note-gen-v0.32.0
https://git.kernel.org/stable/c/b72a6a7ab9573e06d5c2fch92eaa286
14a735bfd

https://www.certvde.com/en/advisories/VDE-2026-077/

https://nvd.nist.gov/vuln/detail/CVE-2026-24252
https://nvidia.custhelp.com/app/answers/detail/a_id/5839
https://www.cve.org/CVERecord?id=CVE-2026-24252

https://support.apple.com/en-us/128067
https://support.apple.com/en-us/128071
https://support.apple.com/en-us/128072

https://access.redhat.com/security/cve/CVE-2026-66758
https://bugzilla.redhat.com/show_bug.cgi?id=2507475
https://gitlab.gnome.org/GNOME/gimp/-/issues/16528
https://access.redhat.com/security/cve/CVE-2026-12383
https://bugzilla.redhat.com/show_bug.cgi?id=2489127
https://plugins.trac.wordpress.org/browser/demi-backup-migra-
tion/tags/0.0.6/classes/Backup/Tasks/CleanDir.php#L61
https://plugins.trac.wordpress.org/browser/demi-backup-migra-
tion/tags/0.0.6/classes/Import/Manager.php#L287
https://plugins.trac.wordpress.org/browser/demi-backup-migra-
tion/tags/0.0.6/classes/Import/Manager.php#L50
https://plugins.trac.wordpress.org/browser/demi-backup-migra-
tion/tags/0.0.6/classes/Import/Manager.php#L767
https://plugins.trac.wordpress.org/browser/demi-backup-migra-
tion/trunk/classes/Backup/Tasks/CleanDir.php#L61
https://plugins.trac.wordpress.org/browser/demi-backup-migra-
tion/trunk/classes/Import/Manager.php#L287
https://plugins.trac.wordpress.org/browser/demi-backup-migra-
tion/trunk/classes/Import/Manager.php#L50


https://nvd.nist.gov/vuln/detail/CVE-2026-55578
https://nvd.nist.gov/vuln/detail/CVE-2026-55578
https://nvd.nist.gov/vuln/detail/CVE-2026-10818
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https://nvd.nist.gov/vuln/de-
tail/CVE-2026-17524

https://nvd.nist.gov/vuln/detail/
CVE-2026-41608

https://nvd.nist.gov/vuln/detail/
CVE-2026-43871

https://nvd.nist.gov/vuln/de-
tail/CVE-2026-45623

https://nvd.nist.gov/vuln/detail/
CVE-2026-49158

https://nvd.nist.gov/vuln/detail/
CVE-2026-51304
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zip-lib

Apache

Apache

PostCSS

Apache

sqlite

Microsoft Edge
Microsoft Edge

WordPress

Improper Limitation of a
Pathname to a Restricted
Directory ('Path Traversal')

Improper Handling of
Highly Compressed Data
(Data Amplification)

Loop with Unreachable
Exit Condition ('Infinite
Loop')

Improper Limitation of a
Pathname to a Restricted
Directory ('Path Traversal')
Improper Handling of
Highly Compressed Data
(Data Amplification)

Use After Free

Origin Validation Error

Files or Directories Acces-
sible to External Parties
Improper Limitation of a
Pathname to a Restricted
Directory ('Path Traversal')

zip-lib before 1.1.0

Apache Thrift Python bindings

Apache Thrift Python, Go, PHP and
Java bindings

PostCSS

Apache Thrift Ruby

sqlite 3.41

Microsoft Edge (Chromium-based)
Microsoft Edge (Chromium-based)

Better Messages — Chat Rooms,
Group Chat, Private Messages &Al
Chat Bots plugin for WordPress in all
versions up to, and including,
2.15.19

https://plugins.trac.wordpress.org/browser/demi-backup-migra-
tion/trunk/classes/Import/Manager.php#L767
https://plugins.trac.wordpress.org/changeset?re-
poname=&0ld=3616690%40demi-backup-migra-
tion&new=3616690%40demi-backup-migration
https://www.wordfence.com/threat-intel/vulnerabilities/id/63922c28-
Ocb5-4abe-85ee-20b2cc6f015d?source=cve
https://github.com/fpsqdb/zip-
lib/commit/0c29b1e17050f2611f4f37e6aaa92a60b3cb89d5
https://github.com/fpsqdb/zip-lib/issues/14
https://security.snyk.io/vuln/SNYK-JS-ZIPLIB-13834403
http://www.openwall.com/lists/oss-security/2026/07/24/32
https://lists.apache.org/thread/7v3jhgwfbmhx42424phydlnzb109g8b
9
https://lists.apache.org/thread/vwsbcwqdpwdtp8gkjollol6rodbfm21
f
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9
https://lists.apache.org/thread/l4dwf14zbyqsmkc28c990jj3t3gg9qby
https://github.com/postcss/postcss/security/advisories/GHSA-6g55-
p6wh-862¢

http://www.openwall.com/lists/oss-security/2026/07/24/38
https://lists.apache.org/thread/7v3jhgwfbmhx42424phydlnzb109g8b
9
https://lists.apache.org/thread/fmjl8l415tj9zwlob8v2dr5hq1d0Ohts7
https://github.com/programmervuln/cveadvisory-/blob/main/CVE-
2026-51304
https://github.com/sqlite/sqlite/blob/master/src/expr.c
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-
57989
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-
57990

https://plugins.trac.wordpress.org/browser/bp-better-mes-
sages/tags/2.15.19/addons/stickers/pack-manager.php#L764
https://plugins.trac.wordpress.org/browser/bp-better-mes-
sages/tags/2.15.19/addons/stickers/rest.php#L153
https://plugins.trac.wordpress.org/browser/bp-better-mes-
sages/tags/2.15.19/addons/stickers/rest.php#L285
https://plugins.trac.wordpress.org/browser/bp-better-mes-
sages/tags/2.15.19/addons/stickers/rest.php#L287
https://plugins.trac.wordpress.org/changeset/3623636/bp-better-
messages/trunk/addons/stick-
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ers/rest.php?old=3527109&old_path=bp-better-mes-
sages%2Ftrunk%2Faddons%2Fstickers%2Frest.php
https://www.wordfence.com/threat-intel/vulnerabilities/id/e9274957-
7584-4df6-bb2a-d745510f5033?source=cve

https://nvd.nist.gov/vuln/de- Linux kernel PCI/IOV: Skip VF Resizable BAR https://git.kernel.org/sta-

tail/CVE-2026-64460 ble/c/55fd485e66d0ad5c762c23dbal461fe9c741cd96
https://git.kernel.org/sta-
ble/c/b77524621250407386f44c6eea7e5e4619adalce
https://git.kernel.org/sta-
ble/c/f34f1712229d71ce4286440fef12526fd4590b37

CISA/CERT-EU Alerts & Advisories

AUTO TO KOpATL TtepAapBAveL EL6OTIOLRCELG A0 emioneg tNyES, Kupiwg CISA kat CERT-EU, oxeTKA e KPLOLEG EUTTADELEG 1} EVEPYEC ATEIAEG. ZuVROWG
adopouv Blopnxavikd f kpiowa cuotipata, oAAA kot mainstream Aoylopiko. MNpoodépovtal o popdn cUVIopwY avadopwy KalL odnyouv Ce TILO AETTTOLE-
PELG TEXVIKEG 0ONYLEG.

ZUvtoun nepypadr / TitAog Avayvwplotiké eunddeiag / Evnuepwtiké / 08nyieg URL
CISA Adds Two Known Exploited Vulnerabilities to " (CVE-2025-68686 Fortinet FortiOS Exposure of Sensitive Information to an Unau- = https://www.cisa.gov/news-events/alerts/2026/07/27/cisa-
Catalog thorized Actor Vulnerability adds-two-known-exploited-vulnerabilities-catalog

- CVE-2026-16812 Arista VeloCloud Orchestrator On-Prem OS Command Injec-
tion Vulnerability


https://nvd.nist.gov/vuln/detail/CVE-2026-64460
https://nvd.nist.gov/vuln/detail/CVE-2026-64460
https://www.cve.org/CVERecord?id=CVE-2025-68686
https://www.cve.org/CVERecord?id=CVE-2026-16812

News

H evotnta "News" cuvoilel Ta Lo onUAvTIKA yeyovota tng eBSouadag otov topéa Tne kuPBepvoacdarelog. ESw Ba Bpeite emiBoelc mou Eexwploav, VEEC
TEXVLKEC TIOU EVIOTILOTNKAY, I EVEPYELEG OO YWWOTEC OUAdeg hacking. Alvel Tnv amapaitntn elkova Tou TL cuppaivel S1eBvwg Kal ol TpEMeL va oTpadel n

npocoxn.

Z0vtopn neptypadn / Tithog

Researcher Claims Working Jailbreak on Top Al Models Including GPT-5.6, Claude
Opus 5, and Fable

Weekly Cyber Security Newsletter Bulletin — Certighost Exploit, Checkpoint 0-day,
HTTP/2 Flaw, Notepad++ Plugin Abuse +20 Stories

Claude Al Shared Chats Reportedly Exposed in Google Search Results

Google Is Giving Hacker Groups New Names That Reveal Who They Are and Why
They Attack
Researchers Successfully Booted Jailbroken Version of iOS 27 on an iPhone 11 Pro

PyPI Blocks New File Uploads on 14-Day-Old Releases to Prevent Package Poisoning
Attacks
Top 10 Malware Used by Hackers Between July 20-26, 2026, to Launch Cyberattacks

Microsoft Moves Enterprise Windows Activation From Software to Hardware Verifi-
cation

NVIDIA Launches Open Secure Al Alliance to Build Open-Source Defenses for Al
Agents

GitHub Adds 3-Day Dependabot Cooldown to Block Malicious Package Updates

OpenAl CEO Sam Altman Claims Al Has Reached Singularity, Where Systems Im-
prove by Themselves

Europol Targets the Online Network Turning Teen Hackers Into Extortionists and Vi-
olent Offenders

How DCSync Attack Helps Hackers Steal Password Hashes Silently from Active Direc-
tory

Operation STANDOFF Hides Command-and-Control Traffic Behind GitHub Redirects
PortSwigger Launches Burp AT Agentic Al for Human-Led Web Penetration Testing
Researchers Say a ‘Ghost’ Chinese Company Built the Network Hiding PLA Cyberat-
tacks

URL

https://cybersecuritynews.com/jailbreak-on-top-ai-models/

https://cybersecuritynews.com/weekly-cyber-security-newsletter-july/

https://cybersecuritynews.com/claude-ai-shared-chats/

https://cybersecuritynews.com/google-is-giving-hacker-groups-new-names/

https://cybersecuritynews.com/booted-jailbroken-ios-27-iphone-11-pro/

https://cybersecuritynews.com/pypi-14-day-release-lock/

https://cybersecuritynews.com/top-10-malware-used-by-hackers/

https://cybersecuritynews.com/windows-activation-hardware/

https://cybersecuritynews.com/open-secure-ai-alliance/

https://cybersecuritynews.com/github-adds-3-day-dependabot-cooldown/

https://cybersecuritynews.com/ai-has-reached-singularity/

https://cybersecuritynews.com/europol-targets-online-network-teen-hackers/

https://cybersecuritynews.com/dcsync-attack-active-directory-attack/

https://cybersecuritynews.com/standoff-hides-traffic/

https://cybersecuritynews.com/portswigger-launches-burp-at/

https://cybersecuritynews.com/ghost-chinese-company-built-the-network-hiding-pla-cyberattacks/
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Breaches / Compromised / Hacked

Kataypadovrtat neputtwoelg mapafiacng Sedopévwy, Slappowv Kal aAAwv cofapwv meplotatikwy achadeiog. Mephappavovtal mAnpodopieg yla to
TIOLOL ETMINPEACTNKAY, LLE TIOLOV TPOTIO £YLVE N tapaBloon Kot Tov uTtapxouV SLaBEoiueg AeMTOUEPELEG. Elval pia XproLin elkova yia va avtiAndBei kaveig
N SUVAULKN TWV ETIBECEWV O TIPOYUATIKEG CUVONKEG.

Zovroun nepypadn / TitAog URL

BlueNoroff Hijacks Trusted Telegram Accounts to Deliver ClickFix Malware Through https://cybersecuritynews.com/bluenoroff-hijacks-trusted-telegram-accounts/

Fake Zoom Calls
Iranian Hackers Are Disabling Industrial Safety Alarms and Hiding It From Operators https://cybersecuritynews.com/iranian-hackers-disabling-industrial-safety-alarms/

EY Data Breach Claimed by ShinyHunters Hacker Group https://cybersecuritynews.com/ey-data-breach-claim-shinyhunters/

Microsoft Teams Vishing Attack Uses Quick Assist to Deploy GoGRPC Backdoor https://cybersecuritynews.com/microsoft-teams-vishing-attack-gogrpc-backdoor/
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Vulnerabilities / Flaws / Zero-day

AvadEépovtal TEXVIKA eEAattwpata 1 aduvapieg mou evdéxetal va aglomotnbouv aueoa amno entibépevoug — eite emeldn eival zero-day eite ylati n d16p-
Bwon toug kabuotepel. MephapBdvovtal MEPUTTWOELS OTIOU Sev amalteital aAAnAenidpaon Ue Tov XprRoTn 1) OTIOU TTAPAKAUTTOVTAL BAaCIKA HETPpA aoda-
Aeloc. MoAU xprouo yla opddeg mou acxoAouvtal pe threat detection.

Z0vtoun nepypadn / Tithog

Foxit Updater Vulnerability Gives Standard Users SYSTEM-Level Control of Windows De-
vices

GitLab Vulnerabilities Allow Attackers to Execute Remote Code on Default GitLab Instal-
lations

Eight NodeBB Vulnerabilities Let Hackers Read Your Private Chats and Take Over the Fo-
rum

Claude Code Symlink Import Lets Malicious Repositories Silently Exfiltrate Local Files

WalletService Privilege Escalation Flaw Allows Attackers Full Control of Windows Sys-
tems
Claude Opus 5 Finds Vulnerabilities but Remains Restricted in Generating Exploits

Vatican'’s Click to Pray App Exposes 700,000 Users Through Unauthenticated API Flaw
Critical vBulletin Flaw Lets Unauthenticated Attackers Execute PHP Code Remotely
CISA Warns of Fortinet FortiOS Vulnerability Exploited in Attacks

Multiple FFmpeg Vulnerabilities Allow Attackers to Corrupt Memory Via Malicious
Video File
Five Progress LoadMaster Flaws Let Attackers Execute Commands and Gain Root Access

Hackers Exploiting Arista VeloCloud Orchestrator 0-Day Vulnerability in the Wild

LegacyHive Exploitation Chain Bypasses Windows Security Even With July 2026 Patches
Installed
libssh2 Vulnerabilities Allow a Malicious SSH Server to Corrupt Client Memory

URL

https://cybersecuritynews.com/foxit-updater-vulnerability/

https://cybersecuritynews.com/gitlab-vulnerabilities-enable-code-execution/
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https://cybersecuritynews.com/claude-code-symlink-import-malicious-repositories/

http://cybersecuritynews.com/walletservice-privilege-escalation-flaw/

https://cybersecuritynews.com/claude-opus-5-finds-vulnerabilities/

https://cybersecuritynews.com/vaticans-click-to-pray-app-exposes-users/

https://cybersecuritynews.com/vbulletin-flaw-execute-php-code/

https://cybersecuritynews.com/fortinet-fortios-vulnerability-exploited/

https://cybersecuritynews.com/multiple-ffmpeg-vulnerabilities/

https://cybersecuritynews.com/five-progress-loadmaster-vulnerabilities/

https://cybersecuritynews.com/arista-velocloud-orchestrator-0-day/

https://cybersecuritynews.com/legacyhive-exploitation-chain/

https://cybersecuritynews.com/libssh2-vulnerabilities/
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Patches / Updates / Fixes
ESw Ba Bpeite Ti¢ o mpoodateg SLopBWOELS Kal EVNUEPWOELS aohaAelag amo mpopunBeutég Aoyilopikol Kat hardware. To meplexdpevo adopd cUyKeKpL-
péva bugs 1 exploits mou €xouv 16N dnuoctonotnBei, pall pe 0dnyieg yla To mwg va edpappoctolv Ta patches.

Zovroun neptypadn / TitAog URL

Windows 11’s File Explorer Is Now Faster at Deleting Large Files https://cybersecuritynews.com/windows-11-speeds-up-file-deletions/

Anthropic’s Claude Opus 5 Arrives on AWS With Improved Cybersecurity Capabilities | https://cybersecuritynews.com/claude-opus-5-arrives-on-aws/

Potential threats / Threat intelligence
H ouykekpluévn evotnta aoxolsital pe véeg amelAég, e€eAypéva malware Kol TEXVIKEG ETILOECEWY TIOU £XOUV EVTOTILOTEL O TTPAYUOTLKEG oUV-OnKec. Mept-
Aappavovtat avadopég os epyaleia TOU Xpnolponololy oL emttiBgpevol, aAAd kat deikteg (loCs) tou umopouv va xpnotponotnfouv otnv Guuva.

ZUvtoun nepypadr / TitAog URL

ChatGPT AgentForger Flaw Could Deploy Rogue Workspace Agents via a Phishing https://cybersecuritynews.com/chatgpt-agentforger-vulnerability/
Link

Ransomware Gangs Attack Palo Alto, Fortinet, Citrix, and Check Point VPNs to Tar- https://cybersecuritynews.com/ransomware-gangs-attack-vpn/

get Corporate Networks
SparkKitty Malware Steals Crypto Wallet Seed Phrases From iOS and Android Photos  https://cybersecuritynews.com/sparkkitty-malware-steals-crypto-wallet/

Hackers are Setting Up Websites Impersonating Popular Windows Apps to Deliver https://cybersecuritynews.com/websites-impersonating-popular-windows-apps/
Malware

Researchers Find 84 Hidden iOS Data Streams Tracking Apps, Locations and Mes- https://cybersecuritynews.com/researchers-find-hidden-ios-data-streams/
sages

Wrench Attacks Bypass Encryption by Forcing Victims to Unlock Crypto Wallets https://cybersecuritynews.com/wrench-attacks-bypass-encryption/
Hackers Can Use MedusaHVNC to Control Your PC on a Desktop You Cannot See https://cybersecuritynews.com/medusahvnc-control-your-pc-silently/
Microsoft Defender for Endpoint Update Leaves Few Linux Servers Unprotected Af- https://cybersecuritynews.com/defender-for-endpoint-update-linux/

ter Reboot

A Fake Teams Update Can Give Hackers Two Separate Ways to Control Your PC https://cybersecuritynews.com/fake-teams-update-gain-pc-control/
Dysphoria Botnet Infects 200,000 loT Devices and Hides C2 Behind Blockchain Do- https://cybersecuritynews.com/dysphoria-botnet-infects-iot-devices/
mains

Scammers Pose as ShinyHunters to Blackmail Data-Breach Victims With Fake https://cybersecuritynews.com/scammers-pose-as-shinyhunters/
Webcam Videos

New Tengu Mirai Botnet Reboots Your loT Device When You Try to Kill It https://cybersecuritynews.com/new-tengu-mirai-botnet/
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Guides / Tools

Mapouotalovral Texvikoil odnyol kat epyaleia tou pnopouv va fonbrnoouv otnv mapakoAolbnon, avaluon f evioxuon tng aodalelag cuotnuatwy. Eite
T(POKELTAL YLOL Open source projects £(Te yLa VEEG TEXVIKEC, N EVOTNTA AUTH AEITOUPYEL WG TIOPOG YLO TIPAKTIKEG AUCELG OTNV KABNUePLVA SOUAELA TwV EMay-
yeApatiwy aodalelag.

Zuvroun neptypadn / Tithog URL

The Business Cost of Alert Fatigue: How to Reduce Delays, Escalations for Your SOC as 70% Alerts are Un- https://cybersecuritynews.com/the-business-cost-of-alert-fatigue/
investigated

Top Tools for Enterprise Security Monitoring https://cybersecuritynews.com/enterprise-security-monitoring-tools/

CISA Releases Best Security Practices Guide for Hardening Microsoft Exchange Server https://cybersecuritynews.com/microsoft-exchange-server-hardening-guide/
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Annex — Websites with vendor specific vulnerabilities
O mivakag epLEXEL websites amd KATaokeUAOTEG TTIOU TIPOoPEPOUV TTANPOPOPLEC OXETIKEG e euTABEeLEC TOU eudavilovtol oTa MPoiovTa TOUG.

Vendor name / URL
Platform
Wordfence Intelligence Vulnerability Database API https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/
Wordpress .
Scan your WordPress website, https://wpscan.com/scan/
Oracle Critical Patch Updates, Security Alerts and Bulletins, https://www.oracle.com/security-alerts/
Fortinet Fortinet products, https://www.fortiguard.com/psirt
IBM Security bulletins, https://cloud.ibm.com/status/security
Research, Collaborate and Act on threat intelligence, https://exchange.xforce.ibmcloud.com/
MS Windows | The Microsoft Security Response Center (MSRC), https://msrc.microsoft.com/update-guide/
SAP SAP Security Notes, https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html
Dell Security Advisories, Notices and Resources, https://www.dell.com/support/security/en-us
HPE HPE Security Bulletin Library, https://support.hpe.com/connect/s/securitybulletinlibrary
Security Bulletins, https://support.hp.com/us-en/security-bulletins
Cisco Cisco Security Advisories, https://sec.cloudapps.cisco.com/security/center/publicationListing.x
Palo Alto Palo Alto Networks Security Advisories, https://security.paloaltonetworks.com/
Ivanti Security Advisory, https://www.ivanti.com/blog/topics/security-advisory

Mozilla Mozilla Foundation Security Advisories, https://www.mozilla.org/en-US/security/advisories/

Android Android Security Bulletins, https://source.android.com/docs/security/bulletin/asb-overview
Zyxel Security Advisories, https://www.zyxel.com/global/en/support/security-advisories
D-Link Global Security Advisories, Responses, and Notices, https://supportannouncement.us.dlink.com/

Adobe Security Bulletins and Advisories, https://helpx.adobe.com/security/security-bulletin.html

Siemens Siemens ProductCERT and Siemens CERT, https://www.siemens.com/global/en/products/services/cert.html

Splunk Splunk Security Advisories, https://advisory.splunk.com/
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