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Common Vulnerabilities and Exposures (CVEs) 
Η ενότητα αυτή εστιάζει σε ευπάθειες που έχουν καταχωρηθεί πρόσφατα και αξιολογούνται ως σοβαρές, με βάση τη βαθμολογία CVSS. Παρουσιάζονται 
με σαφήνεια τα συστήματα ή εφαρμογές που επηρεάζονται, ο τύπος της ευπάθειας (όπως SQL injection ή command injection) και σχετικοί σύνδεσμοι για 
περαιτέρω πληροφόρηση ή μέτρα αντιμετώπισης. 

 

URL ευπάθειας (NIST NVD) CVSSv
3 

Προϊόν/Υ-
πηρεσία 

Τύπος Ευπάθειας Συσκευές/Εκδόσεις που επηρεάζο-
νται 

URL προϊόντος/υπηρεσίας URL οδηγιών αντιμετώπισης 

https://nvd.nist.gov/vuln/detail/
CVE-2026-47668  

10,0 

DbGate  Improper Input 
Validation 

In versions 7.1.8 and prior https://github.com/dbgate/dbgate/releases/tag/v7.1.9  
https://github.com/dbgate/dbgate/security/advisories/GHSA-8v3q-9vmx-36vc  
https://github.com/runZeroInc/nuclei-templates/blob/main/http/vulnerabilities/dbgate-
unauth-rce.yaml 

https://nvd.nist.gov/vuln/detail/
CVE-2026-56191  10,0 

Microsoft 
Exchange 
Online 

Improper 
Authentication 

Microsoft Exchange Online https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-56191 

https://nvd.nist.gov/vuln/detail/
CVE-2026-60366  

10,0 

Oracle  Improper Privilege 
Management 

Oracle Platform Security for Java 
product of Oracle Fusion Middle-
ware (component: Centralized 
Thirdparty Jars). Supported versions 
that are affected are 12.2.1.4.0 and 
14.1.2.0.0 

https://www.oracle.com/security-alerts/cpujul2026.html 

https://nvd.nist.gov/vuln/detail/
CVE-2026-64813  

10,0 

JetBrains Client-Side En-
forcement of 
Server-Side Secu-
rity 

JetBrains IntelliJ IDEA before 2026.2 https://www.jetbrains.com/privacy-security/issues-fixed/ 

https://nvd.nist.gov/vuln/detail/
CVE-2026-50517  9,9 

M365 
Copilot 

Deserialization of 
Untrusted Data 

M365 Copilot https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-50517 

https://nvd.nist.gov/vuln/detail/
CVE-2026-54120  9,9 

Microsoft 
Surface 

Improper Input 
Validation 

Microsoft Surface https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-54120 

https://nvd.nist.gov/vuln/detail/
CVE-2026-63732  

9,9 

9router  Improper Neutrali-
zation of Special 
Elements used in 
an OS Command 
('OS Command In-
jection') 

9router 0.4.59 (fixed in 0.4.60)  https://github.com/decolua/9router/security/advisories/GHSA-4922-8r65-fq26  
https://www.vulncheck.com/advisories/9router-before-remote-code-execution-via-
default-password 

https://nvd.nist.gov/vuln/detail/
CVE-2026-16606  

9,8 

Fujitsu Improper Control 
of Generation of 
Code ('Code Injec-
tion') 

Fujitsu Software Linux openFT and 
Fujitsu Software Oracle Solaris 
openFT before version 12.1D00 

https://global.fujitsu/de-de/capabilities/mainframe-solutions/bs2000-integration 
https://security.eu.fsastech.com/IndexDownload.asp?SoftwareGuid=20873292-0006-
4a1c-a188-3940762a0075  
https://security.ts.fujitsu.com/ProductSecurity/content/FsasTech-PSIRT-FTI-FG-2026-
042411-Security-Notice.pdf 
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https://nvd.nist.gov/vuln/detail/
CVE-2026-50522  9,8 

Microsoft 
Office 
SharePoint 

Deserialization of 
Untrusted Data 

Microsoft Office SharePoint https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-50522  
https://www.cisa.gov/known-exploited-vulnerabilities-catalog?field_cve=CVE-2026-50522 

https://nvd.nist.gov/vuln/detail/
CVE-2026-56165  9,8 

Microsoft 
Account 

Heap-based Buffer 
Overflow 

Microsoft Account https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-56165 

https://nvd.nist.gov/vuln/detail/
CVE-2026-60372  

9,8 

Oracle  Improper Privilege 
Management 

Oracle Platform Security for Java 
product of Oracle Fusion Middle-
ware (component: Centralized 
Thirdparty Jars). Supported versions 
that are affected are 12.2.1.4.0 and 
14.1.2.0.0 

https://www.oracle.com/security-alerts/cpujul2026.html 

https://nvd.nist.gov/vuln/detail/
CVE-2026-65700  

9,8 

h2oGPT Improper Limita-
tion of a Pathname 
to a Restricted Di-
rectory ('Path Tra-
versal') 

h2oGPT through 0.2.1 https://github.com/geo-chen/oss/blob/main/h2ogpt.md 
https://www.vulncheck.com/advisories/h2ogpt-path-traversal-via-openai-compatible-
files-api 

https://nvd.nist.gov/vuln/detail/
CVE-2026-16232  9,1 

Check 
Point 

Improper 
Authentication 

Check Point SmartConsole https://support.checkpoint.com/results/sk/sk185169  
https://www.cisa.gov/known-exploited-vulnerabilities-catalog?field_cve=CVE-2026-16232 

https://nvd.nist.gov/vuln/detail/
CVE-2026-46738  

9,1 

Dell 
PowerProte
ct Data 
Manager 

Improper Input 
Validation 

Dell PowerProtect Data Manager, 
versions prior to 20.2.0.0 

https://www.dell.com/support/kbdoc/en-us/000488847/dsa-2026-287-security-update-
dell-powerprotect-data-manager-for-multiple-security-vulnerabilities 

https://nvd.nist.gov/vuln/detail/
CVE-2026-56160  

9,1 

Azure Red 
Hat 
OpenShift 
(ARO) 

Improper 
Authorization 

Azure Red Hat OpenShift (ARO) https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-56160 

https://nvd.nist.gov/vuln/detail/
CVE-2026-65907  

9,1 

JetBrains  Improper Control 
of Generation of 
Code ('Code Injec-
tion') 

JetBrains TeamCity before 2026.1.2, 
2025.11.6 

https://www.jetbrains.com/privacy-security/issues-fixed/ 

https://nvd.nist.gov/vuln/detail/
CVE-2026-49499  

8,8 

Dell 
PowerProte
ct Data 
Manager 

Generation of In-
correct Security To-
kens 

Dell PowerProtect Data Manager, 
versions prior to 20.2.0.0 

https://www.dell.com/support/kbdoc/en-us/000488847/dsa-2026-287-security-update-
dell-powerprotect-data-manager-for-multiple-security-vulnerabilities 

https://nvd.nist.gov/vuln/detail/
CVE-2026-60455  

8,8 

Oracle - Oracle Platform Security for Java 
product of Oracle Fusion Middle-
ware (component: Centralized 
Thirdparty Jars). Supported versions 
that are affected are 12.2.1.4.0 and 
14.1.2.0.0 

https://www.oracle.com/security-alerts/cpujul2026.html 

https://nvd.nist.gov/vuln/detail/
CVE-2026-65906  

8,8 

JetBrains 
TeamCity  

Improper Control 
of Generation of 
Code ('Code Injec-
tion') 

JetBrains TeamCity before 2026.1.2, 
2025.11.6 

https://www.jetbrains.com/privacy-security/issues-fixed/ 
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https://nvd.nist.gov/vuln/detail/
CVE-2026-65917  

8,8 

CyberPanel  Authorization By-
pass Through User-
Controlled Key 

CyberPanel through 1.9.1 https://github.com/usmannasir/cyberpanel/commit/b1984603f9b0099b39bca46fea176e
53b6d4d601  
https://github.com/usmannasir/cyberpanel/issues/1828  
https://www.vulncheck.com/advisories/cyberpanel-incbackups-idor-via-sequential-
backup-id 

https://nvd.nist.gov/vuln/detail/
CVE-2026-65908  

8,6 

etBrains 
PyCharm 

Inclusion of Func-
tionality from Un-
trusted Control 
Sphere 

etBrains PyCharm before 2026.1.4, 
2026.2 

https://www.jetbrains.com/privacy-security/issues-fixed/ 

https://nvd.nist.gov/vuln/detail/
CVE-2026-56167  8,5 

Microsoft 
Azure AI 
Search 

Server-Side Re-
quest Forgery 
(SSRF) 

Azure AI Search https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-56167 

https://nvd.nist.gov/vuln/detail/
CVE-2026-64809  

8,4 

JetBrains 
PhpStorm 

Inclusion of Func-
tionality from Un-
trusted Control 
Sphere 

JetBrains PhpStorm before 2026.2 https://www.jetbrains.com/privacy-security/issues-fixed/ 

https://nvd.nist.gov/vuln/detail/
CVE-2026-16607  

7,8 

Fujitsu Improper Privilege 
Management 

Fujitsu Software Linux openFT 
and Fujitsu Software Oracle Solaris 
openFT before version 12.1D00 

https://global.fujitsu/de-de/capabilities/mainframe-solutions/bs2000-integration  
https://security.eu.fsastech.com/IndexDownload.asp?SoftwareGuid=20873292-0006-
4a1c-a188-3940762a0075  
https://security.ts.fujitsu.com/ProductSecurity/content/FsasTech-PSIRT-FTI-FG-2026-
042411-Security-Notice.pdf 

https://nvd.nist.gov/vuln/detail/
CVE-2026-64803  

7,8 

JetBrains 
GoLand 

Improper Control 
of Generation of 
Code ('Code Injec-
tion') 

JetBrains GoLand before 2026.2 https://www.jetbrains.com/privacy-security/issues-fixed/ 

https://nvd.nist.gov/vuln/detail/
CVE-2026-64807  

7,8 

JetBrains 
WebStorm 

Inclusion of Func-
tionality from Un-
trusted Control 
Sphere 

JetBrains WebStorm before 2026.2  https://www.jetbrains.com/privacy-security/issues-fixed/ 

https://nvd.nist.gov/vuln/detail/
CVE-2026-65705  

7,8 

Ffmpeg Incorrect Calcula-
tion of Buffer Size 

FFmpeg versions 3.4 through 8.1.2 https://code.ffmpeg.org/FFmpeg/FFmpeg/commit/f186c50cf53aec20e9a29059cb22ca3f
2d59201c  
https://code.ffmpeg.org/FFmpeg/FFmpeg/pulls/23780  
https://www.vulncheck.com/advisories/ffmpeg-vf-floodfill-out-of-bounds-write-via-filter-
frame 

https://nvd.nist.gov/vuln/detail/
CVE-2026-11622  

7,5 

DNSSEC Allocation of Re-
sources Without 
Limits or Throttling 

BIND 9 versions 9.11.0 through 
9.18.50, 9.20.0 through 9.20.24, 
9.21.0 through 9.21.23, 9.11.3-S1 
through 9.18.50-S1, and 9.20.9-S1 
through 9.20.24-S1. 

https://downloads.isc.org/isc/bind9/9.20.26  
https://downloads.isc.org/isc/bind9/9.21.24  
https://kb.isc.org/docs/cve-2026-11622 

https://nvd.nist.gov/vuln/detail/
CVE-2026-59547  

7,5 

PayPal Missing 
Authorization 

Unauthenticated Broken Access 
Control in Payment Gateway for 
PayPal on WooCommerce <= 9.1.4 
versions. 

https://patchstack.com/database/wordpress/plugin/woo-paypal-gateway/vulnerabil-
ity/wordpress-payment-gateway-for-paypal-on-woocommerce-plugin-9-1-4-broken-ac-
cess-control-vulnerability?_s_id=cve 
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https://nvd.nist.gov/vuln/detail/
CVE-2026-62145  7,5 

Check 
Point Gaia 
Portal 

Improper Privilege 
Management 

Check Point Gaia Portal https://support.checkpoint.com/results/sk/sk185153 

https://nvd.nist.gov/vuln/detail/
CVE-2026-48294  

7,4 

Adobe 
Acrobat 

Improper Neutrali-
zation of Input Dur-
ing Web Page Gen-
eration ('Cross-site 
Scripting') 

Adobe Acrobat PDF Extension 
(Chrome) versions 26.5.2.2 and ear-
lier 

https://chromewebstore.google.com/detail/adobe-acrobat-pdf-edit-co/efaidnbmnnnibp-
cajpcglclefindmkaj 

https://nvd.nist.gov/vuln/detail/
CVE-2026-66138  

7,2 

OpenStack 
Ironic 
Python 
Agent  

Improper Neutrali-
zation of Special 
Elements used in 
an OS Command 
('OS Command In-
jection') 

OpenStack Ironic Python Agent 
through 11.6.0 

https://bugs.launchpad.net/ironic-python-agent/+bug/2160050  
https://security.openstack.org/ossa/OSSA-2026-027.html 

https://nvd.nist.gov/vuln/detail/
CVE-2026-57767  

7,1 

WP Google 
Maps Pro 

Improper Neutrali-
zation of Input Dur-
ing Web Page Gen-
eration ('Cross-site 
Scripting') 

Unauthenticated Cross Site Script-
ing (XSS) in WP Google Maps Pro <= 
10.1.02 versions. 

https://patchstack.com/database/wordpress/plugin/wp-google-maps-pro/vulnerabil-
ity/wordpress-wp-google-maps-pro-plugin-10-1-02-cross-site-scripting-xss-vulnerabil-
ity?_s_id=cve 

https://nvd.nist.gov/vuln/detail/
CVE-2026-65918  

7,1 

PyTorch 
torchvision  

Out-of-bounds 
Read 

PyTorch torchvision through 0.28.0 https://github.com/pytorch/vision/commit/4e05dc22f5f050a9528cc0ea09ceca6cdaf8f4e
d  
https://github.com/pytorch/vision/issues/9551  
https://github.com/pytorch/vision/pull/9520  
https://www.vulncheck.com/advisories/pytorch-torchvision-gif-decoder-out-of-bounds-
heap-read 
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CISA/CERT-EU Alerts & Advisories 
Αυτό το κομμάτι περιλαμβάνει ειδοποιήσεις από επίσημες πηγές, κυρίως CISA και CERT-EU, σχετικά με κρίσιμες ευπάθειες ή ενεργές απειλές. Συνήθως 
αφορούν βιομηχανικά ή κρίσιμα συστήματα, αλλά και mainstream λογισμικό. Προσφέρονται σε μορφή σύντομων αναφορών και οδηγούν σε πιο λεπτομε-
ρείς τεχνικές οδηγίες. 

Σύντομη περιγραφή / Τίτλος Αναγνωριστικό ευπάθειας / Ενημερωτικό / Οδηγίες URL 

CISA Adds Four Known Exploited Vulnerabilities to 
Catalog 

▪ CVE-2021-27137 DD-WRT Stack-Based Buffer Overflow Vulnerability 

▪ CVE-2026-0770 Langflow Inclusion of Functionality from Untrusted Control 
Sphere Vulnerability   

▪ CVE-2026-63030 WordPress Core Interpretation Conflict Vulnerability   

▪ CVE-2026-60137 WordPress Core SQL Injection Vulnerability 

https://www.cisa.gov/news-events/alerts/2026/07/21/cisa-
adds-four-known-exploited-vulnerabilities-catalog  

CISA Adds Two Known Exploited Vulnerabilities to 
Catalog 

▪ CVE-2026-16232 Check Point SmartConsole Improper Authentication 
Vulnerability 

▪ CVE-2026-50522 Microsoft SharePoint Deserialization of Untrusted Data 
Vulnerability 

https://www.cisa.gov/news-events/alerts/2026/07/22/cisa-
adds-two-known-exploited-vulnerabilities-catalog  

Russian State-Supported Cyber Actors Conduct 
Phishing Campaign Targeting Users of Zimbra Col-
laboration Suite 

- https://www.cisa.gov/news-events/cybersecurity-adviso-
ries/aa26-204a  

News 
Η ενότητα "News" συνοψίζει τα πιο σημαντικά γεγονότα της εβδομάδας στον τομέα της κυβερνοασφάλειας. Εδώ θα βρείτε επιθέσεις που ξεχώρισαν, νέες 
τεχνικές που εντοπίστηκαν, ή ενέργειες από γνωστές ομάδες hacking. Δίνει την απαραίτητη εικόνα του τι συμβαίνει διεθνώς και πού πρέπει να στραφεί η 
προσοχή. 

Σύντομη περιγραφή / Τίτλος URL 

Microsoft 365 Services Outage Impacted Teams, Copilot, Purview and Other Ser-
vices 

https://cybersecuritynews.com/microsoft-365-services-outage/  

Hackers’ OPSEC Mistake Exposed a Global Espionage Campaign and Its New TriBack 
Malware 

https://cybersecuritynews.com/opsec-mistake-exposed-triback-malware/  

Google’s New “Selfie Video” Identity Verification Feature to Gain Access to Locked 
Accounts 

https://cybersecuritynews.com/google-adds-selfie-video-feature/  

Google Launches CodeMender AI Agent to Find, Validate, and Patch Vulnerabilities https://cybersecuritynews.com/google-launches-codemender-ai-agent/  

Microsoft Defender for Office 365 Adds New Prompt Injection Protection https://cybersecuritynews.com/microsoft-defender-office-365-prompt-protection/  

New Kimi K3 AI Agent Uncovers 0-Day Exploits in Redis Server https://cybersecuritynews.com/redis-server-0-day-exploit/  

CISA Warns Iran-Linked Hackers Exploit Rockwell PLCs to Disrupt U.S. Critical Infra-
structure 

https://cybersecuritynews.com/iran-hackers-exploit-rockwell-plcs/  

Anthropic Launches Claude Security Plugin to Scan Code for Vulnerabilities https://cybersecuritynews.com/anthropic-claude-security-plugin/  

OpenAI’s GPT Agents Exploit Zero-Days and Hacked Hugging Face Servers https://cybersecuritynews.com/openai-zero-days-hugging-face/  
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Breaches / Compromised / Hacked 
Καταγράφονται περιπτώσεις παραβίασης δεδομένων, διαρροών και άλλων σοβαρών περιστατικών ασφαλείας. Περιλαμβάνονται πληροφορίες για το 
ποιοι επηρεάστηκαν, με ποιον τρόπο έγινε η παραβίαση και πού υπάρχουν διαθέσιμες λεπτομέρειες. Είναι μια χρήσιμη εικόνα για να αντιληφθεί κανείς 
τη δυναμική των επιθέσεων σε πραγματικές συνθήκες. 

Σύντομη περιγραφή / Τίτλος URL 

Hackers Allegedly Claim Breach of Decathlon Customer Database With 160 Million 
Records 

https://cybersecuritynews.com/decathlon-alleged-breach/  

Hackers Abuse Notepad++ Plugins to Compromise Your System Silently https://cybersecuritynews.com/hackers-abuse-notepad-plugins/  

Hackers Abuse GitHub Actions to Exploit cPanel and WHM Servers and Steal Cloud 
Credentials 

https://cybersecuritynews.com/hackers-abuse-github-actions-to-exploit-cpanel/  

Russian Intelligence Hijacks IP Cameras to Monitor Weapons Deliveries to Ukraine https://cybersecuritynews.com/russian-intelligence-hijacks-ip-cameras/  

 

Vulnerabilities / Flaws / Zero-day 
Αναφέρονται τεχνικά ελαττώματα ή αδυναμίες που ενδέχεται να αξιοποιηθούν άμεσα από επιτιθέμενους — είτε επειδή είναι zero-day είτε γιατί η διόρ-
θωσή τους καθυστερεί. Περιλαμβάνονται περιπτώσεις όπου δεν απαιτείται αλληλεπίδραση με τον χρήστη ή όπου παρακάμπτονται βασικά μέτρα ασφα-
λείας. Πολύ χρήσιμο για ομάδες που ασχολούνται με threat detection. 

Σύντομη περιγραφή / Τίτλος URL 

Russian Hackers Exploiting Zimbra Zero-Day to Steal 90 Days of Emails https://cybersecuritynews.com/russian-hackers-exploiting-zimbra-zero-day/  

Exim Directory Traversal Vulnerability Enables Privilege Escalation Attacks https://cybersecuritynews.com/exim-directory-traversal-vulnerability/  

Windows 11 and Server 2025 Exposed to High-Severity Brokering File System Vulnera-
bility 

https://cybersecuritynews.com/windows-brokering-file-system-vulnerability/  

Ubuntu snap-confine Race Condition Enables Local Privilege Escalation to Root https://cybersecuritynews.com/ubuntu-snap-confine-race-condition/  

Bluetooth Vulnerability Exposes 2.2 Million Cars to Remote Unlock and Immobilization 
Attacks 

https://cybersecuritynews.com/karr-bluetooth-vulnerability-exposes/  

July 2026 InfraTrust Report Flags 26 Unauthenticated Vulnerabilities and Exploited Son-
icWall Flaws 

https://cybersecuritynews.com/infratrust-flags-26-vulnerabilities/  

CISA Warns of Check Point Authentication Vulnerability Actively Exploited in the Wild https://cybersecuritynews.com/check-point-vulnerability-exploited/  

RefluXFS Linux Kernel Vulnerability Lets Attackers Gain Root Access https://cybersecuritynews.com/refluxfs-linux-kernel-vulnerability/  

Adobe Acrobat Extension Flaw Lets Attackers Steal WhatsApp Chats From 329 Million 
Users 

https://cybersecuritynews.com/acrobat-extension-flaw-whatsapp-chats/  

Public PoC Released for Windows NT OS Kernel Privilege Escalation Vulnerability https://cybersecuritynews.com/poc-windows-nt-os-kernel/  

Critical Meta Vulnerability Exposed Customer Support Emails, Chats, and Uploaded Files https://cybersecuritynews.com/meta-vulnerability-exposed/  

CISA Warns of WordPress Core SQL Injection Vulnerability Actively Exploited in the Wild https://cybersecuritynews.com/cisa-wordpress-core-sql-injection/  
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Critical Zimbra Flaw Lets Attackers Inject Commands Through the SNMP Monitoring Ser-
vice 

https://cybersecuritynews.com/zimbra-snmp-command-injection-vulnerability/  

Anonymous Researcher Dumps 204 0-Day Exploit Files Before Vendors Can Patch Them https://cybersecuritynews.com/researcher-dumps-0-day-exploit-files/ 

Azure DevOps MCP Flaw Lets Hidden PR Comments Hijack AI Agents and Steal Data https://cybersecuritynews.com/azure-devops-mcp-flaw/  

 

 

Patches / Updates / Fixes 
Εδώ θα βρείτε τις πιο πρόσφατες διορθώσεις και ενημερώσεις ασφαλείας από προμηθευτές λογισμικού και hardware. Το περιεχόμενο αφορά συγκεκρι-
μένα bugs ή exploits που έχουν ήδη δημοσιοποιηθεί, μαζί με οδηγίες για το πώς να εφαρμοστούν τα patches. 

Σύντομη περιγραφή / Τίτλος URL 

Next.js Patches Nine Security Flaws Enabling SSRF, Authentication Bypass, and DoS 
Attacks 

https://cybersecuritynews.com/next-js-patches-nine-security-flaws/  

ASUS Patches Critical Router Vulnerability Enabling Remote Command Execution https://cybersecuritynews.com/asus-patches-router-vulnerability/  

Apple Releases Fixes for Hide My Email Flaw that Exposes Users’ Real Email Ad-
dresses 

https://cybersecuritynews.com/apple-released-fixes-for-hide-my-email-flaw/  

SolarWinds Patches 15 Critical Serv-U Flaws That Could Hand Attackers Root Access https://cybersecuritynews.com/solarwinds-patches-serv-u-flaws/  

Oracle Patches 1,400+ Vulnerabilities, Critical Flaws Expose Enterprise Servers to Re-
mote Attacks 

https://cybersecuritynews.com/oracle-patches-1400-vulnerabilities/  

Google Chrome Update Fixes 12 Vulnerabilities That Could Enable Browser Attacks https://cybersecuritynews.com/chrome-update-fixes-12-vulnerabilities/  
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Potential threats / Threat intelligence 
Η συγκεκριμένη ενότητα ασχολείται με νέες απειλές, εξελιγμένα malware και τεχνικές επιθέσεων που έχουν εντοπιστεί σε πραγματικές συν-θήκες. Περι-
λαμβάνονται αναφορές σε εργαλεία που χρησιμοποιούν οι επιτιθέμενοι, αλλά και δείκτες (IoCs) που μπορούν να χρησιμοποιηθούν στην άμυνα. 

Σύντομη περιγραφή / Τίτλος URL 

Microsoft Detects 7.6 Billion Email Phishing Threats as Teams Vishing Attacks In-
creases 10-Fold 

https://cybersecuritynews.com/email-phishing-threats-as-teams-vishing-attacks/  

Claude Cowork Sandbox Escape Flaw Lets AI Agent Read SSH Keys and Cloud Cre-
dentials From Host 

https://cybersecuritynews.com/claude-cowork-sandbox-escape-flaw/  

Malicious RubyGems Turn Developer Machines Into Monero Miners and Spread 
Through SSH 

https://cybersecuritynews.com/malicious-rubygems-developer-machines/  

Chaos Ransomware Turns Your Chrome and Edge Web Browser Into an Invisible 
Malware Command Channel 

https://cybersecuritynews.com/chaos-ransomware-turns-chrome-malware/  

New Dolphin X Malware Steals Credentials From 300+ Apps and Profiles Victims 
With AI 

https://cybersecuritynews.com/new-dolphin-x-malware/  

TrickBot Turns Ordinary DNS Traffic Into a Hidden Channel for Malware Commands https://cybersecuritynews.com/trickbot-dns-traffic-hidden-channel/  

Hackers Let Victims Complete MFA Then Steal the Entire Microsoft 365 Session https://cybersecuritynews.com/hackers-let-victims-complete-mfa/  

Kali365 Phishing Kit Abuses Microsoft Device Codes to Hijack Microsoft 365 Ac-
counts 
 

https://cybersecuritynews.com/kali365-phishing-kit-microsoft-device-codes/  

Royal Ransomware Uses Qbot and Cobalt Strike to Rapidly Compromise Windows 
Domains 

https://cybersecuritynews.com/royal-ransomware-qbot/  

A Single Extra “t” in a NuGet Package Allow Attackers to Manipulate Results https://cybersecuritynews.com/a-single-extra-t-in-a-nuget-package/  

New NULLZEREPTOOL Uses Telegram to Launch 20 DDoS Methods With Rotating 
Proxies 

https://cybersecuritynews.com/nullzereptool-uses-telegram/  

Hackers Abuse Compromised Outlook Accounts to Steal MFA-Protected Microsoft 
365 Sessions 

https://cybersecuritynews.com/hackers-compromised-outlook-accounts/  

Hackers are Actively Exploiting ServiceNow Vulnerability in the Wild https://cybersecuritynews.com/servicenow-vulnerability-exploited/  

 

Guides / Tools 
Παρουσιάζονται τεχνικοί οδηγοί και εργαλεία που μπορούν να βοηθήσουν στην παρακολούθηση, ανάλυση ή ενίσχυση της ασφάλειας συστημάτων. Είτε 
πρόκειται για open source projects είτε για νέες τεχνικές, η ενότητα αυτή λειτουργεί ως πόρος για πρακτικές λύσεις στην καθημερινή δουλειά των επαγ-
γελματιών ασφάλειας. 

Σύντομη περιγραφή / Τίτλος URL 
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[1]. Ο βαθμός επικινδυνότητας είναι σύμφωνα με την κλίμακα Common Vulnerability Scor-
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7.0 και έχει γίνει μια επιλογή συστημάτων/υπηρεσιών ανάλογα με το πόσο διαδεδο-

μένα είναι. 
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Annex – Websites with vendor specific vulnerabilities 
Ο πίνακας περιέχει websites από κατασκευαστές που προσφέρουν πληροφορίες σχετικές με ευπάθειες που εμφανίζονται στα προϊόντα τους.  

Vendor name / 
Platform 

URL 

Wordpress 
Wordfence Intelligence Vulnerability Database API           https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/ 
Scan your WordPress website,                                               https://wpscan.com/scan/    

Oracle Critical Patch Updates, Security Alerts and Bulletins, https://www.oracle.com/security-alerts/  

Fortinet Fortinet products,                                                                          https://www.fortiguard.com/psirt  

IBM 
Security bulletins,                                                                          https://cloud.ibm.com/status/security  
Research, Collaborate and Act on threat intelligence, https://exchange.xforce.ibmcloud.com/  

MS Windows The Microsoft Security Response Center (MSRC),              https://msrc.microsoft.com/update-guide/ 

SAP SAP Security Notes,                                                  https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html  

Dell Security Advisories, Notices and Resources,                   https://www.dell.com/support/security/en-us  

HPE 
HPE Security Bulletin Library,                                                   https://support.hpe.com/connect/s/securitybulletinlibrary  
Security Bulletins,                                                                          https://support.hp.com/us-en/security-bulletins   

Cisco Cisco Security Advisories,                                                          https://sec.cloudapps.cisco.com/security/center/publicationListing.x  

Palo Alto Palo Alto Networks Security Advisories,                              https://security.paloaltonetworks.com/  

Ivanti Security Advisory,                                                                           https://www.ivanti.com/blog/topics/security-advisory  

Mozilla Mozilla Foundation Security Advisories,                              https://www.mozilla.org/en-US/security/advisories/  

Android Android Security Bulletins,                                                         https://source.android.com/docs/security/bulletin/asb-overview  

Zyxel Security Advisories,                                                                       https://www.zyxel.com/global/en/support/security-advisories  

D-Link Global Security Advisories, Responses, and Notices,  https://supportannouncement.us.dlink.com/  

Adobe Security Bulletins and Advisories,                                          https://helpx.adobe.com/security/security-bulletin.html  

Siemens Siemens ProductCERT and Siemens CERT,                       https://www.siemens.com/global/en/products/services/cert.html  

Splunk Splunk Security Advisories,                                                       https://advisory.splunk.com/  
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