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Common Vulnerabilities and Exposures (CVEs) 
Η ενότητα αυτή εστιάζει σε ευπάθειες που έχουν καταχωρηθεί πρόσφατα και αξιολογούνται ως σοβαρές, με βάση τη βαθμολογία CVSS. Παρουσιάζονται 
με σαφήνεια τα συστήματα ή εφαρμογές που επηρεάζονται, ο τύπος της ευπάθειας (όπως SQL injection ή command injection) και σχετικοί σύνδεσμοι για 
περαιτέρω πληροφόρηση ή μέτρα αντιμετώπισης. 

 

URL ευπάθειας (NIST NVD) 
CVS
Sv3 

Προϊόν/Υπη-
ρεσία 

Τύπος Ευπάθειας 
Συσκευές/Εκδόσεις που επηρεάζο-
νται 

URL προϊόντος/υπηρεσίας URL οδηγιών αντιμετώπισης 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
16117  

10,0 

Impact: 
@fastify/h
ttp-proxy  

Improper 
Input 
Validation 

Impact: @fastify/http-proxy 
versions up to and including 
11.5.0  

https://cna.openjsf.org/security-advisories.html 
https://github.com/fastify/fastify-http-proxy/security/adviso-
ries/GHSA-mx7v-qhg9-2mvv 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
51027  

9,9 

FileThingi
e 

Exposure of 
Sensitive In-
formation to 
an Unauthor-
ized Actor FileThingie v.2.5.7 

https://github.com/SpeWnz/Vulnerability-
Research/tree/main/CVE-2026-51027  
https://github.com/leefish/filethingie 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
54051  

9,9 

Network-
AI 

Improper 
Neutralization 
of Special Ele-
ments used in 
an OS Com-
mand ('OS 
Command In-
jection') 

Network-AI Prior to version 
5.9.1 

https://github.com/Jovancoding/Network-AI/com-
mit/379f77656b578144e03415c5b134d8309a4b5792  
https://github.com/Jovancoding/Network-AI/security/adviso-
ries/GHSA-qw6v-5fcf-5666 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
16235  

9,8 
Crypt::Pa
ssword 
for Perl 

Use of Crypto-
graphically 
Weak Pseudo-
Random Num-
ber Generator 
(PRNG) 

Crypt::Password versions 
through 0.28 for Perl 

http://www.openwall.com/lists/oss-security/2026/07/20/3  
https://metacpan.org/release/DRSTEVE/Crypt-Password-
0.28/source/lib/Crypt/Password.pm#L306-309 
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https://nvd.nist.gov/vu
ln/detail/CVE-2026-
35048  

9,8  Piwigo 
installer 

Improper 
Input 
Validation 

 Piwigo installer in versions 
16.3.0 and earlier 

https://github.com/Piwigo/Piwigo/security/advisories/GHSA-
gphq-34pv-gvf3 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
41252   

9,8 

xrdp 

Heap-based 
Buffer 
Overflow xrdp Versions 0.10.6 

https://github.com/neutrinolabs/xrdp/releases/tag/v0.10.6.1 
https://github.com/neutrinolabs/xrdp/security/advisories/GHSA-
w5vg-6qmv-j63j 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
63766  

9,8 

GPT-
SoVITS  

Improper 
Neutralization 
of Special Ele-
ments used in 
an OS Com-
mand ('OS 
Command In-
jection') 

GPT-SoVITS through 
20250606v2pro 

https://github.com/RVC-Boss/GPT-SoVITS/issues/2793  
https://www.vulncheck.com/advisories/gpt-sovits-
20250606v2pro-os-command-injection-via-webui-py 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
63767  

9,8 

ktransfor
mers 

Deserializatio
n of Untrusted 
Data ktransformers through 0.6.3 

https://github.com/kvcache-
ai/ktransformers/commit/def0f9313d6e063b5c5ccdfa1f6707f7a
40dfdca 
https://github.com/kvcache-ai/ktransformers/issues/2087  
https://github.com/kvcache-ai/ktransformers/pull/2091  
https://www.vulncheck.com/advisories/ktransformers-
unauthenticated-pickle-deserialization-rce-via-zmq 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
64142  

9,8 

Linux 
kernel  ksmbd: close 

https://git.kernel.org/stable/c/1f8f3246d55f89350a1a67bdf3744
b7241048e4e  
https://git.kernel.org/stable/c/3a436932eb397e909d0607d76a8
325abd9d85a35  
https://git.kernel.org/stable/c/5da69a65b282d2276de22e5194b
a0f88c836170c  
https://git.kernel.org/stable/c/95f072ef934ca00711d510676b87
92cbf59a5aae  
https://git.kernel.org/stable/c/bf736184d063da1a552ffeff04818
13599a182cc 
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https://nvd.nist.gov/vu
ln/detail/CVE-2026-
64620  

9,8 

FreeRDP 

Heap-based 
Buffer 
Overflow 

FreeRDP before 3.28.0 
(affected <=3.27.1) 

https://github.com/FreeRDP/FreeRDP/commit/1f7a716d39b560
5bb8a83b0c3c97a6ce386609ef  
https://github.com/FreeRDP/FreeRDP/security/advisories/GHSA-
pjqx-v446-x7fc  
https://www.vulncheck.com/advisories/freerdp-before-heap-
buffer-overflow-via-crypto-rsa-common 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
64625  

9,8 

Avideo 

Improper 
Neutralization 
of Special Ele-
ments used in 
an OS Com-
mand ('OS 
Command In-
jection') AVideo before 29.0 

https://github.com/WWBN/AVideo/security/advisories/GHSA-
rc5x-vh5v-473f 
https://www.vulncheck.com/advisories/avideo-before-os-
command-injection-via-execasync 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
16242  

9,4 
 Konnecti
vity proxy-
server  

Missing Au-
thentication 
for Critical 
Function  Konnectivity proxy-server  

https://access.redhat.com/security/cve/CVE-2026-16242 
https://bugzilla.redhat.com/show_bug.cgi?id=2502690  
https://github.com/openshift/hypershift/pull/9031 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
53595  

9,4 

FreeScout 

Improper 
Handling of 
Case Sensitiv-
ity 

FreeScout Prior to version 
1.8.224,  

https://github.com/freescout-help-
desk/freescout/security/advisories/GHSA-jqj5-r72v-v29g 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
39878  

9,3 

Chamilo 
LMS 

Improper 
Neutralization 
of Input Dur-
ing Web Page 
Generation 
('Cross-site 
Scripting') 

Chamilo LMS versions 
1.11.38 and earlier  

https://github.com/chamilo/chamilo-lms/security/adviso-
ries/GHSA-gcjp-f7jm-rrrg 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
63939  

9,3 
Linux 
kernel  KVM: SEV: Compute 

https://git.kernel.org/stable/c/5867d7e202e09f037cefe77f7af44
13c7c0fa088  
https://git.kernel.org/stable/c/6644565527c4c5f507088b1c9ddf
72de47790b68  

https://nvd.nist.gov/vuln/detail/CVE-2026-64620
https://nvd.nist.gov/vuln/detail/CVE-2026-64620
https://nvd.nist.gov/vuln/detail/CVE-2026-64620
https://nvd.nist.gov/vuln/detail/CVE-2026-64625
https://nvd.nist.gov/vuln/detail/CVE-2026-64625
https://nvd.nist.gov/vuln/detail/CVE-2026-64625
https://nvd.nist.gov/vuln/detail/CVE-2026-16242
https://nvd.nist.gov/vuln/detail/CVE-2026-16242
https://nvd.nist.gov/vuln/detail/CVE-2026-16242
https://nvd.nist.gov/vuln/detail/CVE-2026-53595
https://nvd.nist.gov/vuln/detail/CVE-2026-53595
https://nvd.nist.gov/vuln/detail/CVE-2026-53595
https://github.com/freescout-help-desk/freescout/security/advisories/GHSA-jqj5-r72v-v29g
https://github.com/freescout-help-desk/freescout/security/advisories/GHSA-jqj5-r72v-v29g
https://nvd.nist.gov/vuln/detail/CVE-2026-39878
https://nvd.nist.gov/vuln/detail/CVE-2026-39878
https://nvd.nist.gov/vuln/detail/CVE-2026-39878
https://github.com/chamilo/chamilo-lms/security/advisories/GHSA-gcjp-f7jm-rrrg
https://github.com/chamilo/chamilo-lms/security/advisories/GHSA-gcjp-f7jm-rrrg
https://nvd.nist.gov/vuln/detail/CVE-2026-63939
https://nvd.nist.gov/vuln/detail/CVE-2026-63939
https://nvd.nist.gov/vuln/detail/CVE-2026-63939


https://git.kernel.org/stable/c/6ca9400d36005ffdca25f80186bea
781c7e1dc4c  
https://git.kernel.org/stable/c/9f0a9e780f02c02d025a190f1885e
1d1d73b87bd 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
44231  

9,1 

RT 

Exposure of 
Sensitive In-
formation to 
an Unauthor-
ized Actor 

RT Versions prior to 5.0.10, 
6.0.0 and above, prior to 
6.0.3  

https://github.com/bestpractical/rt/releases/tag/rt-6.0.3 
https://github.com/bestpractical/rt/security/advisories/GHSA-
7rx2-x357-wv74 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
11826  

8,8 

OpenPLC
_v3 

Heap-based 
Buffer 
Overflow OpenPLC_v3 

https://gist.github.com/Shukhrat-
03/5cf1825b72e485ef98a32958dfbc611a#security-vulnerability-
report  
https://github.com/thiagoralves/OpenPLC_v3  
https://github.com/thiagoralves/OpenPLC_v3/commit/b4702061
dc14d1024856f71b4543298d77007b88  
https://www.vulncheck.com/advisories/openplc-v3-heap-based-
buffer-overflow-in-modbus-master-getdata 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
53593  

8,8 

FreeScout  

Unrestricted 
Upload of File 
with Danger-
ous Type 

FreeScout Prior to version 
1.8.224 

https://github.com/freescout-help-
desk/freescout/security/advisories/GHSA-27vp-fpg8-j8wv 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
63757  

8,8 

SurrealDB 

Missing Au-
thentication 
for Critical 
Function 

SurrealDB versions before 
3.1.0 

https://github.com/surrealdb/surrealdb/security/advisories/GHS
A-5qfp-32cf-69jh 
https://www.vulncheck.com/advisories/surrealdb-before-
session-hijacking-via-rpc-sessions 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
64115  

8,8 

Linux 
kernel  vsock/vmci: fix UAF  

https://git.kernel.org/stable/c/1dd531e28f61edd286edc486ab06
8f135b5ae1eb  
https://git.kernel.org/stable/c/1e19f08552b90070ed18bafb1763
c78297823af6  
https://git.kernel.org/stable/c/440447699c681e26ed58e9c309c
ad718270a18b4  
https://git.kernel.org/stable/c/47e63077605c6c2aa45b3df9847a
8cdc1f1f6ef9  

https://nvd.nist.gov/vuln/detail/CVE-2026-44231
https://nvd.nist.gov/vuln/detail/CVE-2026-44231
https://nvd.nist.gov/vuln/detail/CVE-2026-44231
https://nvd.nist.gov/vuln/detail/CVE-2026-11826
https://nvd.nist.gov/vuln/detail/CVE-2026-11826
https://nvd.nist.gov/vuln/detail/CVE-2026-11826
https://nvd.nist.gov/vuln/detail/CVE-2026-53593
https://nvd.nist.gov/vuln/detail/CVE-2026-53593
https://nvd.nist.gov/vuln/detail/CVE-2026-53593
https://github.com/freescout-help-desk/freescout/security/advisories/GHSA-27vp-fpg8-j8wv
https://github.com/freescout-help-desk/freescout/security/advisories/GHSA-27vp-fpg8-j8wv
https://nvd.nist.gov/vuln/detail/CVE-2026-63757
https://nvd.nist.gov/vuln/detail/CVE-2026-63757
https://nvd.nist.gov/vuln/detail/CVE-2026-63757
https://nvd.nist.gov/vuln/detail/CVE-2026-64115
https://nvd.nist.gov/vuln/detail/CVE-2026-64115
https://nvd.nist.gov/vuln/detail/CVE-2026-64115


https://git.kernel.org/stable/c/99e22ddf4edb63dc8382bc028af9
28056d3450cf  
https://git.kernel.org/stable/c/9fe74e42914c851d68069713b7b9
17a9c33faf26  
https://git.kernel.org/stable/c/cc27e989a5dfdfcfc1cca7c3be27a
0c7532b46cb  
https://git.kernel.org/stable/c/ecda37f8faab3220da199335e425
64cb7a9ad145 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
64104  

8,7 

Linux 
kernel  virt: sev-guest: Explicitly 

https://git.kernel.org/stable/c/3d0cd0065deeb054b4b29236432
e851806b7cc81  
https://git.kernel.org/stable/c/bee400ad4f4259c9c0758e4f1960
a1eed6f6f9f0  
https://git.kernel.org/stable/c/fd948c3f96b18ff9ba7d3e8eae13d
196593e1aaf 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
63429  

8,6 

HeyForm 

Missing Au-
thentication 
for Critical 
Function 

HeyForm Prior to version 
3.0.0-rc.9, 

https://github.com/heyform/heyform/com-
mit/092e255e9e02565de1b3c057f3dad849160952d2 
https://github.com/heyform/heyform/security/advisories/GHSA-
432x-54v2-p7p7 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
64623  

8,6 
Network-
AI 

Improper Veri-
fication of 
Cryptographic 
Signature Network-AI before 5.13.4 

https://github.com/Jovancoding/Network-
AI/security/advisories/GHSA-3jf7-33vc-hgf4 
https://www.vulncheck.com/advisories/network-ai-before-
cryptographic-signature-verification-bypass 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
13577  

8,2 

Dancer2 
for Perl  

Use of Crypto-
graphically 
Weak Pseudo-
Random Num-
ber Generator 
(PRNG) 

Dancer2 versions through 
2.1.0 for Perl  

https://github.com/Perl-
Dancer/Dancer2/blob/v2.1.0/lib/Dancer2/Core/Role/SessionFac-
tory.pm#L142  
https://www.cve.org/CVERecord?id=CVE-2026-5080 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
46415  

8,2 

Caddy 
Defender 

Improper 
Access 
Control Caddy Defender 

https://caddyserver.com/docs/caddyfile/matchers#client-ip  
https://caddyserver.com/docs/caddyfile/options#trusted-proxies  
https://github.com/JasonLovesDoggo/caddy-defender/pull/139  
https://github.com/JasonLovesDoggo/caddy-
defender/security/advisories/GHSA-3h23-rrpc-3p87 
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https://nvd.nist.gov/vu
ln/detail/CVE-2026-
47255  

8,2 

AgenticM
ail 

Improper 
Input 
Validation 

AgenticMail  @agentic-
mail/api prior to version 
0.9.32 and @agentic-
mail/core prior to version 
0.9.10 

https://github.com/agenticmail/agentic-
mail/blob/7b9b05d973676e9f3d097c08b8e649f59bfc15d0/CHA
NGELOG.md?plain=1#L1842  
https://github.com/agenticmail/agentic-
mail/blob/7b9b05d973676e9f3d097c08b8e649f59bfc15d0/pack
ages/core/src/mail/sender.ts#L33  
https://github.com/agenticmail/agenticmail/com-
mit/1408de543fa3577d8c2d4fdb289c75fe6faafac7  
https://github.com/agenticmail/agenticmail/com-
mit/234b811e426a0743170f3b10bc43419d64330155  
https://github.com/agenticmail/agenticmail/com-
mit/6c70c8254c906f823392d7f5ccee88a5481e7731  
https://github.com/agenticmail/agenticmail/com-
mit/8cb053f2307dd77b7736ffa0d7df04b0ccc3272d  
https://github.com/agenticmail/agenticmail/security/adviso-
ries/GHSA-wjjv-3mj2-39hf 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
63867  

8,2 

Linux 
kernel  mptcp: close TOCTOU 

https://git.kernel.org/stable/c/301a33fd590c408a05c5df800e0c
c1e6a8a2f8f8  
https://git.kernel.org/stable/c/3b8cbba7c0ed31189c89f90be247
b8973ffa79ef  
https://git.kernel.org/stable/c/68364963e5baf03f16b442029229
1f75c8f66497 
https://git.kernel.org/stable/c/8ab24fdebc369c0dfb90f82c1650b
1e66662bb45 
https://git.kernel.org/stable/c/8f4f0a157e8436a05bf8c3670b24d
bc258911c43 
https://git.kernel.org/stable/c/907ac6b1658e0277f979fcdfae2a7
53b495c1510  
https://git.kernel.org/stable/c/c4f4cf60797974873dbc8e100144
682a6f2f861f 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
47129  

8,1 

NextCRM  
Missing 
Authorization NextCRM prior to 0.12.0 

https://github.com/pdovhomilja/nextcrm-
app/releases/tag/v0.12.0  
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https://github.com/pdovhomilja/nextcrm-
app/security/advisories/GHSA-gm7p-f88p-vhfr 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
9323  

8,1 

urwid web 
display 
backend  

Use of Crypto-
graphically 
Weak Pseudo-
Random Num-
ber Generator 
(PRNG) 

Python's Mersenne Twister 
PRNG 

https://github.com/urwid/urwid 
https://github.com/urwid/urwid/commit/24acd12f0d0598036d0
d577f2ee63e4a27b4a3d9 
https://github.com/urwid/urwid/issues/1127 
https://github.com/urwid/urwid/pull/1128 
https://github.com/urwid/urwid/security/advisories/GHSA-rjwp-
g85x-gmjv 
https://www.vulncheck.com/advisories/insecure-prng-and-
information-exposure-in-urwid-web-display-backend 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
46555  

7,7 
WhatsAp
p MCP 
Server 

Improper Lim-
itation of a 
Pathname to a 
Restricted Di-
rectory ('Path 
Traversal') 

WhatsApp MCP Server Prior 
to version 0.2.1 

https://github.com/verygoodplugins/whatsapp-
mcp/blob/main/SECURITY.md  
https://github.com/verygoodplugins/whatsapp-mcp/re-
leases/tag/v0.2.1  
https://github.com/verygoodplugins/whatsapp-mcp/security/ad-
visories/GHSA-7jj9-4qqq-4xc4 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
63107  

7,7 LimeSurv
ey 

Server-Side 
Request For-
gery (SSRF) 

LimeSurvey through 6.17.10 
and 7.0.4  

https://github.com/geo-chen/oss/blob/main/limesurvey.md  
https://www.vulncheck.com/advisories/limesurvey-ssrf-via-rest-
api-survey-template-host-header 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
55544  

7,6 

NextCRM 

Improper 
Access 
Control NextCRM version 0.12.1 

https://github.com/pdovhomilja/nextcrm-
app/security/advisories/GHSA-c9vg-c532-ppqx 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
16221  

7,5 

Impact 
Interpretation 
Conflict 

Impact: fast-uri versions 
from 2.3.1 through 4.1.0 

https://cna.openjsf.org/security-advisories.html  
https://github.com/fastify/fast-uri/security/advisories/GHSA-
v2hh-gcrm-f6hx 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
42566  

7,5 
Meshtasti
c 

Improper 
Input 
Validation 

Meshtastic Prior to version 
2.7.23.b246bcd 

https://github.com/meshtastic/firmware/com-
mit/2cc13a1132d94b66a9505e7f07ee2d3e83bd0c95 
https://github.com/meshtastic/firmware/security/adviso-
ries/GHSA-7ph5-2mjv-69h8 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
45713  

7,5 

Mailpit 

Uncontrolled 
Resource 
Consumption 

Mailpit Prior to version 
1.30.0 

https://github.com/axllent/mailpit/releases/tag/v1.30.0  
https://github.com/axllent/mailpit/security/advisories/GHSA-
fpxj-m5q8-fphw 
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https://nvd.nist.gov/vu
ln/detail/CVE-2026-
63770  

7,5 

Glance 

Use of Less 
Trusted 
Source Glance through 0.8.5  

https://github.com/glanceapp/glance/issues/1031  
https://github.com/glanceapp/glance/pull/1033  
https://www.vulncheck.com/advisories/glance-ip-spoofing-
authentication-brute-force-protection-bypass 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
64619  

7,5 

FileCode
Box 

Use of Less 
Trusted 
Source FileCodeBox before 2.4  

https://github.com/vastsa/FileCodeBox/commit/1b6d8e7277d3c
fa34dc7a85803731d927b2147da 
https://github.com/vastsa/FileCodeBox/issues/479  
https://github.com/vastsa/FileCodeBox/releases/tag/V2.4  
https://www.vulncheck.com/advisories/filecodebox-anti-
bruteforce-rate-limit-bypass-via-spoofed-headers 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
6656  

7,5 
Crypt::Pa
ssword 
for Perl 

Observable 
Timing 
Discrepancy 

Crypt::Password versions 
through 0.28 for Perl 

http://www.openwall.com/lists/oss-security/2026/07/20/4 
https://metacpan.org/release/DRSTEVE/Crypt-Password-
0.28/source/lib/Crypt/Password.pm#L190-193 
https://rt.cpan.org/Ticket/Display.html?id=180162 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
12080  

7,3 

QEMU 
Guest 
Agent 
(qga) 

UNIX Sym-
bolic Link 
(Symlink) Fol-
lowing QEMU Guest Agent (qga) 

https://access.redhat.com/security/cve/CVE-2026-12080 
https://bugzilla.redhat.com/show_bug.cgi?id=2499603  
https://gitlab.com/qemu-project/qemu/-/work_items/3929 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
16209  

7,3 

Gerapy 

Improper 
Authenticatio
n Gerapy up to 0.9.13 

https://github.com/Gerapy/Gerapy/ 
https://github.com/Gerapy/Gerapy/commit/bd4891c60315f1761
1a3b7a651ffe0fba7cfe71e 
https://github.com/Gerapy/Gerapy/issues/317  
https://github.com/Gerapy/Gerapy/pull/319  
https://vuldb.com/cve/CVE-2026-16209  
https://vuldb.com/submit/857926 
https://vuldb.com/vuln/380025  
https://vuldb.com/vuln/380025/cti 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
16210  

7,3 
newpanji
ng 
simpleui 

Improper 
Authenticatio
n 

newpanjing simpleui 
2026.01.13 

https://github.com/newpanjing/simpleui/ 
https://github.com/newpanjing/simpleui/issues/537 
https://vuldb.com/cve/CVE-2026-16210  
https://vuldb.com/submit/857929  
https://vuldb.com/vuln/380026  
https://vuldb.com/vuln/380026/cti 
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https://nvd.nist.gov/vu
ln/detail/CVE-2026-
64126  

7,3 

Linux 
kernel  Bluetooth: MGMT: validate 

https://git.kernel.org/stable/c/0bc1a5a69f541859293d79db72bd
7854ac48df51  
https://git.kernel.org/stable/c/0d5104390b445e7bd664ad58383
7e4c04d892c9d  
https://git.kernel.org/stable/c/14b01b9cba04e6ce82825f68fc4c
4322fa4ffa43  
https://git.kernel.org/stable/c/a143ce77a5292f2c9285137433d8
79ce71d190a7  
https://git.kernel.org/stable/c/a6c75a3fad226ccbd8ef9110dee8
7c92c299f2ab  
https://git.kernel.org/stable/c/d3f7d17960ed50df3a6709c5158c
aff989c8c905  
https://git.kernel.org/stable/c/f1febe93ef075314615f970a87681
d9ab86691d1 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
64621  

7,3 

FreeRDP Double Free 
FreeRDP before 3.28.0 (af-
fected 3.x through 3.27.1)  

https://github.com/FreeRDP/FreeRDP/com-
mit/1f7a716d39b5605bb8a83b0c3c97a6ce386609ef 
https://github.com/FreeRDP/FreeRDP/security/advisories/GHSA-
f27x-frr8-j9hc  
https://www.vulncheck.com/advisories/freerdp-before-double-
free-via-selectedmonitors 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
6952  

7,2 
Zyxel 
AX7501-
B1 
firmware 

Improper 
Neutralization 
of Special Ele-
ments used in 
an OS Com-
mand ('OS 
Command In-
jection') 

Zyxel AX7501-B1 firmware 
versions 
through 5.17(ABPC.7.2)C0 

https://www.zyxel.com/global/en/support/security-adviso-
ries/zyxel-security-advisory-for-post-authentication-command-
injection-vulnerability-in-certain-dsl-ethernet-cpe-fiber-onts-and-
wireless-extenders-07-21-2026 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
3183  

7,1 

Zohocorp 
ManageE
ngine 
ADSelfSer
vice Plus  

Authenticatio
n Bypass by 
Spoofing 

Zohocorp ManageEngine 
ADSelfService Plus versions 
before 6524 

https://www.manageengine.com/products/self-service-pass-
word/advisory/CVE-2026-3183.html 
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https://nvd.nist.gov/vu
ln/detail/CVE-2026-
47870  

7,1 

VMware 
Avi Load 
Balancer 

Improper 
Privilege 
Management 

VMware Avi Load Balancer  
Affected versions: 32.1.1 
(fixed in 32.1.2) 31.1.1 
through 31.2.2 (fixed in 
31.2.2-2p3) 30.1.1 through 
30.2.6 (fixed in 30.2.7) 
22.1.1 through 22.1.7 (fixed 
in 30.2.7) 

https://support.broadcom.com/web/ecx/support-content-notifi-
cation/-/external/content/SecurityAdvisories/0/37926  

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
56623  

7,1 
 Apache 
MINA 
SSHD 

Improper Lim-
itation of a 
Pathname to a 
Restricted Di-
rectory ('Path 
Traversal') 

 Apache MINA SSHD Up-
grade affected applications 
to 3.0.0-M5 

https://lists.apache.org/thread/bhw26snzgvk0mtqqp5dcyjvczp4k
cqky 

https://nvd.nist.gov/vu
ln/detail/CVE-2026-
63771  

7,1 

Adminer 

Improper 
Neutralization 
of CRLF Se-
quences in 
HTTP Headers 
('HTTP Re-
quest/Re-
sponse Split-
ting') Adminer before 5.4.3 

https://github.com/vrana/adminer/issues/1298 
https://github.com/vrana/adminer/releases#release-v5.4.3  
https://github.com/vrana/adminer/security/advisories/GHSA-
c533-9qwm-8w5h  
https://www.vulncheck.com/advisories/adminer-cookie-
injection-via-x-forwarded-prefix-header 
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CISA/CERT-EU Alerts & Advisories 
Αυτό το κομμάτι περιλαμβάνει ειδοποιήσεις από επίσημες πηγές, κυρίως CISA και CERT-EU, σχετικά με κρίσιμες ευπάθειες ή ενεργές απειλές. Συνήθως 
αφορούν βιομηχανικά ή κρίσιμα συστήματα, αλλά και mainstream λογισμικό. Προσφέρονται σε μορφή σύντομων αναφορών και οδηγούν σε πιο λεπτομε-
ρείς τεχνικές οδηγίες. 

Σύντομη περιγραφή / Τίτλος Αναγνωριστικό ευπάθειας / Ενημερωτικό / Οδηγίες URL 

   

 

 

News 
Η ενότητα "News" συνοψίζει τα πιο σημαντικά γεγονότα της εβδομάδας στον τομέα της κυβερνοασφάλειας. Εδώ θα βρείτε επιθέσεις που ξεχώρισαν, νέες 
τεχνικές που εντοπίστηκαν, ή ενέργειες από γνωστές ομάδες hacking. Δίνει την απαραίτητη εικόνα του τι συμβαίνει διεθνώς και πού πρέπει να στραφεί η 
προσοχή. 

Σύντομη περιγραφή / Τίτλος URL 

Microsoft to End OneDrive Sync App Updates for Windows 10 https://cybersecuritynews.com/windows-10-onedrive-updates-ends/  

Researchers Claim LG Monitors are Silently Installing Adware on Windows Using 
App 

https://cybersecuritynews.com/lg-monitor-app-installs-adware/  

Threat Actors Allegedly Listed Starbucks Data on Hacker Forums https://cybersecuritynews.com/alleged-starbucks-data-breach/  

GoldenEyeDog Hackers Group Behind DigiCert Breach that Hijacks Code-Signing Cer-
tificates 

https://cybersecuritynews.com/goldeneyedog-behind-digicert-breach/  

U.S. Prosecutors Charge Russian Trio in Cybercrimes Causing More Than $62 Million 
in Losses 

https://cybersecuritynews.com/russian-trio-in-cybercrimes/  

Weekly Cyber Security Newsletter Bulletin – EY Breach, Wpzshell Exploit, Notepad++ 
Flaws +20 Stories 

https://cybersecuritynews.com/weekly-cyber-security-newsletter-bulletin/  

NadMesh Uses Shodan to Find and Hijack Exposed AI and MCP Infrastructure https://cybersecuritynews.com/nadmesh-uses-shodan/  

Hugging Face Confirms AI-Driven Breach: Attackers used Autonomous Agents, de-
fenders countered with AI 

https://cybersecuritynews.com/hugging-face-confirms-ai-driven-breach/  
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Breaches / Compromised / Hacked 
Καταγράφονται περιπτώσεις παραβίασης δεδομένων, διαρροών και άλλων σοβαρών περιστατικών ασφαλείας. Περιλαμβάνονται πληροφορίες για το 
ποιοι επηρεάστηκαν, με ποιον τρόπο έγινε η παραβίαση και πού υπάρχουν διαθέσιμες λεπτομέρειες. Είναι μια χρήσιμη εικόνα για να αντιληφθεί κανείς 
τη δυναμική των επιθέσεων σε πραγματικές συνθήκες. 

Σύντομη περιγραφή / Τίτλος URL 

Paidwork Data Breach Exposes 23 Million Users’ Banking and Personal Data https://cybersecuritynews.com/paidwork-data-breach/  

Citrix Secure Access and Endpoint Client for Windows Vulnerability Enables Privilege 
Escalation 

https://cybersecuritynews.com/citrix-secure-access-and-endpoint-vulnerability/  

 

Vulnerabilities / Flaws / Zero-day 
Αναφέρονται τεχνικά ελαττώματα ή αδυναμίες που ενδέχεται να αξιοποιηθούν άμεσα από επιτιθέμενους — είτε επειδή είναι zero-day είτε γιατί η διόρ-
θωσή τους καθυστερεί. Περιλαμβάνονται περιπτώσεις όπου δεν απαιτείται αλληλεπίδραση με τον χρήστη ή όπου παρακάμπτονται βασικά μέτρα ασφα-
λείας. Πολύ χρήσιμο για ομάδες που ασχολούνται με threat detection. 

Σύντομη περιγραφή / Τίτλος URL 

New 7-Zip Vulnerability Could Let Crafted XZ Archives Run Code During Extraction https://thehackernews.com/2026/07/new-7-zip-vulnerability-could-let.html?m=1  

Critical Gitea Vulnerability Enables Private Repository Writes and Actions Workflow 
Triggers 

https://cybersecuritynews.com/gitea-vulnerability/  

Hackers Exploiting Palo Alto’s PAN-OS Vulnerability to Deploy Qilin Ransomware https://cybersecuritynews.com/cve-2026-0257-qilin-ransomware/  

Hackers Are Turning Microsoft 365 Calendar Invites Into Secret Malware Command 
Channels 

https://cybersecuritynews.com/microsoft-365-calendar-invites-into-malware/  

Windows Bind Link Abuse Lets Attackers Blind EDR and Bypass AMSI, AppLocker, and 
Sysmon 

https://cybersecuritynews.com/windows-bind-link-abuse-lets/  

Critical wp2shell RCE Vulnerability – Complete Coverage Including PoC and Active Ex-
ploitation Details 

https://cybersecuritynews.com/critical-wp2shell-rce-vulnerability/  

GPT-5.6 Sol Ultra Found Wp2shell RCE Flaw That Could Be Worth $500,000 for About 
$25 

https://cybersecuritynews.com/gpt-5-6-sol-ultra-found-wordpress-rce/  

Kimai Docker Flaw Lets Unauthenticated Attackers Forge Cookies and Take Over Ac-
counts 

https://cybersecuritynews.com/kimai-docker-flaw/  

Microsoft SharePoint Vulnerabilities Actively Exploited for RCE, Web Shells, and IIS Key 
Theft 

https://cybersecuritynews.com/microsoft-sharepoint-vulnerabilities/  

Public PoC released for Critical ServiceNow Sandbox RCE Vulnerability https://cybersecuritynews.com/poc-for-servicenow-sandbox-rce-vulnerability/  

15-Year-Old NGINX Vulnerability Lets Attackers Crash Workers and Achieve Remote 
Code Execution 

https://cybersecuritynews.com/15-year-old-nginx-vulnerability/  

New Spirals Ransomware Uses IIS Web Shell and PsExec to Encrypt IT Firm in Under 24 
Hours 

https://cybersecuritynews.com/new-spirals-ransomware/  
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https://cybersecuritynews.com/microsoft-365-calendar-invites-into-malware/
https://cybersecuritynews.com/windows-bind-link-abuse-lets/
https://cybersecuritynews.com/critical-wp2shell-rce-vulnerability/
https://cybersecuritynews.com/gpt-5-6-sol-ultra-found-wordpress-rce/
https://cybersecuritynews.com/kimai-docker-flaw/
https://cybersecuritynews.com/microsoft-sharepoint-vulnerabilities/
https://cybersecuritynews.com/poc-for-servicenow-sandbox-rce-vulnerability/
https://cybersecuritynews.com/15-year-old-nginx-vulnerability/
https://cybersecuritynews.com/new-spirals-ransomware/


 
 

Patches / Updates / Fixes 
Εδώ θα βρείτε τις πιο πρόσφατες διορθώσεις και ενημερώσεις ασφαλείας από προμηθευτές λογισμικού και hardware. Το περιεχόμενο αφορά συγκεκρι-
μένα bugs ή exploits που έχουν ήδη δημοσιοποιηθεί, μαζί με οδηγίες για το πώς να εφαρμοστούν τα patches. 

Σύντομη περιγραφή / Τίτλος URL 

Linux Patches 400+ Kernel Vulnerabilities in 24 Hours With AI-Powered Detection https://cybersecuritynews.com/linux-patches-400-kernel-vulnerabilities/  

Microsoft Releases KB5121767 Out-of-Band Update to Fix Dell USB-C Compatibility 
Bug 

https://cybersecuritynews.com/microsoft-kb5121767-out-of-band-update/  

New wp2shell RCE Vulnerability Hits Millions of WordPress Sites, Emergency Patch 
Released 

https://cybersecuritynews.com/wp2shell-rce-vulnerability/  

 

Potential threats / Threat intelligence 
Η συγκεκριμένη ενότητα ασχολείται με νέες απειλές, εξελιγμένα malware και τεχνικές επιθέσεων που έχουν εντοπιστεί σε πραγματικές συν-θήκες. Περι-
λαμβάνονται αναφορές σε εργαλεία που χρησιμοποιούν οι επιτιθέμενοι, αλλά και δείκτες (IoCs) που μπορούν να χρησιμοποιηθούν στην άμυνα. 

Σύντομη περιγραφή / Τίτλος URL 

One Security Alert Exposed a GenAI-Powered Malware Factory Containing More 
Than 1,000 Attack Files 

https://cybersecuritynews.com/one-security-alert-exposed-a-genai-powered-malware-factory/  

Hackers Could Turn AI Training Jobs Into Weapons Against the Power Grid https://cybersecuritynews.com/hackers-could-turn-ai-training-jobs/  

Hackers Turn Telegram Bots Into Secret Backdoor Controllers for Government Sys-
tems 

https://cybersecuritynews.com/hackers-telegram-bots-secret-backdoor/  

ClickFix Campaign Delivers Modular TELEPUZ Malware With 36 Remote Commands https://cybersecuritynews.com/clickfix-campaign-delivers-telepuz/  

North Korean Hackers Hide OTTERCOOKIE Malware in SVG Images to Backdoor De-
velopers 

https://cybersecuritynews.com/north-korean-hackers-ottercookie-malware/  
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Guides / Tools 
Παρουσιάζονται τεχνικοί οδηγοί και εργαλεία που μπορούν να βοηθήσουν στην παρακολούθηση, ανάλυση ή ενίσχυση της ασφάλειας συστημάτων. Είτε 
πρόκειται για open source projects είτε για νέες τεχνικές, η ενότητα αυτή λειτουργεί ως πόρος για πρακτικές λύσεις στην καθημερινή δουλειά των επαγ-
γελματιών ασφάλειας. 

 

  

Σύντομη περιγραφή / Τίτλος URL 

The Business Cost of Alert Fatigue: How to Reduce Delays, Escalations for Your SOC as 70% Alerts are Un-
investigated 

https://cybersecuritynews.com/the-business-cost-of-alert-fatigue/  

Top Tools for Enterprise Security Monitoring https://cybersecuritynews.com/enterprise-security-monitoring-tools/  

CISA Releases Best Security Practices Guide for Hardening Microsoft Exchange Server https://cybersecuritynews.com/microsoft-exchange-server-hardening-guide/  

Top 10 Best Exposure Management Tools In 2026 https://cybersecuritynews.com/best-exposure-management-tools/  

NETREAPER Offensive Security Toolkit That Wraps 70+ Penetration Testing Tools https://cybersecuritynews.com/netreaper-offensive-security-toolkit/  

GitLab Security Best Practices Cheat Sheet https://thehackernews.uk/gitlab-security-tips  

Top 10 Best Next-Generation Firewall (NGFW) Solutions in 2026 https://cybersecuritynews.com/best-next-generation-firewall/  

The Privilege Paths Attackers See, That You Don’t – A Complete PAM Guide https://cybersecuritynews.com/the-privilege-paths-attackers-see-that-you-dont-a-complete-pam-
guide/  

Furtex – Linux Toolkit for Post-Exploitation and Evasion for Security Researchers and Red Teamers Furtex – Linux Toolkit for Post-Exploitation and Evasion for Security Researchers and Red Teamers 
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References 
[1]. Ο βαθμός επικινδυνότητας είναι σύμφωνα με την κλίμακα Common Vulnerability Scor-
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Annex – Websites with vendor specific vulnerabilities 
Ο πίνακας περιέχει websites από κατασκευαστές που προσφέρουν πληροφορίες σχετικές με ευπάθειες που εμφανίζονται στα προϊόντα τους.  

Vendor name / 
Platform 

URL 

Wordpress 
Wordfence Intelligence Vulnerability Database API           https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/ 
Scan your WordPress website,                                               https://wpscan.com/scan/    

Oracle Critical Patch Updates, Security Alerts and Bulletins, https://www.oracle.com/security-alerts/  

Fortinet Fortinet products,                                                                          https://www.fortiguard.com/psirt  

IBM 
Security bulletins,                                                                          https://cloud.ibm.com/status/security  
Research, Collaborate and Act on threat intelligence, https://exchange.xforce.ibmcloud.com/  

MS Windows The Microsoft Security Response Center (MSRC),              https://msrc.microsoft.com/update-guide/ 

SAP SAP Security Notes,                                                  https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html  

Dell Security Advisories, Notices and Resources,                   https://www.dell.com/support/security/en-us  

HPE 
HPE Security Bulletin Library,                                                   https://support.hpe.com/connect/s/securitybulletinlibrary  
Security Bulletins,                                                                          https://support.hp.com/us-en/security-bulletins   

Cisco Cisco Security Advisories,                                                          https://sec.cloudapps.cisco.com/security/center/publicationListing.x  

Palo Alto Palo Alto Networks Security Advisories,                              https://security.paloaltonetworks.com/  

Ivanti Security Advisory,                                                                           https://www.ivanti.com/blog/topics/security-advisory  

Mozilla Mozilla Foundation Security Advisories,                              https://www.mozilla.org/en-US/security/advisories/  

Android Android Security Bulletins,                                                         https://source.android.com/docs/security/bulletin/asb-overview  

Zyxel Security Advisories,                                                                       https://www.zyxel.com/global/en/support/security-advisories  

D-Link Global Security Advisories, Responses, and Notices,  https://supportannouncement.us.dlink.com/  

Adobe Security Bulletins and Advisories,                                          https://helpx.adobe.com/security/security-bulletin.html  

Siemens Siemens ProductCERT and Siemens CERT,                       https://www.siemens.com/global/en/products/services/cert.html  

Splunk Splunk Security Advisories,                                                       https://advisory.splunk.com/  
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