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Common Vulnerabilities and Exposures (CVEs)

H evotnta auth eotldlel o eutdBeLeg TOU £xouV KataxwpnBel mpoodata kal afloAoyouvtal wg ooPfapég, pe faon tn Babuoioyia CVSS. Napoucialovral
pe cadnvela T cuothpata ) epapUoyEg tou emnpedlovtal, o TUToG tn¢ euntadelog (6mwg SQL injection | command injection) kat oxeTikol cUVSeGHOL YL
TEPALTEPW TTANPOPOPNON 1 LETPA AVILUETWTILONG.

URL guntdBstag (NIST NVD) CVSSv  Mpoiodv/Ynn- TUnog EundBeLag SUOKeVEC/EKSOOELG oL eMnpedlovTatl URL mpoidvrog/umnpeaiag URL 08nyLwV avTLUETWTLONG
3 peaia
https://nvd.nist.gov/vuln/detail SAP Out-of-bounds Write SAP NetWeaver Application Server ABAP https://me.sap.com/notes/3747367
/CVE-2026-44747 NetWeaver https://url.sap/sapsecuritypatchday
Application
Server ABAP

https://nvd.nist.gov/vuln/de-
tail/CVE-2026-61445

PraisonAl Improper Limitation of a Path- PraisonAl before 4.6.78 https://github.com/MervinPraison/PraisonAl/security/advisories/
name to a Restricted Directory GHSA-9mp3-24cc-77mg
('Path Traversal') https://www.vulncheck.com/advisories/praisonai-before-
arbitrary-file-write-and-command-execution
Comfast CF- Improper Neutralization of Comfast CF-WR631AX V3 upt02.7.0.8 https://github.com/luminarydawn/cve/tree/main/Com-
WR631AX Special Elements used in a mand%20Injection%20in%20Comfast%20CF-
Command (‘Command Injec- WR631AX%20V3%20%E2%80%94%20WiFi%20Portal%20Im-
tion') age%20Upload%20(CWE-78)
https://vuldb.com/cve/CVE-2026-15511
https://vuldb.com/submit/846719
https://vuldb.com/vuln/377840
https://vuldb.com/vuln/377840/cti

https://nvd.nist.gov/vuln/de- . Vitec Improper Neutralization of Vitec Flamingo 4.12.2 https://damiri.fr/en/cve/CVE-2026-60121

https://nvd.nist.gov/vuln/detail
/CVE-2026-15511

tail/CVE-2026-60121 Flamingo Special Elements used in an https://www.vitec.com/solutions/iptv-distribution
OS Command ('OS Command https://www.vulncheck.com/advisories/vitec-flamingo-
Injection’) unauthenticated-os-command-injection-via-ping-php
Rejetto HFS Use of Cryptographically Weak = Rejetto HFS 3.0.0 through 3.2.0 https://github.com/rejetto/hfs/releases/tag/v3.2.1
Pseudo-Random Number Gen- https://www.vulncheck.com/advisories/rejetto-hfs-session-
erator (PRNG) forgery-via-predictable-signing-key
Centreon Improper Control of Genera- Centreon https://github.com/centreon/centreon/releases
tion of Code ('Code Injection’)
Crawl4Al Improper Limitation of a Path- Crawl4Al before 0.8.7 https://github.com/unclecode/crawl4ai
name to a Restricted Directory https://github.com/unclecode/crawl4ai/security/advisories/GHS
('Path Traversal') A-365w-hqf6-vxfg
https://www.vulncheck.com/advisories/crawl4ai-arbitrary-file-
write-via-output-path-parameter
ImageMagick Heap-based Buffer Overflow ImageMagick before 7.1.2-19 https://github.com/ImageMagick/ImageMagick/security/advisori
es/GHSA-8vfj-q2cp-5mb5j
https://www.vulncheck.com/advisories/imagemagick-heap-
buffer-overflow-read-via-unrecognized-magnify-method

https://nvd.nist.gov/vuln/detail
/CVE-2026-61500

https://nvd.nist.gov/vuln/detail
/CVE-2026-14453

https://nvd.nist.gov/vuln/detail
/CVE-2026-56260

https://nvd.nist.gov/vuln/detail
/CVE-2026-56372


https://nvd.nist.gov/vuln/detail/CVE-2026-44747
https://nvd.nist.gov/vuln/detail/CVE-2026-44747
https://nvd.nist.gov/vuln/detail/CVE-2026-61445
https://nvd.nist.gov/vuln/detail/CVE-2026-61445
https://nvd.nist.gov/vuln/detail/CVE-2026-15511
https://nvd.nist.gov/vuln/detail/CVE-2026-15511
https://nvd.nist.gov/vuln/detail/CVE-2026-60121
https://nvd.nist.gov/vuln/detail/CVE-2026-60121
https://nvd.nist.gov/vuln/detail/CVE-2026-61500
https://nvd.nist.gov/vuln/detail/CVE-2026-61500
https://nvd.nist.gov/vuln/detail/CVE-2026-14453
https://nvd.nist.gov/vuln/detail/CVE-2026-14453
https://github.com/centreon/centreon/releases
https://nvd.nist.gov/vuln/detail/CVE-2026-56260
https://nvd.nist.gov/vuln/detail/CVE-2026-56260
https://nvd.nist.gov/vuln/detail/CVE-2026-56372
https://nvd.nist.gov/vuln/detail/CVE-2026-56372

https://nvd.nist.gov/vuln/detail
/CVE-2026-62327

https://nvd.nist.gov/vuln/detail
/CVE-2026-15481

https://nvd.nist.gov/vuln/de-
tail/CVE-2026-15484

https://nvd.nist.gov/vuln/detail
/CVE-2026-15543

https://nvd.nist.gov/vuln/detail
/CVE-2026-49972

https://nvd.nist.gov/vuln/detail
/CVE-2026-55773

https://nvd.nist.gov/vuln/detail
/CVE-2026-57856

https://nvd.nist.gov/vuln/detail
/CVE-2026-62200

9Router

Trendnet

TRENDnet

Tenda

Laravel-
Mediable

Cedarlava

Cockpit CMS

OpenClaw

Missing Authentication for Crit-
ical Function

Improper Neutralization of
Special Elements in Output
Used by a Downstream Com-
ponent ('Injection’)

Improper Restriction of Opera-
tions within the Bounds of a
Memory Buffer

Improper Restriction of Opera-
tions within the Bounds of a
Memory Buffer

Unrestricted Upload of File
with Dangerous Type

Improper Control of Genera-
tion of Code ('Code Injection’)

Improper Limitation of a Path-
name to a Restricted Directory
('Path Traversal')

Incomplete List of Disallowed
Inputs

9Router through version 0.4.41

Trendnet TEW-635BRM up to 1.00.03

TRENDnet TEW-821DAP 1.12B01

Tenda CH221.0.0.1

Laravel-Mediable before 7.0.0

CedarJava is an open source Java implementation
of the Cedar policy language, used for fine-grained
authorization decisions. In versions prior to 2.3.6,

3.4.1and4.9.0

Cockpit CMS

OpenClaw versions before 2026.6.1

https://github.com/decolua/9router/security/advisories/GHSA-
vjc7-jrh9-9j86
https://www.vulncheck.com/advisories/9router-
unauthenticated-api-key-exposure-via-api-usage-stats
https://github.com/glkfc/loT-Vulnerability/blob/main/TREND-
net/TRENDnet_TEW635BRM_ipoa_cmdinj_EN.md
https://vuldb.com/cve/CVE-2026-15481
https://vuldb.com/submit/838237
https://vuldb.com/vuln/377788
https://vuldb.com/vuln/377788/cti
https://github.com/IOTRes/IOT_Firmware_Update/blob/main/Tre
ndnet/TEW-821DAP_BO3.md
https://vuldb.com/cve/CVE-2026-15484
https://vuldb.com/submit/842381
https://vuldb.com/vuln/377791
https://vuldb.com/vuln/377791/cti
https://candle-throne-f75.notion.site/Tenda-CH22-
formCertListinfo-377df0aa11858088aabaeb0f5e1909c9
https://vuldb.com/cve/CVE-2026-15543
https://vuldb.com/submit/855077
https://vuldb.com/vuln/377893
https://vuldb.com/vuln/377893/cti
https://www.tenda.com.cn/

https://github.com/plank/laravel-
mediable/commit/49e3583bed13423611b3391f89e6b002571ee
d73
https://github.com/plank/laravel-mediable/releases/tag/7.0.0
https://www.vulncheck.com/advisories/laravel-mediable-file-
upload-rce-via-extension-bypass
https://github.com/cedar-policy/cedar-
java/security/advisories/GHSA-gmch-v2q9-wgap

https://gist.github.com/sermikr0/821c4edd3c34e98a62a50b077
07785bd

https://github.com/Cockpit-
HQ/Cockpit/commit/dde2d1d74f5f4e11de42a298918ea8c9684f
932c

https://github.com/cockpit-hg/cockpit
https://www.vulncheck.com/advisories/cockpit-cms-missing-
authorization-in-bucket-file-storage-api
https://www.vulncheck.com/advisories/cockpit-cms-path-
traversal-via-bucket-name-in-bucket-file-storage-api
https://github.com/openclaw/openclaw/security/advisories/GHS
A-9969-8g9h-rxwm


https://nvd.nist.gov/vuln/detail/CVE-2026-62327
https://nvd.nist.gov/vuln/detail/CVE-2026-62327
https://nvd.nist.gov/vuln/detail/CVE-2026-15481
https://nvd.nist.gov/vuln/detail/CVE-2026-15481
https://nvd.nist.gov/vuln/detail/CVE-2026-15484
https://nvd.nist.gov/vuln/detail/CVE-2026-15484
https://nvd.nist.gov/vuln/detail/CVE-2026-15543
https://nvd.nist.gov/vuln/detail/CVE-2026-15543
https://nvd.nist.gov/vuln/detail/CVE-2026-49972
https://nvd.nist.gov/vuln/detail/CVE-2026-49972
https://nvd.nist.gov/vuln/detail/CVE-2026-55773
https://nvd.nist.gov/vuln/detail/CVE-2026-55773
https://github.com/cedar-policy/cedar-java/security/advisories/GHSA-qmch-v2q9-wg4p
https://github.com/cedar-policy/cedar-java/security/advisories/GHSA-qmch-v2q9-wg4p
https://nvd.nist.gov/vuln/detail/CVE-2026-57856
https://nvd.nist.gov/vuln/detail/CVE-2026-57856
https://nvd.nist.gov/vuln/detail/CVE-2026-62200
https://nvd.nist.gov/vuln/detail/CVE-2026-62200

https://nvd.nist.gov/vuln/detail
/CVE-2026-62242

https://nvd.nist.gov/vuln/de-
tail/CVE-2026-0487

https://nvd.nist.gov/vuln/detail
/CVE-2026-48364
https://nvd.nist.gov/vuln/detail
/CVE-2026-56259

https://nvd.nist.gov/vuln/detail
/CVE-2026-58065

https://nvd.nist.gov/vuln/de-
tail/CVE-2026-59245

https://nvd.nist.gov/vuln/de-
tail/CVE-2026-9492

https://nvd.nist.gov/vuln/de-
tail/CVE-2026-61458

https://nvd.nist.gov/vuln/detail
/CVE-2026-61870

https://nvd.nist.gov/vuln/detail
/CVE-2026-15479

Spring Boot
Admin Server

SAProuter on
Microsoft
Windows
ColdFusion

Crawl4Al

Apache
Airflow Git

Apache
Airflow FAB

GIGABYTE

PasswordPus

her

ImageMagick

H3C NX15

Server-Side Request Forgery
(SSRF)

Uncontrolled Search Path
Element

Uncontrolled Search Path
Element

Exposure of Sensitive Infor-
mation to an Unauthorized Ac-
tor

Key Exchange without Entity
Authentication

Improper Privilege
Management

Exposed IOCTL with Insuffi-
cient Access Control

Improper Restriction of Exces-
sive Authentication Attempts

Missing Release of Memory af-
ter Effective Lifetime

Weak Password Recovery
Mechanism for Forgotten Pass-
word

Spring Boot Admin Server before 4.1.2

SAProuter on Microsoft Windows

ColdFusion versions 2025.9, 2023.20 and earlier

Crawl4Al before 0.8.8

apache-airflow-providers-git before 0.4.1

apache-airflow-providers-fab before 3.7.2

The MBStorage DRAM lighting control module
within Gigabyte Control Center (GCC) developed
by GIGABYTE Technology has an Improper Access
Control vulnerability.

PasswordPusher before 2.9.2

ImageMagick before 7.1.2-26

H3C NX15V100R017

https://www.vulncheck.com/advisories/openclaw-
authentication-bypass-via-git-ext-transport
https://github.com/codecentric/spring-boot-admin/com-
mit/1f991ea013e46360b8f8fb63fe4ad20a9bf0d551
https://github.com/codecentric/spring-boot-admin/issues/5452
https://github.com/codecentric/spring-boot-admin/pull/5464
https://github.com/codecentric/spring-boot-admin/re-
leases/tag/4.1.2
https://www.vulncheck.com/advisories/spring-boot-admin-
server-ssrf-via-unauthenticated-instance-registration
https://me.sap.com/notes/3692165
https://url.sap/sapsecuritypatchday

https://helpx.adobe.com/security/products/coldfusion/apsb26-
68.html
https://github.com/unclecode/crawl4ai/security/advisories/GHS
A-f989-c77f-r2cq
https://www.vulncheck.com/advisories/crawl4ai-llm-credential-
exfiltration-via-base-url-and-environment-variable-resolution
http://www.openwall.com/lists/oss-security/2026/07/13/3
https://github.com/apache/airflow/pull/69103
https://lists.apache.org/thread/fimclngfksz2kp7Lpcjxzdz568h0zh
©

http://www.openwall.com/lists/oss-security/2026/07/13/4
https://github.com/apache/airflow/pull/69106
https://lists.apache.org/thread/70f37q3mwov1vm3zolrfxlzds278
c78h

https://www.twcert.org.tw/en/cp-139-11034-f7f2f-2.html
https://www.twcert.org.tw/tw/cp-132-11033-97316-1.html

https://github.com/pglombardo/PasswordPusher/security/advis
ories/GHSA-59w3-h5v2-c4xw
https://www.vulncheck.com/advisories/passwordpusher-
passphrase-brute-force-via-unthrottled-endpoint
https://github.com/ImageMagick/ImageMagick/security/advisori
es/GHSA-m596-67p7-69wh
https://www.vulncheck.com/advisories/imagemagick-before-26-
memory-leak-via-viff-encoder

https://github.com/coconut652-
7/10T_Vul_Public/tree/main/H3C/NX15R017/pre_auth_pwd_cha
nge

https://vuldb.com/cve/CVE-2026-15479
https://vuldb.com/submit/837069


https://nvd.nist.gov/vuln/detail/CVE-2026-62242
https://nvd.nist.gov/vuln/detail/CVE-2026-62242
https://nvd.nist.gov/vuln/detail/CVE-2026-0487
https://nvd.nist.gov/vuln/detail/CVE-2026-0487
https://nvd.nist.gov/vuln/detail/CVE-2026-48364
https://nvd.nist.gov/vuln/detail/CVE-2026-48364
https://helpx.adobe.com/security/products/coldfusion/apsb26-68.html
https://helpx.adobe.com/security/products/coldfusion/apsb26-68.html
https://nvd.nist.gov/vuln/detail/CVE-2026-56259
https://nvd.nist.gov/vuln/detail/CVE-2026-56259
https://nvd.nist.gov/vuln/detail/CVE-2026-58065
https://nvd.nist.gov/vuln/detail/CVE-2026-58065
https://nvd.nist.gov/vuln/detail/CVE-2026-59245
https://nvd.nist.gov/vuln/detail/CVE-2026-59245
https://nvd.nist.gov/vuln/detail/CVE-2026-9492
https://nvd.nist.gov/vuln/detail/CVE-2026-9492
https://nvd.nist.gov/vuln/detail/CVE-2026-61458
https://nvd.nist.gov/vuln/detail/CVE-2026-61458
https://nvd.nist.gov/vuln/detail/CVE-2026-61870
https://nvd.nist.gov/vuln/detail/CVE-2026-61870
https://nvd.nist.gov/vuln/detail/CVE-2026-15479
https://nvd.nist.gov/vuln/detail/CVE-2026-15479

https://vuldb.com/vuln/377785
https://vuldb.com/vuln/377785/cti

https://nvd.nist.gov/vuln/detail Aster Telecom | Improper Neutralization of Aster Telecom Azcall 10/11 https://vuldb.com/cve/CVE-2026-15482

/CVE-2026-15482 Azcall Special Elements in Output https://vuldb.com/submit/841457

Used by a Downstream Com- https://vuldb.com/vuln/377789

ponent ('Injection’) https://vuldb.com/vuln/377789/cti
https://nvd.nist.gov/vuln/detail PraisonAl Platform (praisonai-platform) PraisonAl Platform (praisonai-platform) before https://github.com/MervinPraison/PraisonAl/com-
/CVE-2026-61442 0.1.9 mit/846568c7a5d8ce9e71e56e4c213f027c04909753

https://github.com/MervinPraison/PraisonAl/security/adviso-
ries/GHSA-c78w-2q4r-68r7
https://www.vulncheck.com/advisories/praisonai-platform-be-
fore-authorization-bypass-via-patch
OpenClaw Improper Link Resolution Be- OpenClaw versions before 2026.6.9 https://github.com/openclaw/openclaw/security/advisories/GHS

fore File Access ('Link Follow- A-m38g-vpwj-mpg9

ing') https://www.vulncheck.com/advisories/openclaw-symlink-
following-via-mirror-sync

https://nvd.nist.gov/vuln/de-
tail/CVE-2026-62189

CISA/CERT-EU Alerts & Advisories

AUTO TO KOoppATL TtepthapBAavel LGOTIOIROELG Ao emion e tNyES, Kupiwg CISA kat CERT-EU, oxeTIKA e KPLOLUEG EUTTABOELEC ) EVEPYEC OMEIAEC. UVROWC
adopouv Blopnxavikd f kpiowa cuotipata, oAAA kat mainstream Aoylopiko. MNpoodépovtal o popdn cUVIOHwWY avadopwy KalL odnyouv Ge TLO AETTOLE-
PELC TEXVIKEG 0ONYLEC.

Zuvtoun nepypadr / TitAog AvayvwploTtiké euntdBeiag / Evnpepwtikd / O8nyieg
CISA Adds Two Known Exploited Vulnerabilities to = (VE-2026-48939 iCagenda Unrestricted Upload of File with Dangerous Type Vul- ~ https://www.cisa.gov/news-events/alerts/2026/07/10/cisa-
Catalog nerability adds-two-known-exploited-vulnerabilities-catalog

- CVE-2026-56291 Balbooa Forms Unrestricted Upload of File with Dangerous
Type Vulnerability

Improve Router Hygiene to Protect Against Rus- https://www.cisa.gov/news-events/cybersecurity-adviso-
sian State-Sponsored Targeting ries/aa26-194a
CISA Adds One Known Exploited Vulnerability to ] CVE-2008-4128 Cisco 10S Cross-Site Request Forgery Vulnerability https://www.cisa.gov/news-events/alerts/2026/07/13/cisa-

Catalog adds-one-known-exploited-vulnerability-catalog



https://nvd.nist.gov/vuln/detail/CVE-2026-15482
https://nvd.nist.gov/vuln/detail/CVE-2026-15482
https://nvd.nist.gov/vuln/detail/CVE-2026-61442
https://nvd.nist.gov/vuln/detail/CVE-2026-61442
https://nvd.nist.gov/vuln/detail/CVE-2026-62189
https://nvd.nist.gov/vuln/detail/CVE-2026-62189
https://www.cve.org/CVERecord?id=CVE-2026-48939
https://www.cve.org/CVERecord?id=CVE-2026-56291
https://www.cisa.gov/news-events/alerts/2026/07/10/cisa-adds-two-known-exploited-vulnerabilities-catalog
https://www.cisa.gov/news-events/alerts/2026/07/10/cisa-adds-two-known-exploited-vulnerabilities-catalog
https://www.cisa.gov/news-events/cybersecurity-advisories/aa26-194a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa26-194a
https://www.cve.org/CVERecord?id=CVE-2008-4128
https://www.cisa.gov/news-events/alerts/2026/07/13/cisa-adds-one-known-exploited-vulnerability-catalog
https://www.cisa.gov/news-events/alerts/2026/07/13/cisa-adds-one-known-exploited-vulnerability-catalog

News

H evotnta "News" cuvoilel Ta Lo onUAvTIKA yeyovota tng eBSouadag otov topéa Tne kuPBepvoacdarelog. ESw Ba Bpeite emiBoelc mou Eexwploav, VEEC
TEXVLKEC TIOU EVIOTILOTNKAY, I EVEPYELEG OO YWWOTEC OUAdeg hacking. Alvel Tnv amapaitntn elkova Tou TL cuppaivel S1eBvwg Kal ol TpEMeL va oTpadel n
npocoxn.

Zovroun nepypadn / TitAog URL

Telegram’s t.me Domain Suspended, ServerHold Status Breaks Links Worldwide https://cybersecuritynews.com/telegrams-t-me-domain-suspended/
NSA Urges Organizations to Disable Cisco Smart Install as Russian Hackers Target https://cybersecuritynews.com/nsa-disable-cisco-smart/

Routers

Al-Powered ‘Intelligent Worm’ Could Regenerate Exploits and Adapt to Defenses in https://cybersecuritynews.com/ai-powered-intelligent-worm-could-regenerate-exploits/
Real Time

iPhone and MacBook Forensics Investigation Exposes £113,000 Property Fraud Op- https://cybersecuritynews.com/iphone-and-macbook-forensics-investigation/
eration
Anthropic Extends Claude Fable 5 Access From July 12 to July 19 https://cybersecuritynews.com/anthropic-extends-claude-fable-5-access/

Microsoft Testing Copilot Feature That Shows What’s Slowing Down Your Windows https://cybersecuritynews.com/microsoft-testing-copilot-feature-windows-11/
11 PC

Cyber Security Newsletter and Bulletin Weekly — 16-Year-Old Linux, Ubiquiti Flaws, https://cybersecuritynews.com/cyber-security-news-bulletin-weekly-july/
Accenture Breach, Android 17 Exploit +20 Stories

Apple Sues OpenAl and Former Employees for Alleged Theft of Trade Secrets https://cybersecuritynews.com/apple-sues-openai/

CISA Details “Lessons from a Cyber Incident” After AWS GovCloud Credentials Leak https://cybersecuritynews.com/cisa-details-aws-credentials-leak/

Breaches / Compromised / Hacked

Kataypadovrtat neputtwoels moapafiacng Sedopévwy, Sltappowv Kal AAAwv cofapwv meplotatikwy achadeiog. Mephappavovtal mAnpodopieg yla to
TIOLOL ETMINPEACTNKAY, LLE TIOLOV TPOTIO £YLVE N tapaBioon kot ol umtdpyouVv Slabéoipec AemTopépeleg. Eivat pia xprowtn ewova yio va avtiAnd el kaveig
™ Suva LK TwWV eETBECEWV OE TIPOYUATIKEG CUVONKEG.

TUvtoun nepypadn / Tithog URL
Hackers Compromised jscrambler With 15,800+ Weekly Downloads to Attack Devel- https://cybersecuritynews.com/hackers-compromised-jscrambler/
opers

SpaceX and Starlink X Account Reportedly Compromised to Push Fake Crypto Coins https://cybersecuritynews.com/spacex-account-reportedly-compromised/

281 Popular VPN Apps from the Google Play Store Leak Sensitive Data, Transfer https://cybersecuritynews.com/vpn-apps-from-the-google-play-leaks/
Data Unencrypted



https://cybersecuritynews.com/telegrams-t-me-domain-suspended/
https://cybersecuritynews.com/nsa-disable-cisco-smart/
https://cybersecuritynews.com/ai-powered-intelligent-worm-could-regenerate-exploits/
https://cybersecuritynews.com/iphone-and-macbook-forensics-investigation/
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Vulnerabilities / Flaws / Zero-day

AvadEépovtal TEXVIKA eEAattwpata 1 aduvapieg mou evdéxetal va aglomotnbouv aueoa amno entibépevoug — eite emeldn eival zero-day eite ylati n d16p-
Bwon toug kabuotepel. MephapBdvovtal MEPUTTWOELS OTIOU Sev amalteital aAAnAenidpaon Ue Tov XprRoTn 1) OTIOU TTAPAKAUTTOVTAL BAaCIKA HETPpA aoda-
Aeloc. MoAU xprouo yla opddeg mou acxoAouvtal pe threat detection.

Zovroun nepypadn / TitAog URL

CISA Warns of Joomla Sites Running iCagenda or Balbooa Exploited in Attacks https://cybersecuritynews.com/joomla-sites-running-icagenda-or-balbooa-exploited/
Critical WordPress Plugin Vulnerability Allows Attackers to Gain Full Control Over Web- https://cybersecuritynews.com/wordpress-plugin-vulnerability-miniorange/

site

One Misconfigured Python HTTP Server Exposed Three Active Campaigns from Attack- https://cybersecuritynews.com/one-misconfigured-python-http-server-exposed/

ers

Hackers Can Exploit Motorola MR2600 Firmware Update Process to Gain Code Execu- https://cybersecuritynews.com/hackers-exploit-motorola-mr2600-firmware-update/
tion

Microsoft Teams on macOS Screen Sharing Bug Causing Blank Screens https://cybersecuritynews.com/microsoft-teams-on-macos/

Dell BIOS Flaw Lets Attackers Recover Admin Passwords From SPI Flash in Milliseconds https://cybersecuritynews.com/dell-bios-flaw-admin-passwords/

Patches / Updates / Fixes
ESw BOa Bpeite Tic o mpoodateg SlopBwoeLS Kol evnUePWOELS achaAelag amod mpounBOeutég Aoyilopkol Kat hardware. To meplexdpuevo adopd cuyKeKkplL-
péva bugs n exploits mou €xouv 6N nuoctonotnBei, pall pe o0dnyieg yia To mwg va edpappoctoly Ta patches.

Zovroun nepypadn / TitAog URL

Debian 13 Released With Security Updates, Bug Fixes and Driver Updates https://cybersecuritynews.com/debian-13-released-with-updates/
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Potential threats / Threat intelligence
H cuykekplpévn evotnto ooxoleital pe véeg amellég, e€elypévo malware Kal TEXVIKECG EMLOECEWY TIOU £XOUV EVTOTILOTEL O TIPAYUATIKEG cuv-Onkec. Mept-
Aappdvovtol avadopég os epyaleia ou xpnotponolouy ot emttfgpevol, aAAd kat Seikteg (loCs) tou pmopoUv va xpnotpornotnfouv otnv Guuva.

Zovroun nepypadn / TitAog URL

Chrome Extension Used by 1.6 Million Users Silently Included Data Exfiltration Capa- = https://cybersecuritynews.com/chrome-extension-used-million-users-data-exfiltration/
bilities

New macOS Stealer Mimics Apple’s Crash Report Framework to Steal Browser Cre- https://cybersecuritynews.com/macos-stealer-mimics-apples-crash-report/

dentials

Turla Hackers Exploit SharePoint Flaw to Access Thousands of French User Accounts https://cybersecuritynews.com/turla-hackers-exploit-sharepoint-flaw/

Internet-Wide Scans Target MCP Servers, Claude Credentials, and Exposed Al Mod- https://cybersecuritynews.com/internet-wide-scans-target-mcp-servers-claude-credentials/
els

Hackers are Using Vibe-Coded PowerShell Script to Enumerate Active Directory Ac- https://cybersecuritynews.com/vibe-coded-powershell-script-active-directory/

counts

Armored Likho APT Uses Al-Generated Loaders to Deploy BusySnake Stealer Against https://cybersecuritynews.com/armored-likho-apt-uses-ai-generated-loaders/
Government Targets

SpyGlace Attacks Abuse Trusted Developer Services to Evade Network Detection https://cybersecuritynews.com/spyglace-attacks-abuse-trusted-developer-services/
Hackers Weaponize Real Academic Event Materials to Infect Researchers With https://cybersecuritynews.com/hackers-weaponize-real-academic-event-materials/
RokRAT

New Ghostcommit Attack Hides Malicious Prompts in Images to Exploit Al Agents https://cybersecuritynews.com/ghostcommit-attack-hides-prompts/

Forg365 Phishing Platform Using Al to Attack Microsoft 365 Accounts https://cybersecuritynews.com/forg365-phishing-attack-microsoft-365-accounts/
Progress Urges ShareFile Admins to Shut Down Servers Over Credible Security https://cybersecuritynews.com/progress-sharefile-admins-shut-down-servers/
Threat

Guides / Tools

Mapouotalovral Texvikoil odnyol kat epyaleia mou pnopouv va fonbrnoouv otnv mapakoAouBnon, avaAuon f evioxuon tng aopalelag cuotnuatwy. Eite
T(POKELTAL YLOL Open source projects e(Te yLa VEEG TEXVIKEG, N EVOTNTA AUTH AELTOUPYEL WG TIOPOG YLA TIPAKTIKEG AUCELG 0TNV KABNUEPLVA SOUAELA TwV EMAy-
veApatiwy aodaAelag.

Zuvtopn nepypadn / TitAog URL
VEXAloT Multi-Agent System Automates loT Reconnaissance and Exploit Execution https://cybersecuritynews.com/vexaiot-automates-iot-reconnaissance/
Citrix Unveils NetScaler MCP Gateway With Centralized Security for Al Agents https://cybersecuritynews.com/citrix-unveils-netscaler-mcp-gateway/

KittySploit — Al-Powered Next-Generation Penetration Testing Framework With 1150+ Modules https://cybersecuritynews.com/kittysploit-penetration-testing-tool/
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https://cybersecuritynews.com/kittysploit-penetration-testing-tool/
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Annex — Websites with vendor specific vulnerabilities
O mivakag epLEXEL websites amd KATaokeUAOTEG TTIOU TIPOoPEPOUV TTANPOPOPLEC OXETIKEG e euTABEeLEC TOU eudavilovtol oTa MPoiovTa TOUG.

Vendor name / URL
Platform
Wordfence Intelligence Vulnerability Database API https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/
Wordpress .
Scan your WordPress website, https://wpscan.com/scan/
Oracle Critical Patch Updates, Security Alerts and Bulletins, https://www.oracle.com/security-alerts/
Fortinet Fortinet products, https://www.fortiguard.com/psirt
IBM Security bulletins, https://cloud.ibm.com/status/security
Research, Collaborate and Act on threat intelligence, https://exchange.xforce.ibmcloud.com/
MS Windows | The Microsoft Security Response Center (MSRC), https://msrc.microsoft.com/update-guide/
SAP SAP Security Notes, https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html
Dell Security Advisories, Notices and Resources, https://www.dell.com/support/security/en-us
HPE HPE Security Bulletin Library, https://support.hpe.com/connect/s/securitybulletinlibrary
Security Bulletins, https://support.hp.com/us-en/security-bulletins
Cisco Cisco Security Advisories, https://sec.cloudapps.cisco.com/security/center/publicationListing.x
Palo Alto Palo Alto Networks Security Advisories, https://security.paloaltonetworks.com/
Ivanti Security Advisory, https://www.ivanti.com/blog/topics/security-advisory

Mozilla Mozilla Foundation Security Advisories, https://www.mozilla.org/en-US/security/advisories/

Android Android Security Bulletins, https://source.android.com/docs/security/bulletin/asb-overview
Zyxel Security Advisories, https://www.zyxel.com/global/en/support/security-advisories
D-Link Global Security Advisories, Responses, and Notices, https://supportannouncement.us.dlink.com/

Adobe Security Bulletins and Advisories, https://helpx.adobe.com/security/security-bulletin.html

Siemens Siemens ProductCERT and Siemens CERT, https://www.siemens.com/global/en/products/services/cert.html

Splunk Splunk Security Advisories, https://advisory.splunk.com/
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