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Common Vulnerabilities and Exposures (CVEs)
H evotnta auth eotldlel o eutdBeLeg TOU £xouV KataxwpnBel mpoodata kal afloAoyouvtal wg ooPfapég, pe faon tn Babuoioyia CVSS. Napoucialovral
pe cadnvela T cuothpata ) epapUoyEg tou emnpedlovtal, o TUToG tn¢ euntadelog (6mwg SQL injection | command injection) kat oxeTikol cUVSeGHOL YL

TEPALTEPW TTANPOPOPNON 1 LETPA AVILUETWTILONG.

URL gundBeiag (NIST

NVD) CVSSv3  Mpoidv/Ynnpeoia ‘ Tunog EunaBeLag ‘ JuokeVEG/EkSOoELG ou entnpedlovtal  URL mpoidvrog/unnpeciog URL 08nyLwv aVTLLETWILONG
https://nvd.nist. I(r;]:)?,;?gﬁ;f
gov/vuln/detail/ Langroid Ceremisn | e A 2 https://github.com/langroid/langroid/security/advisories/
CVE-2026- GHSA-g9p7-wagxg-mrhc
Code ('Code
54769 S
Injection’)
https://github.com/nesquena/hermes-webui/com-
mit/d257e5f36¢cfa9328600c8bde6f0de09a6ad9b6f4 Vul-
. - nCheck
% mlsli?cga':; https://github.com/nesquena/hermes-webui/pull/5268
gov/vutn/detall; Hermes WebUI . before 0.51.788 VulnCheck
CVE-2026- for Critical i .
58123 Function https://github.com/nesquena/hermes-webui/re-
S leases/tag/v0.51.788 VulnCheck
https://www.vulncheck.com/advisories/hermes-webui-
unauthenticated-rce-via-terminal-api
https://plugins.trac.wordpress.org/browser/instant-ap-
pointment/trunk/includes/ajax/ajax_services.php#L3
U Wordfence
n_re- https://plugins.trac.wordpress.org/browser/instant-ap-
https://nvd.nist. The Instant Ap- | stricted pointment/trunk/includes/front-
gov/vuln/de- pointment Upload of up to, and including, end/ajax/login_ajax.php#L 584 Wordfence
tail/CVE-2026- plugin for File with 1.2 https://plugins.trac.wordpress.org/browser/instant-ap-
15282 WordPress Dangerous p0|ntment/tr.unk{mcludes/front—
end/ajax/login_ajax.php#L598 Wordfence
Type https://www.wordfence.com/threat-intel/vulnerabili-
ties/id/097b1530-64fa-45b2-85f3-
€c6a2311405b57source=cve
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https://nvd.nist.gov/vuln/detail/CVE-2026-54769
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https://nvd.nist.gov/vuln/detail/CVE-2026-15282
https://nvd.nist.gov/vuln/detail/CVE-2026-15282
https://nvd.nist.gov/vuln/detail/CVE-2026-15282
https://nvd.nist.gov/vuln/detail/CVE-2026-15282

https://nvd.nist.

gov/vuln/de-
tail/CVE-2026-

8801

https://nvd.nist.

gov/vuln/detail/
CVE-2026-9695

https://nvd.nist.

gov/vuln/detail/
CVE-2026-

14894

https://nvd.nist.

gov/vuln/de-
tail/CVE-2026-

44024

https://nvd.nist.

gov/vuln/de-
tail/CVE-2026-

15113

Path Equiva-
Progress MOVEit lence: 'file- before 2025.0.8, from https://docs.progress.com/bundle/moveit-transfer-
Transfer name' (Trail- 2025.1.0 before 2025.1.4 release-notes-2026/page/Fixed-Issues-in-2026.html
ing Space)
Improper
. . from Release 2020 https://www.3ds.com/trust-center/security/security-
DELMIA Apriso | Authentic o
) through Release 2026 advisories/cve-2026-9695
ation
Unre- o .
The Su per . https://github.com/RensTillmann/super-forms/com-
Forms - Drag & stricted mit/c5838f5877c72b738c54ed970935¢77ae6830c3a
D F Upload of up to, and including, 6.3.313 Wordrence
I’C')p orm ) File with P10, 8 0.3 https://www.wordfence.com/threat-intel/vulnerabili-
Builder plugin |, gerous ties/id/e9c7fb16-efbb-41e9-be13-
for WordPress 98e96¢c1e9100?source=cve
Type
https://github.com/fluent/fluentd/com-
_— Improper Lim- mit/45c87a81f3ac0b72b3f9dcfe8cfb5f9038f81437
Improper Limita- L .
tion of a Pathname itation of a GitHub, Inc.
Pathname to a https://github.com/fluent/fluentd/pull/5391 GitHub, Inc.

to a Restricted Di-
rectory ('Path Tra-
versal')

Restricted Di-
rectory ('Path

Priorto 1.19.3

https://github.com/fluent/fluentd/releases/tag/v1.19.3
GitHub, Inc.

https://nvd.nist.

gov/vuln/de-
tail/CVE-2026-

15062

Traversal') https://github.com/fluent/fluentd/security/adviso-
ries/GHSA-44hj-4m45-frj3
https://chromereleases.googleblog.com/2026/07/stable-

Autofill in Google . channel-update-for-desktop_01162222768.html Chrome
Chrome on Android Use Atter Free | prior to 150.0.7871.115 Release Notes Vendor Advisory
https://issues.chromium.org/issues/520540744

Improper

Neutraliza-

zzgxﬂ:ﬁfp thon o fs fior to 1.53.0 https://github.com/snowflakedb/snowpark-
park ¥y 'on of 5pe- 1 p % python/blob/main/CHANGELOG.md
SDK cial Ele-

ments used
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inan SQL

https://nvd.nist.

gov/vuln/detail/
CVE-2026-

59702

https://nvd.nist.

gov/vuln/de-
tail/CVE-2026-

59826

https://nvd.nist.

gov/vuln/de-
tail/CVE-2026-

9074

Command

('SQL Injec-

tion')
https://github.com/CrazyForks/repomix/com-
mit/c748b524f41225e7fc6f89ad0084520901a453cf Vul-
nCheck

Server-Side https://github.com/yamadashy/repomix VulnCheck

repomix Request For- https://github.com/yamadashy/repomix/issues/1703

gery (SSRF) CISA-ADP, VulnCheck

https://www.vulncheck.com/advisories/repomix-server-
side-request-forgery-via-unvalidated-repository-urls-in-
post-api-pack
https://github.com/metabase/metabase/com-
mit/74032e5e0a5a70dc45a6a744d37bSba24eee8d01
GitHub, Inc.
https://github.com/metabase/metabase/re-

Improper leases/tag/v0.58.15.1 GitHub, Inc.

Controlgf From 1.55.0 until 1.58.15.1, httns://github.com/mgtabase/metabase/re-

Metabase Generation of 159.12 1.60.6.3. and 1.61.2 leases/tag/v0.59.12 GitHub, Inc.

Code ('Code T o https://github.com/metabase/metabase/re-

Injection’) leases/tag/v0.60.6.3 GitHub, Inc.
https://github.com/metabase/metabase/re-
leases/tag/v0.61.2 GitHub, Inc.
https://github.com/metabase/metabase/security/adviso-
ries/GHSA-8wx2-rxp2-4x35

Improper

Neutrali- | 10.0.8.0 through 10.0.8.9 https://www.ibm.com/support/pages/node/7278218 IBM

IBM API Connect zation of and 12.1.0.0 through Corporation
SpecialEl- 12.1.0.3 https://www.ibm.com/support/pages/node/7278909

ements
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https://nvd.nist.

gov/vuln/de-
tail/CVE-2026-

15300

usedin an

https://nvd.nist.

gov/vuln/de-
tail/CVE-2026-

60102

SQL Com-
mand
('SQL In-
jection')
https://plugins.trac.wordpress.org/browser/geo-my-
wp/tags/4.5.4/plugins/posts-locator/includes/class-gmw-
wp-query.php#L299 Wordfence
Improper https://plugins.trac.wordpress.org/browser/geo-my-
Neutrali- wp/tags/4.5.4/plugins/posts-locator/includes/class-gmw-
zation of wp-query.php#L300 Wordfence
. https://plugins.trac.wordpress.org/browser/geo-my-
SpeC|al El- wp/tags/4.5.4/plugins/posts-locator/includes/class-gmw-
The GEO my WP
) ements . . wp-query.php#L301 Wordfence
plugin for Word- . up to, and including, 4.5.4 ] i
Press used in an httns.//nlumns.trac..wordnress.orQ/br'owser/aeo-mv-
SQL Coe wp/tags/4.5.5/plugins/posts-locator/includes/class-gmw-
wp-query.php#L286 Wordfence
mand https://plugins.trac.wordpress.org/browser/geo-my-
('SQL In- wp/tags/4.5.5/plugins/posts-locator/includes/class-gmw-
: . wp-query.php#L.305 Wordfence
JeCtlon ) https://www.wordfence.com/threat-intel/vulnerabili-
ties/id/ecbc7f05-fc4f-4276-968e-
04222a64e55a?source=cve
Improper https://github.com/horde/Vfs/com-
Neutralization mit/41f74b4acfc144e09013d04dd121e0a5da808361 Vul-
of Special Ele- nCheck
Horde Virtual File ments used in before 3.0.1 https://github.com/horde/Vfs/pull/10 VulnCheck
System (VFS) API an OS Com- e https://github.com/horde/Vfs/releases/tag/v3.0.1 Vul-
mand ('0OS nCheck
Command In- https://www.vulncheck.com/advisories/horde-vfs-0s-

jection’)

command-injection-via-horde-vfs-smb-driver
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https://nvd.nist.

gov/vuln/de-
tail/CVE-2026-

60104

https://nvd.nist.

gov/vuln/de-
tail/CVE-2026-

60105

Authorization

https://github.com/bitwarden/server/com-
mit/dcf4c486b2b5bedecc03a48b427243328cc74a9a
VulnCheck
https://github.com/bitwarden/server/pull/7615 Vul-

https://nvd.nist.

gov/vuln/de-
tail/CVE-2026-

60109

Bypass nCheck
Bitwarden Server Through User- | before 2026.6.0 https://github.com/bitwarden/server/releases#release-
Controlled v2026.6.0 VulnCheck
Key https://sanjokkarki.com.np/blog/bitwarden-vault-key-
heist VulnCheck
https://www.vulncheck.com/advisories/bitwarden-server-
authorization-bypass-via-admin-auth-request
Server-Side https://www.monstaftp.com/notes/ VulnCheck
Monsta FTP Request For- before 2.14.5 https://www.vulncheck.com/advisories/monsta-ftp-ssrf-
gery (SSRF) via-ipv4-mapped-ipv6-address-bypass

https://nvd.nist.

gov/vuln/de-
tail/CVE-2026-

59925

NULL Pointer

https://github.com/zeek/zeek/com-
mit/c82e3c734893d932e94310aec0dbeb1ffceal69d Vul-
nCheck

https://nvd.nist.

gov/vuln/de-
tail/CVE-2026-

59937

Zeek before 8.0.9 https://github.com/zeek/zeek/releases/tag/v8.0.9 Vul-
Dereference
nCheck
https://www.vulncheck.com/advisories/zeek-null-pointer-
dereference-dos-via-kerberos-krb-error-parsing
https://github.com/lepture/mistune/com-
Inefficient mit/5de41fb8e527004dbc363e047a3¢c380¢c9288c74f
' Regular GitHub, Inc. Patch
Mistune . Priorto 3.3.0 https://github.com/lepture/mistune/releases/tag/v3.3.0
Expresspn GitHub, Inc. Release Notes
Complexity https://github.com/lepture/mistune/security/adviso-
ries/GHSA-4j32-57v6-6g45
Uncontroll https://github.com/py-pdf/pypdf/com-
. mit/b5fc5aa714f4b696fb9bldeaa35a9e4adeb50dae
pypdf ed Priorto 6.14.0 GitHub, Inc. Patch
Resource https://github.com/py-pdf/pypdf/pull/3887 GitHub, Inc.
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Consumpti Issue Tracking Patch
on https://github.com/py-pdf/pypdf/releases/tag/6.14.0
GitHub, Inc. Product Release Notes
https://github.com/py-pdf/pypdf/security/adviso-
ries/GHSA-55h5-xmcq-c37v
Improper https://github.com/httplib2/httplib2/com-
) ) mit/87581ad6¢f752fe3da2090c59058261d2d00a427
https://nvd.nist. H?ndllng of GitHub, Inc.
% 5- httplib2 s;g:ig%r;a Prior to 0.32.0 ht.tps://github.com/httplib2/httplib2/releases/tag/v0.32.0
59939 (Data Amplifi- GItHuD, Inc. . . .
o cation) https://github.com/httplib2/httplib2/security/adviso-
ries/GHSA-j5g9-f88f-gfj3
https://nvd.nist. Sl
gov/vuln/de- LibreBooking's https://github.com/LibreBooking/librebooking/commit/ch
tail/CVE-2026- email Path 9b7ad9da0243bd105809f6a4a8a6b9147c71ea
61343 Traversal
Improper
Limitation
https://nvd.nist. of a Path-
gov/vuln/detail/ name to a Priorto 2.2.29 and https://github.com/composer/composer/commit/502c6¢
Composer .
CVE-2026- Restricted 2.10.2 4f699802d9cf464728b3e8a95674f919a0
59948 Directory
('Path Tra-

versal')



https://nvd.nist.gov/vuln/detail/CVE-2026-59939
https://nvd.nist.gov/vuln/detail/CVE-2026-59939
https://nvd.nist.gov/vuln/detail/CVE-2026-59939
https://nvd.nist.gov/vuln/detail/CVE-2026-59939
https://nvd.nist.gov/vuln/detail/CVE-2026-61343
https://nvd.nist.gov/vuln/detail/CVE-2026-61343
https://nvd.nist.gov/vuln/detail/CVE-2026-61343
https://nvd.nist.gov/vuln/detail/CVE-2026-61343
https://github.com/LibreBooking/librebooking/commit/cb9b7ad9da0243bd105809f6a4a8a6b9147c71ea
https://github.com/LibreBooking/librebooking/commit/cb9b7ad9da0243bd105809f6a4a8a6b9147c71ea
https://nvd.nist.gov/vuln/detail/CVE-2026-59948
https://nvd.nist.gov/vuln/detail/CVE-2026-59948
https://nvd.nist.gov/vuln/detail/CVE-2026-59948
https://nvd.nist.gov/vuln/detail/CVE-2026-59948
https://github.com/composer/composer/commit/502c6c4f699802d9cf464728b3e8a95674f919a0
https://github.com/composer/composer/commit/502c6c4f699802d9cf464728b3e8a95674f919a0

CISA/CERT-EU Alerts & Advisories

AUTO TO KOpUATL TtepAapBAvel ELGOTIOINCELG A0 emionpeg tNyES, KUpiwg CISA kat CERT-EU, oxeTKA e KPLOLUEG EUTTADELEG ) EVEPYEC OTEIAEC. ZUVROWCG
adopouv Blopnxavika f kpiowo cuothpata, oAAA Kol mainstream Aoylopiko. MNpoadépovtal o popdn cUVIOHWY avadopwy Kal odnyouv o TLO AETMTOLE-
PELC TEXVIKEG 0ONYLEC.

Zovroun nepypadn / TitAog AvayvwpLoTiko euttdOsiag / Evnuepwtiko / O8nyieg URL

News

H evotnta "News" cuvoilel Ta Lo onUavtikd yeyovota tng eBdoudadag otov topéa Tng kuBepvoaodarelag. ESw Ba Bpeite emiBEoelg mou Eexwploay, VEEG
TEXVLKEG TIOU EVIOTILOTNKAY, I EVEPYELEG OTLO YWWOTEG OUASEG hacking. Alvel Tnv amapaitntn elkova Tou TL cupBaivel S1eBvwg kal ov TpEMeL va oTpadel n
npocoxn.

ZUvtoun nepypadr / TitAog URL ‘
OpenAl Releases GPT-5.6 and ChatGPT Work, a New Companion to Handle Your https://cybersecuritynews.com/openai-gpt-5-6-and-chatgpt-work/

Tasks

Microsoft Adopts Al-Powered Scanning to Find Vulnerabilities Before Attackers https://cybersecuritynews.com/microsoft-adopts-ai-vulnerability-scanning/

Anthropic Extends Free Access to Claude Fable 5 on All Paid Plans https://cybersecuritynews.com/anthropic-extends-fable-5-access/

OpenAl Reportedly Secures US Government Clearance to Launch GPT-5.6 Model https://cybersecuritynews.com/openai-gpt-5-6-model/

CISA orders feds to prioritize patching Langflow auth bypass flaw https://www.bleepingcomputer.com/news/security/cisa-orders-feds-to-prioritize-patching-langflow-auth-bypass-flaw/

75% CISOs Fear Executives Don’t Understand Cybersecurity Risks Employees Face https://www.infosecurity-magazine.com/news/cisos-fear-execs-dont-understand/

Chinese-Funded Interpol Cybercrime Crackdown Leads to 5,800 Arrests https://www.infosecurity-magazine.com/news/china-interpol-cybercrime-crackdown/
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Breaches / Compromised / Hacked

Kataypadovrtat neputtwoelg mapafiacng Sedopévwy, Slappowv Kal aAAwv cofapwv meplotatikwy achadeiog. Mephappavovtal mAnpodopieg yia to
TIOLOL ETMINPEACTNKAY, LLE TIOLOV TPOTIO £YLVE N TtapaBioon Kot ov umapyouv dlabéoiec Aemtopépeled. Elvatl pia xpriowdn ewova yla va avtiAnd et kaveig
N SUVAULKN TWV ETIBECEWV O TIPOYUATIKEG CUVONKEG.

Z0vtoun nepypadn / Tithog URL

A Hacker Used Al to Compromise an AWS Cloud Environment in Just 72 Hours https://cybersecuritynews.com/aws-cloud-compromise-in-72-hours/

AssuranceAmerica Data Breach Exposed 6.9 Million People’s License Numbers and | https://cybersecuritynews.com/assuranceamerica-data-breach/
Personal Data
Discord’s Security Systems Mistakenly Banned 8,000+ Accounts Since May 2026 https://cybersecuritynews.com/discords-systems-users-banned/

Vulnerabilities / Flaws / Zero-day

Avadépovtal TEXVIKA eEAattwpata 1 aduvapieg mou evdéxetal va alomotnBouv aueoa amno entibgpevoug — elte emeldn eival zero-day eite ylati n d1op-
Bwon toug kabuotepel. MeplhapBavovtal MEPUTTWOELS OTIOU SeV amatteital aAANAETiSpaon e TOV XproTn 1) OTIOU TTAPAKAUTTTOVTAL BACIKA LETPA oo -
Aeilag. MoAU xpriowo yla opddeg mou acxoAouvtal pe threat detection.

Zovropn nepypadn / Tithog URL

RoundCube 0-Click Vulnerability Enables Stored XSS Attack via MIME Type Attach-  https://cybersecuritynews.com/roundcube-0-click-vulnerability/

ment

HP Linux Printing Software Vulnerability Allows Remote Attackers to Execute Arbi- = https://cybersecuritynews.com/hp-linux-printing-software-vulnerability/
trary Code

Linux Kernel Vulnerability Enables Passwordless Root Through DRM Render Nodes  https://cybersecuritynews.com/linux-kernel-bug-passwordless-root/

15-year-old GhostLock Kernel Flaw Enables Privilege Escalation in Major Linux Dis- https://cybersecuritynews.com/15-year-old-ghostlock-linux-kernel-vulnerability/
tributions
70% of WordPress Sites Running Outdated PHP Versions Exposed to Cyberattacks https://cybersecuritynews.com/wordpress-sites-running-outdated-php-versions-exposed/

CISA Warns of Adobe ColdFusion Path Traversal Vulnerability Exploited in Attacks https://cybersecuritynews.com/adobe-coldfusion-path-traversal-exploited/

First-Ever 1- Click Android 17 Exploit Allows Attackers to Gain Full Control Over https://cybersecuritynews.com/android-17-root-1-click/
Your Android Phone
New GhostApproval Vulnerability Affects Amazon Q, Claude Code, Cursor, and https://cybersecuritynews.com/ghostapproval-vulnerability/

Other Al Agents

GitHub Copilot Refuses Harmful Chat Prompts But Writes Them Inside Code Work-  https://cybersecuritynews.com/github-copilot-refuses-harmful-chat-prompts/
flows

CISA Adds 4 Actively Exploited Adobe, Joomla, and Langflow Flaws to KEV https://thehackernews.com/2026/07/cisa-adds-4-actively-exploited-adobe.html
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Patches / Updates / Fixes
ESw Ba Bpeite Ti¢ o mpoodateg SLopBWOELS Kal EVNUEPWOELS aohaAelag amo mpopunBeutég Aoyilopikol Kat hardware. To meplexdpevo adopd cUyKeKpL-
péva bugs 1 exploits mou €xouv 16N dnuoctonotnBei, pall pe 0dnyieg yla To mwg va edpappoctolv Ta patches.

Z0vtoun nepypadn / Tithog URL

Wireshark 4.6.7 Released With Fixes for Vulnerabilities Allowing Crashes via Mali- https://cybersecuritynews.com/wireshark-4-6-7-released/
cious Packets
20 Remote Code Execution Vulnerabilities Patched in Foxit PDF Reader and Editor https://cybersecuritynews.com/foxit-pdf-reader-and-editor-vulnerabilities/

GitLab Patches Eight Security Vulnerabilities Across Community and Enterprise https://cybersecuritynews.com/gitlab-patches-security-vulnerabilities/
Editions

Microsoft Releases Patch for RoguePlanet Defender Zero-Day Vulnerability https://cybersecuritynews.com/rogueplanet-defender-zero-day-vulnerability/
Accenture Data Breach — Hackers Allegedly Claim to Have Stolen 35 GB of Source https://cybersecuritynews.com/accenture-data-breach/

Code

Chrome Update Patches 27 Vulnerabilities including Two Code Execution Flaws https://cybersecuritynews.com/chrome-update-patches-27-vulnerabilities/
Ubiquiti Patches Critical UniFi Flaws Across Connect, Talk, Access, Protect, and OS https://thehackernews.com/2026/07/ubiquiti-patches-critical-unifi-flaws.html
Palo Alto Networks Patches 13 Vulnerabilities https://www.securityweek.com/palo-alto-networks-patches-13-vulnerabilities/

Potential threats / Threat intelligence
H ouykekplpévn evotnto aoxoAeital pe véeg amelAég, e€elypéva malware Kal TEXVIKEG EMLOECEWY TIOU £XOUV EVTOTILOTEL O£ PAYUATIKEG cuv-OnkKec. Mept-
Aappavovtol avadopég os epyaleia ToU XpnotpomnoloUy oL emitifgpevol, aAAd kat deikteg (loCs) tou umopoUv va xpnotpomnotnfouv otnv Guuva.

Z0vrtoun nepypadn / Tithog URL ‘
GodDamn Ransomware Rebrands From Beast and Uses PoisonX Driver to Disable https://cybersecuritynews.com/goddamn-ransomware-rebrands-from-beast/

Defenses

ACSC Warns of Large-Scale CMS Exploitation Campaign Deploys Webshells on Vul- https://cybersecuritynews.com/acsc-warns-of-large-scale-cms-exploitation-campaign-deploys-webshells/
nerable Websites

Hackers Abuse Microsoft Entra Passkey Enroliment to Hijack Enterprise Accounts https://cybersecuritynews.com/hackers-abuse-microsoft-entra-passkey-enrollment/

Windows Update Silently Installs LG Monitor App That Pushes McAfee Ads https://cybersecuritynews.com/windows-update-installs-lg-monitor-app-pushes-mcafee-ads/

UNC6692 Hackers Uses Microsoft Teams Helpdesk Impersonation to Deploy https://cybersecuritynews.com/unc6692-hackers-uses-microsoft-teams-helpdesk-impersonation/

SNOW Malware

Al Double Agent Attack Turns Claude Desktop to Execute Remote Code on a Tar- https://cybersecuritynews.com/mycelium-framework-first-ever-know-botnet/

get Machine

CrowdStrike Unveils 5 New Prompt Injection Techniques Challenging Al Agents https://cybersecuritynews.com/5-new-prompt-injection-techniques/

Fake Indian ITR Notice Delivers Dual RAT Malware Through Six-Stage Infection https://cybersecuritynews.com/fake-indian-itr-notice-delivers-dual-rat-malware/

Chain

Lurking Lizard Uses Fake 7-Zip Installers to Turn Victim Devices Into Proxy Nodes https://cybersecuritynews.com/lurking-lizard-uses-fake-7-zip-installers/
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APT-C-20 Hackers Hide Shellcode in PNG Images to Launch Fileless C# Backdoor https://cybersecuritynews.com/apt-c-20-hackers-hide-shellcode-in-png-images/

New HalluSquatting Attack Could Trick Al Coding Assistants Into Installing Botnet https://thehackernews.com/2026/07/new-hallusquatting-attack-could-trick.html

Malware
Unpatched Backdoor in Tenda Firmware Grants Admin Access to Devices

https://www.securityweek.com/unpatched-backdoor-in-tenda-firmware-grants-admin-access-to-devices/

China-Linked APT Expands Proxy Network With New Malware

https://www.infosecurity-magazine.com/news/uat-7810-china-apt-orb-proxy/

Guides / Tools

Mapouotalovral Texvikoil odnyol kat epyaleia ov pnopouv va Bonbrnoouv otnv mapakoholBnon, avadAuon n evioxuon tng aopalelag cuotnuatwy. Eite
T(POKELTAL YLOL Open source projects £iTe yLa VEEG TEXVIKEC, N EVOTNTA AUTH AEITOUPYEL WG TTOPOG VLA TIPAKTIKEG AUCELG 0TNV KaBNUEePLVA SOUAELA TwV EMay-

veApatiwy aodpalelag.

Zuvtopn niepypadn / Tithog

Top Tools for Enterprise Security Monitoring

Splunk Releases Guide to Detect Remote Employment Fraud Within Your Organization
ThreatBook Launches Best-of-Breed Advanced Threat Intelligence Solution

CISA Releases Best Security Practices Guide for Hardening Microsoft Exchange Server
Top 10 Best Exposure Management Tools In 2026

NETREAPER Offensive Security Toolkit That Wraps 70+ Penetration Testing Tools
GitLab Security Best Practices Cheat Sheet

False Negatives Are a New SOC Headache. Here’s the Fast Way to Fix It
PentAGI — Automated Al-Powered Penetration Testing Tool that Integrates 20+ Security Tools

URL

https://cybersecuritynews.com/enterprise-security-monitoring-tools/

https://cybersecuritynews.com/detect-remote-employment-fraud/

https://cybersecuritynews.com/threatbook-advanced-threat-intelligence-solution/

https://cybersecuritynews.com/microsoft-exchange-server-hardening-guide/

https://cybersecuritynews.com/best-exposure-management-tools/

https://cybersecuritynews.com/netreaper-offensive-security-toolkit/

https://thehackernews.uk/gitlab-security-tips

https://cybersecuritynews.com/false-negatives-are-a-new-soc-headache-heres-the-fast-way-to-fix-it/

The CISO Executive Toolkit (Free Download)

Secure Coding Best Practices: Practical Guide + Cheat Sheet for Developers
Top 10 Best Malware Sandbox Tools for Security Teams in 2026

Top 5 Best Tools for Simulated DDoS Attacks in 2026

https://cybersecuritynews.com/pentagi-penetration-testing-tool/

https://thehackernews.uk/wiz-ciso-bundle

https://thehackernews.uk/secure-coding-wiz-cheat

https://cybersecuritynews.com/best-malware-sandbox-tools/

https://cybersecuritynews.com/simulated-ddos-attacks/
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Annex — Websites with vendor specific vulnerabilities
O mivakag epLEXEL websites amd KATaokeUAOTEG TTIOU TIPOoPEPOUV TTANPOPOPLEC OXETIKEG e euTABEeLEC TOU eudavilovtol oTa MPoiovTa TOUG.

Vendor name / URL
Platform
Wordfence Intelligence Vulnerability Database API https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/
Wordpress .
Scan your WordPress website, https://wpscan.com/scan/
Oracle Critical Patch Updates, Security Alerts and Bulletins, https://www.oracle.com/security-alerts/
Fortinet Fortinet products, https://www.fortiguard.com/psirt
IBM Security bulletins, https://cloud.ibm.com/status/security
Research, Collaborate and Act on threat intelligence, https://exchange.xforce.ibmcloud.com/
MS Windows | The Microsoft Security Response Center (MSRC), https://msrc.microsoft.com/update-guide/
SAP SAP Security Notes, https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html
Dell Security Advisories, Notices and Resources, https://www.dell.com/support/security/en-us
HPE HPE Security Bulletin Library, https://support.hpe.com/connect/s/securitybulletinlibrary
Security Bulletins, https://support.hp.com/us-en/security-bulletins
Cisco Cisco Security Advisories, https://sec.cloudapps.cisco.com/security/center/publicationListing.x
Palo Alto Palo Alto Networks Security Advisories, https://security.paloaltonetworks.com/
Ivanti Security Advisory, https://www.ivanti.com/blog/topics/security-advisory

Mozilla Mozilla Foundation Security Advisories, https://www.mozilla.org/en-US/security/advisories/

Android Android Security Bulletins, https://source.android.com/docs/security/bulletin/asb-overview
Zyxel Security Advisories, https://www.zyxel.com/global/en/support/security-advisories
D-Link Global Security Advisories, Responses, and Notices, https://supportannouncement.us.dlink.com/

Adobe Security Bulletins and Advisories, https://helpx.adobe.com/security/security-bulletin.html

Siemens Siemens ProductCERT and Siemens CERT, https://www.siemens.com/global/en/products/services/cert.html

Splunk Splunk Security Advisories, https://advisory.splunk.com/
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