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Common Vulnerabilities and Exposures (CVEs)

H evotnta auth eotldlel o eutdBeLeg TOU £xouV KataxwpnBel mpoodata kal afloAoyouvtal wg ooPfapég, pe faon tn Babuoioyia CVSS. Napoucialovral
pe cadnvela T cuothpata ) epapUoyEg tou emnpedlovtal, o TUToG tn¢ euntadelog (6mwg SQL injection | command injection) kat oxeTikol cUVSeGHOL YL
TEPALTEPW TTANPOPOPNON 1 LETPA AVILUETWTILONG.

URL eunddetag (NIST CVS  Mpoiov/Ymn- Turog Euntdderag ZuoKeVEG/EKDOaELG URL mpoidvrog/vnnpeaiag URL 03nylwV QVILHETWTILONG
NVD) Sv3  peoia Tov emnpeagovrat
https://nvd.nist.gov/vuln SandboxJS Improper Control of Priorto 0.9.6 https://github.com/nyariv/SandboxJS/commit/826865251232611ec94078bab5a18ec875dad4a5 GitHub, Inc.
/detail/CVE-2026-43898 Generation of Code https://github.com/nyariv/SandboxJS/security/advisories/GHSA-g8f2-4f4f-5jqw
('Code Injection')

free5GC Incorrect free5GC is an open- https://github.com/free5gc/free5gc/security/advisories/GHSA-rwww-x45w-p52w
Authorization source implementa-
tion of the 5G core net-
work. Priorto 4.2.2
Oracle - Oracle REST Data https://www.oracle.com/security-alerts/cspumay2026.html
Services 24.2.0-26.1.0
dotCMS Core Improper Neutraliza- = dotCMS Core https://dev.dotcms.com/docs/known-security-issues?issueNumber=SI-75
tion of Special Ele- 25.11.04-1 through https://github.com/dotCMS/core/pull/35553
ments used in an 26.04.28-02
SQL Command ('SQL
Injection’)

https://nvd.nist.gov/vuln Red Hat, Inc. Improper Link Reso- - https://access.redhat.com/errata/RHSA-2026:20720
/detail/CVE-2026-7374 lution Before File Ac- https://access.redhat.com/errata/RHSA-2026:20736
ing') https://access.redhat.com/errata/RHSA-2026:20767

https://nvd.nist.gov/vuln
/detail/CVE-2026-44330

https://nvd.nist.gov/vuln
/detail/CVE-2026-46840

https://nvd.nist.gov/vuln
/detail/CVE-2026-8054

cess ('Link Follow- https://access.redhat.com/errata/RHSA-2026:20763
https://access.redhat.com/errata/RHSA-2026:20782
https://access.redhat.com/errata/RHSA-2026:20825
https://access.redhat.com/errata/RHSA-2026:20866
https://access.redhat.com/errata/RHSA-2026:20886
https://access.redhat.com/errata/RHSA-2026:20890
https://access.redhat.com/errata/RHSA-2026:20975
https://access.redhat.com/security/cve/CVE-2026-7374
https://bugzilla.redhat.com/show_bug.cgi?id=2463728
Tenable Improper Neutraliza- = - https://www.tenable.com/security/research/tra-2026-46
Network tion of Special Ele-
Security, Inc. ments used in an OS
Command ('OS
Command Injection’)
NVIDIA Cleartext Transmis- NVIDIA Isaac Launcha- = https://nvd.nist.gov/vuln/detail/CVE-2026-24212

sion of Sensitive In- ble for Linux https://nvidia.custhelp.com/app/answers/detail/a_id/5830
formation https://www.cve.org/CVERecord?id=CVE-2026-24212

https://nvd.nist.gov/vuln
/detail/CVE-2026-9645

https://nvd.nist.gov/vuln
/detail/CVE-2026-24212



https://nvd.nist.gov/vuln/detail/CVE-2026-43898
https://nvd.nist.gov/vuln/detail/CVE-2026-43898
https://nvd.nist.gov/vuln/detail/CVE-2026-44330
https://nvd.nist.gov/vuln/detail/CVE-2026-44330
https://github.com/free5gc/free5gc/security/advisories/GHSA-rwww-x45w-p52w
https://nvd.nist.gov/vuln/detail/CVE-2026-46840
https://nvd.nist.gov/vuln/detail/CVE-2026-46840
https://www.oracle.com/security-alerts/cspumay2026.html
https://nvd.nist.gov/vuln/detail/CVE-2026-8054
https://nvd.nist.gov/vuln/detail/CVE-2026-8054
https://nvd.nist.gov/vuln/detail/CVE-2026-7374
https://nvd.nist.gov/vuln/detail/CVE-2026-7374
https://nvd.nist.gov/vuln/detail/CVE-2026-9645
https://nvd.nist.gov/vuln/detail/CVE-2026-9645
https://www.tenable.com/security/research/tra-2026-46
https://nvd.nist.gov/vuln/detail/CVE-2026-24212
https://nvd.nist.gov/vuln/detail/CVE-2026-24212

https://nvd.nist.gov/vuln
/detail/CVE-2026-3660

https://nvd.nist.gov/vuln
/detail/CVE-2026-38707

https://nvd.nist.gov/vuln
/detail/CVE-2026-48027

https://nvd.nist.gov/vuln
/detail/CVE-2026-48172

https://nvd.nist.gov/vuln
/detail/CVE-2026-48904

https://nvd.nist.gov/vuln
/detail/CVE-2026-8398

https://nvd.nist.gov/vuln
/detail/CVE-2026-9170

https://nvd.nist.gov/vuln
/detail/CVE-2026-9543

https://nvd.nist.gov/vuln
/detail/CVE-2026-46414

IBM
Engineering
Lifecycle
Management
InHand
Networks

Nx & Lerna

LiteSpeed

Joomla!
Project
DAEMON
Tools Lite

IBM HTTP
Server

Totolink

Microsoft

Incorrect
Authorization

Improper Neutraliza-
tion of Special Ele-
ments used in a
Command (‘Com-
mand Injection’)

Embedded Malicious
Code

Incorrect Privilege
Assignment

Insufficient
Information
Embedded Malicious
Code

Improper Control of
Generation of Code
('Code Injection’)
Improper Neutraliza-
tion of Special Ele-
ments usedina
Command (‘Com-
mand Injection’)
Authentication
Bypass by Spoofing

IBM Engineering
Lifecycle Management
7.0.3,7.1.0,and 7.2.0

IPSec VPN feature of
InHand Networks
IR302 firmware
V3.5.108, IR305 firm-
ware V1.0.118, IR315
firmware V1.0.118,
IR615 firmware
V1.0.118, and earlier
versions

Nx Console, 18.95.0

LiteSpeed User-End
cPanel Plugin before
2.4.5

DAEMON Tools Lite
(Windows versions
12.5.0.2421 through
12.5.0.2434)

IBM HTTP Server 8.5,
and 9.0

Totolink N300ORH

6.1¢.1353_B20190305

Microsoft UFO open-
source framework for
intelligent automation
across devices and
platforms. In 3.0.1-4-
£e2626659

https://www.ibm.com/support/pages/node/7274079

https://www.inhand.com/wp-content/uploads/InHand-PSA-2026-05_EN.pdf

https://github.com/nrwl/nx-console/issues/3139
https://github.com/nrwl/nx-console/security/advisories/GHSA-c9j4-9m59-847w
https://nx.dev/blog/nx-console-v18-95-0-postmortem#indicators-of-compromise
https://www.cisa.gov/known-exploited-vulnerabilities-catalog?field_cve=CVE-2026-48027
https://www.stepsecurity.io/blog/nx-console-vs-code-extension-compromised
https://blog.litespeedtech.com/2026/05/21/security-update-for-litespeed-cpanel-plugin/
https://www.cisa.gov/known-exploited-vulnerabilities-catalog?field_cve=CVE-2026-48172
https://www.litespeedtech.com/products/litespeed-web-server/control-panel-support/cpanel
https://www.litespeedtech.com/products/litespeed-web-server/control-panel-support/release-log
https://developer.joomla.org/security-centre/1046-20260514-core-privilege-escalation-through-com-users-
webservice-endpoints.html

https://blog.daemon-tools.cc/post/security-incident
https://securelist.com/tr/daemon-tools-backdoor/119654/
https://www.cisa.gov/known-exploited-vulnerabilities-catalog?field_cve=CVE-2026-8398

https://www.ibm.com/support/pages/node/7274065

https://github.com/Alester/TOTOLINK-N300RH-Command-Injection
https://vuldb.com/submit/815068

https://vuldb.com/vuln/365607

https://vuldb.com/vuln/365607/cti

https://www.totolink.net/
https://github.com/microsoft/UFO/security/advisories/GHSA-qgx6-cvhg-jw7p
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https://nvd.nist.gov/vuln/detail/CVE-2026-48172
https://nvd.nist.gov/vuln/detail/CVE-2026-48172
https://nvd.nist.gov/vuln/detail/CVE-2026-48904
https://nvd.nist.gov/vuln/detail/CVE-2026-48904
https://developer.joomla.org/security-centre/1046-20260514-core-privilege-escalation-through-com-users-webservice-endpoints.html
https://developer.joomla.org/security-centre/1046-20260514-core-privilege-escalation-through-com-users-webservice-endpoints.html
https://nvd.nist.gov/vuln/detail/CVE-2026-8398
https://nvd.nist.gov/vuln/detail/CVE-2026-8398
https://nvd.nist.gov/vuln/detail/CVE-2026-9170
https://nvd.nist.gov/vuln/detail/CVE-2026-9170
https://www.ibm.com/support/pages/node/7274065
https://nvd.nist.gov/vuln/detail/CVE-2026-9543
https://nvd.nist.gov/vuln/detail/CVE-2026-9543
https://nvd.nist.gov/vuln/detail/CVE-2026-46414
https://nvd.nist.gov/vuln/detail/CVE-2026-46414
https://github.com/microsoft/UFO/security/advisories/GHSA-qgx6-cvhg-jw7p

https://nvd.nist.gov/vuln
/detail/CVE-2026-46837

https://nvd.nist.gov/vuln
/detail/CVE-2026-8915

https://nvd.nist.gov/vuln
/detail/CVE-2025-30028

https://nvd.nist.gov/vuln
/detail/CVE-2026-7365

https://nvd.nist.gov/vuln
/detail/CVE-2026-35277

https://nvd.nist.gov/vuln
/detail/CVE-2026-46828

https://nvd.nist.gov/vuln
/detail/CVE-2026-6957

https://nvd.nist.gov/vuln
/detail/CVE-2026-47333

https://nvd.nist.gov/vuln
/detail/CVE-2026-49237

https://nvd.nist.gov/vuln
/detail/CVE-2026-2253

https://nvd.nist.gov/vuln
/detail/CVE-2026-46821

https://nvd.nist.gov/vuln
/detail/CVE-2026-46829

Oracle

Samsung

Synology Inc.

IBM

Oracle

Oracle

Mattermost,
Inc.

Ubuntu Linux

Canonical
Multipass

Hitachi

Oracle

Oracle

Out-of-bounds Write

Improper Neutraliza-
tion of Special Ele-
ments used in an
SQL Command ('SQL
Injection’)

Use of Default
Credentials

Improper Limitation
of a Pathname to a
Restricted Directory
('Path Traversal')
Out-of-bounds Read

Incorrect Default
Permissions

Improper Restriction
of XML External En-
tity Reference

Oracle Flow Manufac-
turing product of Ora-
cle E-Business Suite
(component: Security)
Samsung Open Source
Escargot

Active Backup for
Business

IBM Operations Analyt-
ics - Log Analysis and
IBM SmartCloud Ana-
lytics - Log Analysis
Oracle REST Data Ser-
vices (component:
Core)

Oracle E-Business
Suite (component: In-
ternal Operations)
Mattermost Plugins
versions <=1.1.5

Ubuntu Linux 6.8, 6.17
and 7.0

Canonical Multipass
for macOS before ver-
sion 1.16.3

Hitachi Vantara Pen-
taho Data Integration &
Analytics versions be-
fore 10.2.0.7 and
11.0.0.0, includ-

ing 9.3.xand 8.3.x
Oracle Financials
Common Modules
product of Oracle E-
Business Suite (com-
ponent: Common
Components)

Oracle REST Data Ser-
vices (component:
Mongoapi)

https://www.oracle.com/security-alerts/cspumay2026.html

https://github.com/Samsung/escargot/pull/1579

https://www.synology.com/en-global/security/advisory/Synology_SA 25 02

https://www.ibm.com/support/pages/node/7272268

https://www.oracle.com/security-alerts/cspumay2026.html

https://www.oracle.com/security-alerts/cspumay2026.html

https://mattermost.com/security-updates

https://git.launchpad.net/~ubuntu-
kernel/ubuntu/+source/linux/+git/noble/commit/?id=635fa30ed9e944bdb7e811fb8a8906286b4h4f06
https://github.com/canonical/multipass/security/advisories/GHSA-r2xg-x32f-23c5

https://support.pentaho.com/hc/en-us/articles/45677548193933--Resolved-Hitachi-Vantara-Pentaho-Data-
Integration-Analytics-Improper-Restriction-of-XML-External-Entity-Reference-Versions-before-10-2-0-7-and-
11-0-0-0-Impacted-CVE-2026-2253

https://www.oracle.com/security-alerts/cspumay2026.html

https://www.oracle.com/security-alerts/cspumay2026.html
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https://mattermost.com/security-updates
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https://nvd.nist.gov/vuln/detail/CVE-2026-47333
https://git.launchpad.net/~ubuntu-kernel/ubuntu/+source/linux/+git/noble/commit/?id=635fa30ed9e944bdb7e811fb8a8906286b4b4f06
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https://nvd.nist.gov/vuln
/detail/CVE-2026-46835

https://nvd.nist.gov/vuln
/detail/CVE-2026-48922

https://nvd.nist.gov/vuln
/detail/CVE-2026-6052

https://nvd.nist.gov/vuln
/detail/CVE-2026-6938

https://nvd.nist.gov/vuln
/detail/CVE-2026-8180

https://nvd.nist.gov/vuln
/detail/CVE-2024-56462

https://nvd.nist.gov/vuln
/detail/CVE-2026-49000

Oracle
Jenkins
Project

IBM

IBM

IBM

Corporanon

Improper Input
Validation

Uncontrolled
Resource
Consumption
Improper
Authorization
NULL Pointer
Dereference

Exposure of Backup
File to an Unauthor-
ized Control Sphere
Cryptographic Issues

Oracle Database
Server

Jenkins Credentials
Binding Plugin
720.v3fedecefd3ea_
and earlier

IBM Db2 11.5.0
through 11.5.9, and
12.1.0 through 12.1.4
IBM Db2 12.1.0
through 12.1.4

IBM Aspera High-
Speed Transfer End-
point 3.7.4 through
4.4.7 Fix Pack 1 and
IBM Aspera High-
Speed Transfer Server
3.7.4 through 4.4.7 Fix
Pack 1 and IBM Aspera
High-Speed Transfer
Endpoint

IBM QRadar 7.5.0
through 7.5.0 UP15 In-
terim Fix 002

https://www.oracle.com/security-alerts/cspumay2026.html

https://www.jenkins.io/security/advisory/2026-05-27/#SECURITY-3790

https://www.ibm.com/support/pages/node/7273557

https://www.ibm.com/support/pages/node/7273559

https://www.ibm.com/support/pages/node/7273615

https://www.ibm.com/support/pages/node/7273957

https://support.zte.com.cn/zte-iccp-isupport-webui/bulletin/detail/3711746568357343394
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CISA/CERT-EU Alerts & Advisories

AUTO TO KOpATL TteplAapBAavel LGOTIOLNOELG A0 emionpeg NyES, KUpiwg CISA kat CERT-EU, oxeTKA e KPLOLUEG EUTTABDELEG ) EVEPYEC OTEIAEC. ZUVROWCG

adopouv Blopnxavika f kpiowo cuothpata, oAAA kol mainstream Aoylopiko. MNpoadépovtal o popdn cUVIOHwWY avadopwy Kal odnyouv o TLo AEMTOLE-

PELC TEXVIKEG 0ONYLEC.

Zovroun nepypadn / TitAog AvayvwploTtiké eundbeiag / Evnpepwtikd / O8nyieg URL

CISA Adds One Known Exploited Vulnerability to ®  (CVE-2026-48172 LiteSpeed cPanel Plugin Privilege Escalation Vulnerability https://www.cisa.gov/news-events/alerts/2026/05/26/cisa-
Catalog adds-one-known-exploited-vulnerability-catalog

CISA Adds Three Known Exploited Vulnerabilities = (CVE-2026-8398 Daemon Tools Lite Embedded Malicious Code Vulnerability https://www.cisa.gov/news-events/alerts/2026/05/27/cisa-
to Catalog n CVE-2026-45321 TanStack Unspecified Vulnerability adds-three-known-exploited-vulnerabilities-catalog

" CVE-2026-48027 Nx Console Embedded Malicious Code Vulnerability

Supply Chain Compromises Impact Nx Console and
GitHub Repositories

News

H evotnta "News" cuvoilel Ta o onuavtikd yeyovota tng eBSoudadag otov topéa tne KuPBepvoaocddrelog. ESw Ba Bpeite emiBoslc mou Eexwploav, VEEC

https://www.cisa.gov/news-events/alerts/2026/05/28/supply-
chain-compromises-impact-nx-console-and-github-reposito-
ries

TEXVLKEC TIOU EVIOTILOTNKAY, I EVEPYELEG OO YWWOTEC opadeg hacking. Alvel Tnv amopaitnTn elkova Tou TL ouppaivel S1eBvwg Kat ol TpEmel va oTpadel n

mpocoxn.

Zovroun nepypadn / TitAog
Google Employee Charged for Making $1.2 Million With Confidential Information

Al-Generated npm Malware Accidentally Exposes Threat Actor’s Private GitHub To-
ken
Claude Opus 4.8 Released With Ability to Work as an Experienced Engineer

How Top CISOs Increase Risk Visibility for Zero Critical Incidents

Apple’s New Anti-Snatching Feature Will Auto-Lock iPhones When Stolen From Your
Hand
GitLab Suspends Windows Exploit Researcher Nightmare-Eclipse After GitHub Ban

URL

https://cybersecuritynews.com/google-employee-charged-for-making-1-2-million-with-confidential-information/

https://cybersecuritynews.com/ai-generated-npm-malware/

https://cybersecuritynews.com/claude-opus-4-8-released/

https://cybersecuritynews.com/how-top-cisos-increase-risk-visibility-for-zero-critical-incidents/

https://cybersecuritynews.com/apple-anti-snatching-auto-lock-iphones/

https://cybersecuritynews.com/windows-exploit-researcher-suspended/
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Breaches / Compromised / Hacked

Kataypadovrtat neputtwoelg mapafiacng Sedopévwy, Slappowv Kal aAAwv cofapwv meplotatikwy achadeiog. Mephappavovtal mAnpodopieg yla to
TIOLOL ETMINPEACTNKAY, LLE TIOLOV TPOTIO £YLVE N TtapaBioon Kot ov umapyouv Slabéoieg Aemtopuépeled. Elvatl pia xpriowdn ewova yia va avtiAned et kaveig

N SUVAULKN TWV ETIBECEWV O TIPOYUATIKEG CUVONKEG.

Zovroun nepypadn / TitAog
Hackers Exploit Microsoft Teams’ Collaboration Features to Impersonate IT

Helpdesk Staff
Carnival Cruise Data Breach Exposes Millions of Customers’ Personal Information

Hackers Abuse Shared CDN Edge IPs to Bypass Protective DNS Filtering

Threat Actors Spoofing FIFA Websites to Steal Name, Home Address, and Phone
Number

Motorola Phones Preinstalled App Found Hijacking Amazon App to Inject Affiliate
Codes

Seedworm APT Abuses Signed Fortemedia and SentinelOne Binaries for DLL Side-
loading

Hackers Abuse Trusted Google Domains to Hide Phishing Links From Email Gateways

Developer-Targeting Glassworm Malware Abuses npm, PyPIl, OpenVSX, and GitHub

Attackers Abuse Open RDP Ports to Gain Initial Access Into Business Networks

URL

https://cybersecuritynews.com/microsoft-teams-collaboration-features-exploited/

https://cybersecuritynews.com/carnival-cruise-data-breach/

https://cybersecuritynews.com/cdn-edge-ips-bypass-dns-filtering/

https://cybersecuritynews.com/spoofing-fifa-websites-to-steal/

https://cybersecuritynews.com/motorola-phones-hijacking-amazon-app/

https://cybersecuritynews.com/seedworm-apt-abuses-signed-fortemedia-2/

https://cybersecuritynews.com/hackers-abuse-trusted-google-domains/

https://cybersecuritynews.com/developer-targeting-glassworm-malware-abuses-npm/

https://cybersecuritynews.com/attackers-abuse-open-rdp-ports/
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Vulnerabilities / Flaws / Zero-day

AvadEépovtal TEXVIKA eEAattwpata 1 aduvapieg mou evdéxetal va aglomotnbouv aueoa amno entibépevoug — eite emeldn eival zero-day eite ylati n d16p-
Bwon toug kabuotepel. MephapBdvovtal MEPUTTWOELS OTIOU Sev amalteital aAAnAenidpaon Ue Tov XprRoTn 1) OTIOU TTAPAKAUTTOVTAL BAaCIKA HETPpA aoda-
Aeloc. MoAU xprouo yla opddeg mou acxoAouvtal pe threat detection.

Zovroun nepypadn / TitAog URL
New Gogs 0-Day Vulnerability Lets Attackers Run Malicious Code on the Server Re- https://cybersecuritynews.com/gogs-0-day-vulnerability/
motely

Critical OpenVPN Connect for macOS Vulnerability Let Attackers Execute Arbitrary Com- https://cybersecuritynews.com/openvpn-connect-for-macos-vulnerability/
mands

New Linux CIFSwitch Kernel Vulnerability Allows Attackers to Gain Root Access https://cybersecuritynews.com/linux-cifswitch-kernel-vulnerability/

Gitea Container Vulnerability Exposes Private Container Images to Attackers https://cybersecuritynews.com/gitea-container-vulnerability/

Critical Roundcube Webmail Vulnerability Let Attackers Inject SQL Queries https://cybersecuritynews.com/roundcube-webmail-sgl-vulnerability/
Veeam Backup & Replication Tool Vulnerability Enables Privilege Escalation Attacks https://cybersecuritynews.com/veeam-backup-replication-tool-vulnerability/
Microsoft Warns Public Release of Zero-Day Details Before Vendor Coordination https://cybersecuritynews.com/microsoft-public-release-zero-day/

Critical Notepad++ Vulnerabilities Allow Attackers to Execute Arbitrary Code https://cybersecuritynews.com/critical-notepad-vulnerabilities/

FortiClient EMS Code Execution Vulnerability Exploited to Deploy EKZ Malware https://cybersecuritynews.com/forticlient-code-execution-vulnerability/
Critical Fortinet FortiClient EMS 0-Day Vulnerability Actively Exploited in the Wild https://cybersecuritynews.com/fortinet-forticlient-ems-0-day/

CISA Warns of LiteSpeed cPanel Plugin Vulnerability Exploited in Attacks https://cybersecuritynews.com/litespeed-cpanel-plugin-vulnerability-exploit/
Windows Kernel Vulnerability Allows Attackers to Modify Kernel Memory Counters https://cybersecuritynews.com/windows-kernel-vulnerability/

BIND 9 Software Vulnerabilities Exposes Resolvers and Authoritative Servers to Remote https://cybersecuritynews.com/bind-9-vulnerabilities-exposes/
Exploits

Patches / Updates / Fixes
ESw Oa Bpeite Tic o mpoodateg S1opBwWoelg Kot evnUePWOELC acdaAelag amod mpounOsutég Aoyilopkol Kat hardware. To meplexdpevo adopd cuyKeKpL-
péva bugs n exploits mou €xouv 6N dnuoctonotnOsei, pall pe 0dnyieg yia To mwg va edpappoctoly Ta patches.

Sovtopn neptypadn / Tithog URL

Google Patches 151 Vulnerabilities in Chrome, Including 22 Critical Ones https://cybersecuritynews.com/151-chrome-vulnerabilities-patched/
Anthropic Updates Claude Code With Security Plugin and Faster Performance https://cybersecuritynews.com/anthropic-updates-claude-code/
GitHub Enterprise Server 3.20.3 Released With Fox for Critical Vulnerabilities https://cybersecuritynews.com/github-enterprise-server-3-20-3/

Anthropic Releases Free Security Plugin for Claude Code Terminal to Detect Vulnera- | https://cybersecuritynews.com/free-security-plugin-for-claude-code/
bilities
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Potential threats / Threat intelligence

H ouykekpluévn evotnta aoxoleital pe véeg amelAég, e€eAlyéva malware Kal TEXVIKEC ETILOECEWY TIOU £XOUV EVTOTILOTEL O£ PAYUATIKEG ouV-OBnKec. Mept-
Aappavovtal avadopég os epyaleia TIOU XpNOLUOTOLOUV oL eMLTLOEpEVOL, aAAG Kal Seikteg (loCs) tou umopolv va xpnotLpomnotnBouv otnv Guuva.

Z0vtopn neptypadn / Tithog

Malicious RVTools Installer Abuses Sectigo Certificate to Bypass SmartScreen Warn-
ings

Critical Samba Vulnerability Enables Remote Code Execution Attacks

VS Code Remote-SSH RCE Lets Attackers Pivot From Developer Machines to Cloud
Servers

Hackers Use LLM Agent to Move From Marimo RCE to Internal Database in Four Piv-
ots

VaultJacking Attack Steals Entire Google Password Manager Vault With One Cap-
tured PIN

Hackers Deploy VIP Keylogger Through Phishing Emails Masquerading as Business
Documents

ClearFake Uses BSC Testnet Smart Contracts for Takedown-Resistant Command and
Control

Malicious Websites Track Visitors by Analyzing their SSD Timing Activity

Hackers Use GHOSTYNETWORKS and OMEGATECH to Host JS Malware Infrastruc-
ture
New PurelLogs Variant Uses MsBuild.exe Process Hollowing to Evade Detection

Silent Ransom Group Targets Law Firms With IT Support Impersonation Attacks

GHOST STADIUM Phishing Campaign Targets FIFA World Cup Fans With 300+ Fake
Domains
Tycoon 2FA AiTM Kit Bypasses MFA on Entra ID and Google Workspace Accounts

Hackers Use Fake ChatGPT and Claude Installers to Deploy DinDoor Backdoor
Hackers Push 22 Versions of npm RAT With Wallet Theft and Persistent Backdoor

Hackers Abuse Al Chatbot Recommendations to Push Malicious Software Download
Links
Attackers Can Exploit BadHost to Access Sensitive Al Agent Server Endpoints

New BTMOB Malware Lets Attackers Remotely Control Android Devices
New 0-Click WhatsApp Account Takeover Attack Targeting iOS 16 Users

URL

https://cybersecuritynews.com/malicious-rvtools-installer-abuses-sectigo-certificate/

https://cybersecuritynews.com/samba-rce-vulnerability/

https://cybersecuritynews.com/vs-code-remote-ssh-rce/

https://cybersecuritynews.com/hackers-use-lim-agent-to-move-from-marimo-rce/

https://cybersecuritynews.com/vaultjacking-attack-steals-entire-google-password-manager/

https://cybersecuritynews.com/hackers-deploy-vip-keylogger-through-phishing-emails/

https://cybersecuritynews.com/clearfake-uses-bsc-testnet-smart-contracts/

https://cybersecuritynews.com/malicious-websites-track-ssd-timing/

https://cybersecuritynews.com/hackers-use-ghostynetworks-and-omegatech/

https://cybersecuritynews.com/new-purelogs-variant-uses-msbuild-exe-process-hollowing/

https://cybersecuritynews.com/silent-ransom-group-targets-law-firms/

https://cybersecuritynews.com/ghost-stadium-phishing-campaign-targets-fifa-world-cup-fans/

https://cybersecuritynews.com/tycoon-2fa-aitm-kit-bypasses-mfa/

https://cybersecuritynews.com/hackers-use-fake-chatgpt-and-claude-installers/

https://cybersecuritynews.com/hackers-push-22-versions-of-npm-rat/

https://cybersecuritynews.com/hackers-abuse-ai-chatbot-recommendations/

https://cybersecuritynews.com/badhost-ai-agent-vulnerability/

https://cybersecuritynews.com/btmob-malware-control-android-devices/

https://cybersecuritynews.com/0-click-whatsapp-target-ios-16-users/
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Guides / Tools

Mapouotalovral Texvikoil odnyol kat epyaleia tou pnopouv va fonbrnoouv otnv mapakoAolbnon, avaluon f evioxuon tng aodalelag cuotnuatwy. Eite
T(POKELTAL YLOL Open source projects £(Te yLa VEEG TEXVIKEC, N EVOTNTA AUTH AEITOUPYEL WG TIOPOG YLO TIPAKTIKEG AUCELG OTNV KABNUEPLVA SOUAELA TwV EMAy-
yeApatiwy aodalelag.

Zovroun nepypadn / TitAog URL
Top 10 Best Mobile Application Security Testing (MAST) Tools in 2026 https://cybersecuritynews.com/best-mast-tools/

Top 10 Best Static Application Security Testing (SAST) Tools for Security Teams in 2026 https://cybersecuritynews.com/best-sast-tools/
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[1]. O BaBuoc emikvduvotntag eival cupdwva pe tnv KAipaka Common Vulnerability Scor-
ing System (CVSSv3), https://nvd.nist.gov/vuln-metrics/cvss
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Annex — Websites with vendor specific vulnerabilities
O mivakag epLEXEL websites amd KATaokeUAOTEG TTIOU TIPOoPEPOUV TTANPOPOPLEC OXETIKEG e euTABEeLEC TOU eudavilovtol oTa MPoiovTa TOUG.

Vendor name / URL
Platform
Wordfence Intelligence Vulnerability Database API https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/
Wordpress .
Scan your WordPress website, https://wpscan.com/scan/
Oracle Critical Patch Updates, Security Alerts and Bulletins, https://www.oracle.com/security-alerts/
Fortinet Fortinet products, https://www.fortiguard.com/psirt
IBM Security bulletins, https://cloud.ibm.com/status/security
Research, Collaborate and Act on threat intelligence, https://exchange.xforce.ibmcloud.com/
MS Windows | The Microsoft Security Response Center (MSRC), https://msrc.microsoft.com/update-guide/
SAP SAP Security Notes, https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html
Dell Security Advisories, Notices and Resources, https://www.dell.com/support/security/en-us
HPE HPE Security Bulletin Library, https://support.hpe.com/connect/s/securitybulletinlibrary
Security Bulletins, https://support.hp.com/us-en/security-bulletins
Cisco Cisco Security Advisories, https://sec.cloudapps.cisco.com/security/center/publicationListing.x
Palo Alto Palo Alto Networks Security Advisories, https://security.paloaltonetworks.com/
Ivanti Security Advisory, https://www.ivanti.com/blog/topics/security-advisory

Mozilla Mozilla Foundation Security Advisories, https://www.mozilla.org/en-US/security/advisories/

Android Android Security Bulletins, https://source.android.com/docs/security/bulletin/asb-overview
Zyxel Security Advisories, https://www.zyxel.com/global/en/support/security-advisories
D-Link Global Security Advisories, Responses, and Notices, https://supportannouncement.us.dlink.com/

Adobe Security Bulletins and Advisories, https://helpx.adobe.com/security/security-bulletin.html

Siemens Siemens ProductCERT and Siemens CERT, https://www.siemens.com/global/en/products/services/cert.html

Splunk Splunk Security Advisories, https://advisory.splunk.com/
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