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Common Vulnerabilities and Exposures (CVEs)
H evotnta auth eotldlel o eutdBeLeg TOU £xouV KataxwpnBel mpoodata kal afloAoyouvtal wg ooPfapég, pe faon tn Babuoioyia CVSS. Napoucialovral
pe cadnvela T cuothpata ) epapUoyEg tou emnpedlovtal, o TUToG tn¢ euntadelog (6mwg SQL injection | command injection) kat oxeTikol cUVSeGHOL YL
TEPALTEPW TTANPOPOPNON 1 LETPA AVILUETWTILONG.

URL guntaBsiag
(NIST NVD)

CVSSv3

MNpoidév/Ynnpeoio

Tunog EundBeLag

ZUOKEVEG/EKSOOELG
Tou ennpeadovrot

URL nipoiévtog/unnpeciog URL 08nyLwv avTlueT®Riong

https://app.openc
ve.io/cve/CVE-
2026-9384

https://app.openc

ve.io/cve/CVE-
2026-9408

https://app.openc

ve.io/cve/CVE-
2026-9433

https://app.openc

ve.io/cve/CVE-
2026-9435

https://app.openc

ve.io/cve/CVE-
2026-9543

Improper Neutralization of Special Elements

Totolink ASOOORU

https://github.com/Litengzheng/vuldb_new2/blob/main/A8000RU/
vul_331/README.md
https://vuldb.com/submit/813429

USzell used in a Command (‘Command Injection’) Z.llcu.643_b202005 https://vuldb.com/vuln/365347
https://vuldb.com/vuln/365347/cti
https://www.totolink.net/
Avulnerability was https://github.com/Li-
. y . tengzheng/vuldb_new2/blob/main/A8000RU/vul_340/README.md
- . detected in Totolink ;
. Improper Neutralization of Special Elements https://vuldb.com/submit/813443
Totolink 5 , o A8000RU
used ina Command (‘Command Injection’) 7 1cu.643 b202005 https://vuldb.com/vuln/365389
2'1 e https://vuldb.com/vuln/365389/cti
https://www.totolink.net/
Aweakness has https://github.com/Li-
been identified in tengzheng/vuldb_new2/blob/main/A8000RU/vul_354/README.md
. Improper Neutralization of Special Elements . https://vuldb.com/submit/813906
Totolink . , o Totolink ABOOORU
used in a Command (‘Command Injection') 7 1cu.643 5202005 https://vuldb.com/vuln/365414
2‘1 T https://vuldb.com/vuln/365414/cti
https://www.totolink.net/
Avulnerability was https://github.com/Li-
. y . tengzheng/vuldb_new?2/blob/main/A8000RU/vul_356/README.md
- . detected in Totolink A
. Improper Neutralization of Special Elements https://vuldb.com/submit/813908
Totolink ) , o, A8000RU
used in a Command (‘Command Injection’) 7 1cu.643 5202005 https://vuldb.com/vuln/365416
2'1 T https://vuldb.com/vuln/365416/cti
https://www.totolink.net/
Avulnerability has Figtry:])s://glthub.com/Alester/TOTOLINK-NSOORH-Command-Injec-
Improper Neutralization of Special Elements been found in https://vuldb.com/submit/815068
Totolink Il ; Totolink N30ORH = '

used in a Command (‘Command Injection')

6.1c.1353_B201903
05

https://vuldb.com/vuln/365607
https://vuldb.com/vuln/365607/cti
https://www.totolink.net/



https://app.opencve.io/cve/CVE-2026-9384
https://app.opencve.io/cve/CVE-2026-9384
https://app.opencve.io/cve/CVE-2026-9384

https://app.openc

ve.io/cve/CVE-
2018-25358

https://app.openc

ve.io/cve/CVE-
2018-25368

D-Link

Exposure of Sensitive System Information to
an Unauthorized Control Sphere

D-Link DIR601
2.02NA

http://ca.dlink.com/
http://support.dlink.ca/Productinfo.aspx?m=DIR-601
https://www.exploit-db.com/exploits/45002
https://www.packetlabs.net
https://www.vulncheck.com/advisories/d-link-dir601-2-02na-
credential-disclosure-via-my-cgi-cgi

https://app.openc

ve.io/cve/CVE-
2026-44669

Nord VPN

Memory Allocation with Excessive Size Value

Nord VPN 6.14.31

https://nordvpn.com/download/ VulnCheck
https://www.vulncheck.com/advisories/nord-vpn-denial-of-ser-
vice-via-password-field

https://app.openc

ve.io/cve/CVE-
2026-9344

FACTION

Improper Neutralization of Input During Web
Page Generation ('Cross-site Scripting’)

Priorto 1.8.3

https://github.com/factionsecurity/faction/releases/tag/1.8.3
https://github.com/factionsecurity/faction/security/advisories/GH
SA-f2jc-wx44-mr54

https://app.openc

ve.io/cve/CVE-
2026-9429

Edimax EW-
7438RPn

Improper Restriction of Operations within
the Bounds of a Memory Buffer

A security vulnera-
bility has been de-
tected in Edimax
EW-7438RPn up to
1.31

https://github.com/wudipjg/my_vuln/blob/main/Edi-
max/vuln_2/2.md

https://vuldb.com/submit/813885
https://vuldb.com/vuln/365307
https://vuldb.com/vuln/365307/cti

https://app.openc

ve.io/cve/CVE-
2026-9430

Tenda F1202

Improper Restriction of Operations within
the Bounds of a Memory Buffer

Avulnerability was
found in Tenda
F1202 1.2.0.20(408)

https://github.com/Li-
tengzheng/vuldb_new2/blob/main/F1202/vul_31/README.md
https://vuldb.com/submit/813912
https://vuldb.com/vuln/365410
https://vuldb.com/vuln/365410/cti
https://www.tenda.com.cn/

https://app.openc

ve.io/cve/CVE-
2026-9632

Tenda

Improper Restriction of Operations within
the Bounds of a Memory Buffer

Tenda F1202
1.2.0.20(408)

https://github.com/Litengzheng/vuldb_new2/blob/main/F1202/vul
_32/README.md

https://vuldb.com/submit/813915

https://vuldb.com/vuln/365411
https://vuldb.com/vuln/365411/cti

https://www.tenda.com.cn/

https://app.openc

ve.io/cve/CVE-
2026-42013

UTT HIPER
1250GW

mproper Restriction of Operations within the
Bounds of a Memory Buffer

Aflaw has been
found in UTT HiPER
1250GW up t0 3.2.7-
210907-180535.

https://github.com/luozhibo-sec/cve/blob/main/12.md
https://vuldb.com/submit/818383
https://vuldb.com/vuln/365741
https://vuldb.com/vuln/365741/cti

https://app.openc

ve.io/cve/CVE-
2026-44728

Red Hat

Improper Validation of Specified Quantity in
Input

https://access.redhat.com/errata/RHSA-2026:20611
https://access.redhat.com/security/cve/CVE-2026-42013
https://bugzilla.redhat.com/show_bug.cgi?id=2467448

Babel

Improper Control of Generation of Code
('Code Injection')

From 7.12.0 to be-
fore 7.29.4 and
8.0.0-alpha.13

https://github.com/babel/babel/security/advisories/GHSA-fv7c-
fpdj-7gwp



https://github.com/babel/babel/security/advisories/GHSA-fv7c-fp4j-7gwp
https://github.com/babel/babel/security/advisories/GHSA-fv7c-fp4j-7gwp

https://app.openc

ve.io/cve/CVE-
2026-48898

https://app.openc

ve.io/cve/CVE-
2026-45361

Joomla! Project

Insufficient Information

https://developer.joomla.org/security-centre/1045-20260513-
core-privilege-escalation-through-com-users-batch-task.html

https://app.openc

ve.io/cve/CVE-
2026-48131

Apache Airflow

Key Exchange without Entity Authentication

Users are advised to
upgrade to “apache-
airflow-providers-
google™ 22.0.0 or
later.

http://www.openwall.com/lists/0oss-security/2026/05/24/9
https://github.com/apache/airflow/pull/66746
https://lists.apache.org/thread/3lpj7ppwxp7jtp81rnxk75xvin7qd7h
2

https://app.openc

ve.io/cve/CVE-
2026-8855

Checkpoint
Quantum Security
Gateway

Heap-based Buffer Overflow

https://support.checkpoint.com/results/sk/sk184981

https://app.openc

ve.io/cve/CVE-
2026-8834

IBM HTTP Server

Improper Control of Generation of Code
('Code Injection')

IBM HTTP Server 8.5
and 9.0

https://www.ibm.com/support/pages/node/7274065

https://app.openc

ve.io/cve/CVE-
2025-43306

IBM HTTP Server 8.5,

https://app.openc

ve.io/cve/CVE-
2026-24192

https://app.openc

ve.io/cve/CVE-
2026-24193

https://app.openc

ve.io/cve/CVE-
2026-24194

https://app.openc

ve.io/cve/CVE-
2026-7454

IBM HTTP Server Heap-based Buffer Overflow and 9.0 https://www.ibm.com/support/pages/node/7274065
A logic issue was ad-
dressed with im-
proved checks. This
Ssue s flxe.d inma- https://support.apple.com/en-us/125110
. cO0S Sequoia 15.7,
Apple macOS Improper Privilege Management macOS Sonoma https://support.apple.com/en-us/125111
14.8, macOS Tahoe https://support.apple.com/en-us/125112
26. Amalicious app
may be able to gain
root privileges.
Incorrect Conversion between Numeric https://nvd.nist.gov/vuln/detail/CVE-2026-24192
NVIDIA Types - https://nvidia.custhelp.com/app/answers/detail/a_id/5821
https://www.cve.org/CVERecord?id=CVE-2026-24192
https://nvd.nist.gov/vuln/detail/CVE-2026-24193
NVIDIA Out-of-bounds Write - https://nvidia.custhelp.com/app/answers/detail/a_id/5821
https://www.cve.org/CVERecord?id=CVE-2026-24193
https://nvd.nist.gov/vuln/detail/CVE-2026-24194
NVIDIA Improper Preservation of Permissions - https://nvidia.custhelp.com/app/answers/detail/a_id/5821
https://www.cve.org/CVERecord?id=CVE-2026-24194
. . . https://www.autodesk.com/products/autodesk-access/overview
Autodesk 3ds Max | Duffer Copy without Checking Size of Input | _ https://www.autodesk.com/trust/security-advisories/adsk-sa-

('Classic Buffer Overflow')

2026-0006



https://developer.joomla.org/security-centre/1045-20260513-core-privilege-escalation-through-com-users-batch-task.html
https://developer.joomla.org/security-centre/1045-20260513-core-privilege-escalation-through-com-users-batch-task.html
https://support.checkpoint.com/results/sk/sk184981
https://www.ibm.com/support/pages/node/7274065
https://www.ibm.com/support/pages/node/7274065

https://app.openc

ve.io/cve/CVE-
2026-2253

https://app.openc

ve.io/cve/CVE-
2026-48829

Hitachi Vantara
Pentaho Data Inte-
gration and Analyt-
ics

Improper Restriction of XML External Entity
Reference

Hitachi Vantara Pen-
taho Data Integra-
tion & Analytics ver-
sions before
10.2.0.7 and
11.0.0.0, includ-

ing 9.3.x and 8.3.x,
does not prevent
certain XML parsers
from resolving exter-

https://support.pentaho.com/hc/en-us/articles/45677548193933-
-Resolved-Hitachi-Vantara-Pentaho-Data-Integration-Analytics-Im-
proper-Restriction-of-XML-External-Entity-Reference-Versions-be-
fore-10-2-0-7-and-11-0-0-0-Impacted-CVE-2026-2253

https://app.openc

ve.io/cve/CVE-
2026-8850

https://app.openc

ve.io/cve/CVE-
2026-44730

https://app.openc

ve.io/cve/CVE-
2025-46284

nal entities.
https://codeberg.org/gsasl/gsasl/commit/daSb5ae2962b014879¢
4a406c3b38f25aa70e97a
https://lists.debian.org/debian-security-
. In GNU SASL before announce/2026/msg00182.html

GNU SASL NULL Pointer Dereference 2.2.3 https://lists.gnu.org/archive/html/help-gsasl/2026-
05/msg00000.html
https://lists.gnu.org/archive/html/help-gsasl/2026-
05/msg00002.html

IBM HTTP Server | NULL Pointer Dereference LB:S g”(;rp Sever8.5 | 1 tos:/iwww.ibm.com/support/pages/node/7274065

OpenCTI-Platform | Improper Access Control Priorto 6.9.7 https://github.com/OpenCTI-

Platform/opencti/security/advisories/GHSA-q537-ghj4-wcjx

https://app.openc

ve.io/cve/CVE-
2026-43503

Apple macOS

Concurrent Execution using Shared Re-
source with Improper Synchronization
('Race Condition')

Arace condition was
addressed with ad-
ditional validation.
Thisissue is fixed in
macOS Sequoia
15.7, macOS Tahoe
26. An app may be
able to gain root
privileges.

https://support.apple.com/en-us/125110
https://support.apple.com/en-us/125111

Linux

https://git.kernel.org/stable/c/12401fcfb01f53ccc63ab0a3246570
fe8f3105ee
https://git.kernel.org/stable/c/179f1852bdedc300e373e807cc102
cd81feff196
https://git.kernel.org/stable/c/48f6a5356a33dd78e7144aelfaefo5
ffc990aae0



https://www.ibm.com/support/pages/node/7274065
https://github.com/OpenCTI-Platform/opencti/security/advisories/GHSA-q537-qhj4-wcjx
https://github.com/OpenCTI-Platform/opencti/security/advisories/GHSA-q537-qhj4-wcjx

https://git.kernel.org/stable/c/989214c66884d70716d83dc1d0bf5
€16287bf349
https://git.kernel.org/stable/c/9bc9d6d6967a2239aa57af2aa5355
4eddd640d20
https://git.kernel.org/stable/c/fbeab9555564a1b98e8582cd106df
e46c4606991
https://git.kernel.org/stable/c/fc6eb39c55e97df2f94ad974b8a5bb
cd019da2c8
https://git.kernel.org/stable/c/ff375cc75f9167168db38e0464a482
d5fbc8d81d

CISA/CERT-EU Alerts & Advisories

AUTO TO KOoppATL TteplAapBAvel ELGOTIOIROELG Ao emionpeg NyES, Kupiwg CISA kat CERT-EU, oxeTIKa e KPLOLUEG EUTTADELEC ) EVEPYEG OTEIAEC. ZUVROWCG
oadopouv Blopnxavika f kpiowo cuothpata, oAAA Kot mainstream Aoylopiko. MNpoadépovtal o popdn cUVIOHWY avadopwy Kot 08nNyolV o€ TILo AEMTOLE-
PELC TEXVIKEG 0ONYLEC.

Zovroun neptypadn / TitAog AvayvwpLoTiko eurtdBsiag / Evnuepwtiko / O8nyieg URL ‘

CISA Adds One Known Exploited Vulnerability to = (CVE-2026-48172 LiteSpeed cPanel Plugin Privilege Escalation Vulnerability https://www.cisa.gov/news-events/alerts/2026/05/26/cisa-
Catalog adds-one-known-exploited-vulnerability-catalog
News

H evotnta "News" cuvoilel Ta Lo onUavtikd yeyovota tng eBSoudadag otov Topéa Tng kuPBepvoacdarelag. ESw Ba Bpeite emiBéoelg mou Eexwploay, VEEG
TEXVLKEG TIOU EVIOTILOTNKAY, I EVEPYELEG OTLO YWWOTEG OUASEG hacking. Alvel Tnv amapaitntn elkova Tou TL cuppaivel S1eBvwg kal Tov TpEMEeL va oTpadel n
npocoxn.

Zovroun nepypadn / TitAog URL

India’s CERT-In Asks Organizations to Patch Vulnerabilities in Systems Within 12 https://cybersecuritynews.com/cert-in-asks-patch-vulnerabilities-12-hours/
hours



https://www.cve.org/CVERecord?id=CVE-2026-48172
https://www.cisa.gov/news-events/alerts/2026/05/26/cisa-adds-one-known-exploited-vulnerability-catalog
https://www.cisa.gov/news-events/alerts/2026/05/26/cisa-adds-one-known-exploited-vulnerability-catalog
https://cybersecuritynews.com/cert-in-asks-patch-vulnerabilities-12-hours/

Breaches / Compromised / Hacked

Kataypadovrtat neputtwoelg mapafiacng Sedopévwy, Slappowv Kal aAAwv cofapwv meplotatikwy achadeiog. Mephappavovtal mAnpodopieg yla to
TIOLOL EMNPEACTNKAY, LLE TIOLOV TPOTIO £YLVE N tapaBioon Kot Tov untapxouv dlabéoiueg Aemtopépeled. Elvatl pia xprowdn ewova yia va avtiAned et kaveig
N SUVAULKN TWV ETIBECEWV O TIPOYUATIKEG CUVONKEG.

Zovroun nepypadn / TitAog URL

Hackers Compromised 233 Versions of Laravel-Lang Packages by Hacking 700 https://cybersecuritynews.com/laravel-lang-packages-compromised/

GitHub Repos
Hackers Compromised 34 Packages in npm, PyPI, and Crates in New Supply Chain
Attack

Vulnerabilities / Flaws / Zero-day

AvadEépovtal TEXVIKA eEAattwpata 1 aduvapieg mou evdéxetal va aglomotnboulv dueoa amno entibépevoug — site emeldn eival zero-day eite ylati n 816p-
Bwon toug kaBuaotepel. MephapBdvovtal MEPUTTWOELS OToU Sev amalteltal aAANAeniSpacn e ToV Xproth 1 OToU TTAPAKAUITTOVTAL BACIKA HETPO oo~
Aeloc. MoAU xprotuo yla opdadeg mou acxoAouvtal pe threat detection.

https://cybersecuritynews.com/supply-chain-trapdoor-malware/

Z0vtoun nepypadn / Tithog

New 7-Zip Vulnerabilities Let Attackers Execute Arbitrary Code and Compromise
Systems
KnowledgeDeliver LMS Zero-Day Exploited to Deploy BLUEBEAM Web Shell

CISA Warns of Drupal Core SQL Injection Vulnerability Exploited in Attacks

Nginx-poolslip Vulnerability Enables DoS and Code Execution Attacks — Patch
Now!
Ghost CMS SQL injection flaw exploited in large-scale ClickFix campaign

Anthropic: Mythos Detected 23,000 Potential Vulnerabilities Across 1,000 OSS
Projects
LiteSpeed cPanel Plugin CVE-2026-48172 Exploited to Run Scripts as Root

BIND 9 Software Vulnerabilities Exposes Resolvers and Authoritative Servers to
Remote Exploits
Multiple Angular Language Service Extension Vulnerabilities Enable RCE Attacks

Microsoft SharePoint Server Vulnerability Enables Remote Code Execution Attacks

URL

https://cybersecuritynews.com/7-zip-vulnerabilities-code-execution/

https://cybersecuritynews.com/knowledgedeliver-Ims-zero-day-exploited/

https://cybersecuritynews.com/drupal-core-sqgl-injection-vulnerability-exploited/

https://cybersecuritynews.com/nginx-poolslip-vulnerability/

https://www.bleepingcomputer.com/news/security/ghost-cms-sql-injection-flaw-exploited-in-large-scale-clickfix-cam-
paign/

https://www.securityweek.com/anthropic-mythos-detected-23000-potential-vulnerabilities-across-1000-oss-projects/

https://thehackernews.com/2026/05/litespeed-cpanel-plugin-cve-2026-48172.html

https://cybersecuritynews.com/bind-9-vulnerabilities-exposes/

https://cybersecuritynews.com/angular-extension-vulnerabilities/

https://cybersecuritynews.com/sharepoint-server-rce-vulnerability/



https://cybersecuritynews.com/laravel-lang-packages-compromised/
https://cybersecuritynews.com/supply-chain-trapdoor-malware/
https://cybersecuritynews.com/7-zip-vulnerabilities-code-execution/
https://cybersecuritynews.com/knowledgedeliver-lms-zero-day-exploited/
https://cybersecuritynews.com/drupal-core-sql-injection-vulnerability-exploited/
https://cybersecuritynews.com/nginx-poolslip-vulnerability/
https://www.bleepingcomputer.com/news/security/ghost-cms-sql-injection-flaw-exploited-in-large-scale-clickfix-campaign/
https://www.bleepingcomputer.com/news/security/ghost-cms-sql-injection-flaw-exploited-in-large-scale-clickfix-campaign/
https://www.securityweek.com/anthropic-mythos-detected-23000-potential-vulnerabilities-across-1000-oss-projects/
https://thehackernews.com/2026/05/litespeed-cpanel-plugin-cve-2026-48172.html
https://thehackernews.com/2026/05/litespeed-cpanel-plugin-cve-2026-48172.html
https://cybersecuritynews.com/bind-9-vulnerabilities-exposes/
https://cybersecuritynews.com/angular-extension-vulnerabilities/
https://cybersecuritynews.com/sharepoint-server-rce-vulnerability/

Patches / Updates / Fixes

ESw Ba Bpeite Ti¢ o mpoodateg SLopBWOELS Kol EVNUEPWOELG aohaAelag amod mpopunBeutég AoyilopikoU kat hardware. To meplexopevo adpopd GUYKeKPL-
péva bugs 1 exploits mou €xouv 16N dnuoctonotnBei, pall pe 0dnyieg yla To mwg va edpappoctolv Ta patches.

Z0vtoun nepypadn / Tithog

Wireshark 4.6.6 Released With Fix for Dissector Crash via Malformed Packet Injec-

tion

Anthropic Releases Free Security Plugin for Claude Code Terminal to Detect Vul-
nerabilities

PuTTY 0.84 Released With Fix for SSH KEX Crashes and Telnet Prompt Spoofing
Flaw

Potential threats / Threat intelligence

URL

https://cybersecuritynews.com/wireshark-4-6-6-released/

https://cybersecuritynews.com/free-security-plugin-for-claude-code/

https://cybersecuritynews.com/putty-0-84-released/

H ouykekplévn evotnta aoXoAeltal pe VEEG amelAEg, e€eAlyéva malware Kol TEXVIKEG ETILOECEWY TIOU €XOUV EVTOTILOTEL O€ TIPAYUATIKEG oUV-OBnKec. Mept-
Aappavovtat avadopég o epyaleia TIOU XpNOLUOTIOLOUV oL eTLTLOEEVOL, AAAG Kal SeikTeg (loCs) TTou Umopouv va xpnotpomnotnbouv otnv Guuva.

Zovropn nepypadn / Tithog
InvisibleFerret Malware Now Ships as .pyd and .so Files to Evade Script Detection

Cybercriminals Use Telegram Channels to Sell Verified Bank and Fintech Mule Ac-
counts
Hackers Hide Linux Payload Under SSH-Like Filename During Package Installation

Russian Hacker Used Jailbroken Gemini to Steal Admin Credentials and Drain
Crypto Wallets

Hackers Abuse Shared CDN Infrastructure to Bypass Domain Reputation Security
Controls

Iranian APT Uses SEO Poisoning to Deliver Fake SQL Developer Malware Installer

Hackers Actives Scanning SonicWall Firewall Interfaces — 597,000 Sessions Ob-
served

MiniUpdate RAT Uses Azure-Hosted C2 Domains for Targeted Espionage Cam-
paigns

Hackers Exploit F5 BIG-IP Appliance to Gain SSH Access and Pivot Into Enterprise
Linux Networks

Hackers Use Browser-Locking CypherLoc Kit to Push Fake Microsoft Support Calls

FBI Warns 'Kali365' Phishing Kit Hijacks Microsoft 365 OAuth Tokens
Attackers Abuse Open RDP Ports to Gain Initial Access Into Business Networks
New 0-Click WhatsApp Account Takeover Attack Targeting iOS 16 Users

Quasar Linux RAT Targets Developers With Fileless Execution and eBPF Rootkit
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https://cybersecuritynews.com/miniupdate-rat-uses-azure-hosted-c2-domains/

https://cybersecuritynews.com/f5-big-ip-exploited-for-ssh-access/

https://cybersecuritynews.com/hackers-use-browser-locking-cypherloc-kit/

https://www.infosecurity-magazine.com/news/fbi-kali365-phishing-kit-m365/

https://cybersecuritynews.com/attackers-abuse-open-rdp-ports/

https://cybersecuritynews.com/0-click-whatsapp-target-ios-16-users/

https://cybersecuritynews.com/quasar-linux-rat-targets-developers/
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Guides / Tools

MNapouotalovral Texvikoil odnyol kat epyaleia tov prmopolv va Bonbricouv otnv mapakoholOnon, avadiuon f evioxuon tg aopalelag cuotnuatwy. Eite
T(POKELTAL YLO. OPEN Source projects £iTe yLa VEEC TEXVIKEC, N EVOTNTA AUTA AELTOUPYEL WG TTOPOG VLo TIPOKTIKEG AUOELG oTNV KABNUEPLVA SOUAELA TWV EMay-

veApatiwy a.odpaAeLag.

Zuvtopn niepypadn / Tithog

Top Tools for Enterprise Security Monitoring

Splunk Releases Guide to Detect Remote Employment Fraud Within Your Organization
ThreatBook Launches Best-of-Breed Advanced Threat Intelligence Solution

CISA Releases Best Security Practices Guide for Hardening Microsoft Exchange Server
Top 10 Best Exposure Management Tools In 2026

NETREAPER Offensive Security Toolkit That Wraps 70+ Penetration Testing Tools
GitLab Security Best Practices Cheat Sheet

False Negatives Are a New SOC Headache. Here’s the Fast Way to Fix It

PentAGI — Automated Al-Powered Penetration Testing Tool that Integrates 20+ Security Tools

URL
https://cybersecuritynews.com/enterprise-security-monitoring-tools/

https://cybersecuritynews.com/detect-remote-employment-fraud/

https://cybersecuritynews.com/threatbook-advanced-threat-intelligence-solution/

https://cybersecuritynews.com/microsoft-exchange-server-hardening-guide/

https://cybersecuritynews.com/best-exposure-management-tools/

https://cybersecuritynews.com/netreaper-offensive-security-toolkit/

https://thehackernews.uk/gitlab-security-tips

https://cybersecuritynews.com/false-negatives-are-a-new-soc-headache-heres-the-fast-way-to-fix-it/

The CISO Executive Toolkit (Free Download)
Secure Coding Best Practices: Practical Guide + Cheat Sheet for Developers

Top 10 Best Malware Sandbox Tools for Security Teams in 2026

https://cybersecuritynews.com/pentagi-penetration-testing-tool/

https://thehackernews.uk/wiz-ciso-bundle

https://thehackernews.uk/secure-coding-wiz-cheat

https://cybersecuritynews.com/best-malware-sandbox-tools/
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Annex — Websites with vendor specific vulnerabilities
O mivakag epLEXEL websites amd KATaokeUAOTEG TTIOU TIPOoPEPOUV TTANPOPOPLEC OXETIKEG e euTABEeLEC TOU eudavilovtol oTa MPoiovTa TOUG.

Vendor name / URL
Platform
Wordfence Intelligence Vulnerability Database API https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/
Wordpress .
Scan your WordPress website, https://wpscan.com/scan/
Oracle Critical Patch Updates, Security Alerts and Bulletins, https://www.oracle.com/security-alerts/
Fortinet Fortinet products, https://www.fortiguard.com/psirt
IBM Security bulletins, https://cloud.ibm.com/status/security
Research, Collaborate and Act on threat intelligence, https://exchange.xforce.ibmcloud.com/
MS Windows | The Microsoft Security Response Center (MSRC), https://msrc.microsoft.com/update-guide/
SAP SAP Security Notes, https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html
Dell Security Advisories, Notices and Resources, https://www.dell.com/support/security/en-us
HPE HPE Security Bulletin Library, https://support.hpe.com/connect/s/securitybulletinlibrary
Security Bulletins, https://support.hp.com/us-en/security-bulletins
Cisco Cisco Security Advisories, https://sec.cloudapps.cisco.com/security/center/publicationListing.x
Palo Alto Palo Alto Networks Security Advisories, https://security.paloaltonetworks.com/
Ivanti Security Advisory, https://www.ivanti.com/blog/topics/security-advisory

Mozilla Mozilla Foundation Security Advisories, https://www.mozilla.org/en-US/security/advisories/

Android Android Security Bulletins, https://source.android.com/docs/security/bulletin/asb-overview
Zyxel Security Advisories, https://www.zyxel.com/global/en/support/security-advisories
D-Link Global Security Advisories, Responses, and Notices, https://supportannouncement.us.dlink.com/

Adobe Security Bulletins and Advisories, https://helpx.adobe.com/security/security-bulletin.html

Siemens Siemens ProductCERT and Siemens CERT, https://www.siemens.com/global/en/products/services/cert.html

Splunk Splunk Security Advisories, https://advisory.splunk.com/
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