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Common Vulnerabilities and Exposures (CVEs)

H evotnta auth eotldlel o eutdBeLeg TOU £xouV KataxwpnBel mpoodata kal afloAoyouvtal wg ooPfapég, pe faon tn Babuoioyia CVSS. Napoucialovral
pe cadnvela T cuothpata ) epapUoyEg tou emnpedlovtal, o TUToG tn¢ euntadelog (6mwg SQL injection | command injection) kat oxeTikol cUVSeGHOL YL
TEPALTEPW TTANPOPOPNON 1 LETPA AVILUETWTILONG.

URL euntdBetag  CVSSv3  Mpoidv/Ynnpeoia Tunog EundBeLag ZuokeVEG/EkSOoelGov  URL mpoidvrog/unnpeciag URL 08nyLwv avILHETWILONG

(NIST NVD) ennpealovrat

https://nvd. Angular Improper Neutrali- Priorto 1.5.2 https://github.com/peerigon/angular-

nist.gov/vul Expressions Zzation of Directives expressions/security/advisories/GHSA-pw8r-6689-xvf4
n/detail/CV

in Dynamically Eval-

E-2026- 0
e ua.ted.Code ('Eval
Injection’)
https://nvd. The Burst Sta- | Improper 3.4.0to0 3.4.1.1 | https://github.com/Burst-Statistics/burst-statis-
nist.gov/vul tistics — Pri- Authentication tics/blob/2488d3fa54045e7e5342b0445b9f6b5eaac9ea7c/in-
n/detail/CV vacy-Friendly cludes/Frontend/class-mainwp-proxy.php#L385 Wordfence
E-2026- WordPress An- https://plugins.trac.wordpress.org/browser/burst-statis-
8181 alytics (Google tics/tags/3.4.1.1/includes/Frontend/class-mainwp-proxy.php#L314
Analytics Alter- Wordfence
native) plugin https://plugins.trac.wordpress.org/browser/burst-statis-
for WordPress tics/tags/3.4.1.1/includes/Frontend/class-mainwp-proxy.php#L.328

Wordfence

https://plugins.trac.wordpress.org/browser/burst-statis-
tics/tags/3.4.1.1/includes/Frontend/class-mainwp-proxy.php#1.336
Wordfence

https://plugins.trac.wordpress.org/browser/burst-statis-
tics/tags/3.4.1.1/includes/Traits/trait-admin-helper.php#L205 Word-
fence
https://plugins.trac.wordpress.org/browser/burst-statistics/trunk/in-
cludes/Frontend/class-mainwp-proxy.php#L314 Wordfence
https://plugins.trac.wordpress.org/browser/burst-statistics/trunk/in-
cludes/Frontend/class-mainwp-proxy.php#L328 Wordfence
https://plugins.trac.wordpress.org/browser/burst-statistics/trunk/in-
cludes/Frontend/class-mainwp-proxy.php#L336 Wordfence
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https://nvd.

nist.gov/vul
n/de-

tail/CVE-
2026-6510

https://nvd.

nist.gov/vul
n/de-

tail/CVE-
2026-6271

https://nvd.

nist.gov/vul
n/de-

tail/CVE-
2026-8043

https://nvd.

nist.gov/vul
n/detail/CV

E-2026-
45714
https://nvd.

nist.gov/vul
n/detail/CV

E-2026-
45158

The In-
fusedWoo
Pro plugin
for Word-
Press

The Career
Section
plugin for
WordPress

Ivanti Xtraction

CubeCart

OPNsense is
a FreeBSD

Missing Authorization

Unrestricted Upload
of File with Danger-
ous Type

External Control of
File Name or Path

Improper Control of
Generation of Code
('Code Injection')

Improper Neutrali-
zation of Argument

up to, and
including, 5.1.2

up to, and
including, 1.7

before version
2026.2

Priorto 6.7.0

Priorto 26.1.8

https://plugins.trac.wordpress.org/browser/burst-statistics/trunk/in-
cludes/Traits/trait-admin-helper.php#L205 Wordfence
https://www.wordfence.com/threat-intel/vulnerabili-
ties/id/8ca830d6-3d3c-4026-85cd-8447b8a568d3?source=cve
https://woo.infusedaddons.com/ Wordfence
https://www.wordfence.com/threat-intel/vulnerabili-
ties/id/08cb8bal-1976-438b-8e0b-0a8be08aad6¢c?source=cve

https://plugins.trac.wordpress.org/changeset/3507785/career-sec-
tion Wordfence
https://plugins.trac.wordpress.org/changeset/3507912/career-sec-
tion Wordfence
https://plugins.trac.wordpress.org/changeset/3507917/career-sec-
tion Wordfence
https://www.wordfence.com/threat-intel/vulnerabili-
ties/id/005d1abc-761d-4f9a-bc21-aad63e8efd66?source=cve
https://hub.ivanti.com/s/article/Security-Advisory---lvanti-Xtraction-
CVE-2026-8043?language=en_US

https://github.com/cubecart/v6/security/advisories/GHSA-pcfr-xgc9-
xfve

https://github.com/opnsense/core/security/advisories/ GHSA-5rx3-
w735-74wm
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https://nvd.

nist.gov/vul
n/detail/CV

E-2026-
8201

https://nvd.

nist.gov/vul
n/de-

tail/CVE-
2026-
43908

https://nvd.

nist.gov/vul
n/detail/CV

E-2020-
37221
https://nvd.

nist.gov/vul
n/de-

tail/CVE-
2026-
40893

https://nvd.

nist.gov/vul
n/de-

tail/CVE-
2026-8629

Delimiters in a Com-
mand ('Argument

Injection’)

MongoDB's  UseAfter Free V7.0 versions prior

Field-Level t07.0.34, v8.0 ver-

E . sions prior to

hcryption 8.0.23, 8.2 ver-

sions prior to 8.2.

(FLE) i i 8.2.9
and v8.3 versions
priorto 8.3.2

OpenimagelO  Out-of-bounds Write Priorto 3.0.18.0
and 3.1.13.0

Atomic Alarm | Stack-based Buffer 6.3

Clock Overflow

Gotenberg  External Controlof  Priorto 8.31.0

is a Docker- File Name or Path

powered

Crabbox Authorization Bypass priortov0.12.0

Through User-Con-
trolled Key

https://jira.mongodb.org/browse/SERVER-122032

https://github.com/AcademySoftwareFoundation/OpenlmagelO/secu

rity/advisories/GHSA-2jr5-q49v-3858

https://www.exploit-db.com/exploits/48346 VulnCheck
https://www.vulncheck.com/advisories/atomic-alarm-clock-stack-
overflow-via-seh-unicode

Source(s) Tag(s)
https://github.com/gotenberg/gotenberg/security/advisories/GHSA-

62p3-hvxx-fxgd

https://github.com/openclaw/crabbox/com-
mit/95cb30dc7dbaalfef690a42ef6aclcb6e307a191 VulnCheck
https://github.com/openclaw/crabbox/pull/71 CISA-ADP, VulnCheck
https://github.com/openclaw/crabbox/releases/tag/v0.12.0 Vul-
nCheck
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https://nvd.

nist.gov/vul
n/de-

tail/CVE-
2026-
44574

https://nvd.

nist.gov/vul
n/detail/CV

E-2026-
42897

https://nvd.

nist.gov/vul
n/de-

tail/CVE-
2026-
44447
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nist.gov/vul
n/detail/CV

E-2026-
41218
https://nvd.

nist.gov/vul
n/detail/CV

E-2026-
8597

Next.js

Microsoft
Exchange
Server

ERPNext

BIG-IP PEM
iRules

Triton infer-
ence handler
in Amazon
SageMaker Py-
thon SDK

Authentication Bypass

From 15.4.0 to

Using an Alternate Path  before 15.5.16

or Channel

Improper Neutrali-
zation of Input Dur-
ing Web Page Gen-
eration ('Cross-site

Scripting')

Improper Neutraliza-
tion of Special Ele-
ments used in an SQL
Command ('SQL Injec-

tion')

Use After Free

Improper Validation of
Integrity Check Value

and 16.2.5

Priorto 16.9.0

v2 before v2.257.2
and v3 before
v3.8.0

https://www.vulncheck.com/advisories/crabbox-privilege-escalation-
via-agent-ticket-endpoints
https://github.com/vercel/next.js/security/advisories/ GHSA-492v-
c6pp-maqv

https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2026-
42897

https://github.com/frappe/erpnext/security/advisories/GHSA-q65v-
fm9p-9vh3

https://my.f5.com/manage/s/article/K000160875

https://aws.amazon.com/security/security-bulletins/2026-031-aws/
AMZN

https://github.com/aws/sagemaker-python-sdk/re-
leases/tag/v2.257.2 AMZN
https://github.com/aws/sagemaker-python-sdk/releases/tag/v3.8.0
AMZN
https://github.com/aws/sagemaker-python-sdk/security/adviso-
ries/GHSA-rg6v-x3j8-7qgf
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CISA/CERT-EU Alerts & Advisories

AUTO TO KOpUATL TtepAapBAvel ELGOTIOLNCELG A0 emionpeg NyES, Kupiwg CISA kat CERT-EU, oxeTKA e KPLOLUEG EUTTABDELEG ) EVEPYEC OTEIAEC. ZuVRBWCG
adopouv Blopnxavika f kpiowo cuothpata, oAAA Kol mainstream Aoylopiko. MNpoadépovtal o popdn cUVIOHWY avadopwy Kot 08nyolV o TILo AETTOLE-
PELC TEXVIKEG 0ONYLEC.

Zovroun nepypadn / TitAog AvayvwpLoTiko euttdOsiag / Evnuepwtiko / O8nyieg URL
CISA Adds One Known Exploited Vulnerability to = (CVE-2026-20182 Cisco Catalyst SD-WAN Controller Authentication Bypass Vul-  https://www.cisa.gov/news-events/alerts/2026/05/14/cisa-
Catalog nerability adds-one-known-exploited-vulnerability-catalog

News

H evotnta "News" cuvoilel Ta Lo onUavtikd yeyovota tng eBdoudadag otov topéa Tng kuBepvoaodarelag. ESw Ba Bpeite emiBEoelg mou Eexwploay, VEEG
TEXVLKEG TIOU EVIOTILOTNKAY, I EVEPYELEG OTLO YWWOTEG OUASEG hacking. Alvel Tnv amapaitntn elkova Tou TL cupBaivel S1eBvwg kal ov TpEMeL va oTpadel n
npocoxn.

ZUvtoun nepypadr / TitAog URL
Taiwan Incident Highlights Cybersecurity Gaps in Rail Systems https://www.darkreading.com/ics-ot-security/taiwan-incident-highlights-cybersecurity-gaps

Breaches / Compromised / Hacked

Kataypadovrtat neputtwoels mopafiacng Sedopévwy, Sltappowv kal AAAwv coPfapwv meplotatikwy achaAeiog. Mephappavovtal mAnpodopieg yla to
TIOLOL ETMNPEACTNKAY, LLE TIOLOV TPOTIO EYLVE N tapaBioon Kot tov uTtapxouv dlabéoiueg Aemtopépeled. Elval pia xpriowdn ewova yia va avtiAned et kaveig
TN SUVAULKN TWV ETILBECEWV O TIPAYLATIKEG CUVONKEG.

Zovroun nepypadn / TitAog URL

Foxconn Confirms Cyberattack After Nitrogen Ransomware Gang Claim https://cybersecuritynews.com/foxconn-confirms-cyberattack/

Tables Turn on 'The Gentlemen' RaaS Gang With Data Leak https://www.darkreading.com/threat-intelligence/gentlemen-raas-gang-data-leak
Avada Builder Flaws Expose One Million WordPress Sites https://www.infosecurity-magazine.com/news/avada-builder-flaws-one-million/

Chinese APT Hackers Exploit Microsoft Exchange to Breach Energy Sector Network https://cybersecuritynews.com/chinese-apt-hackers-exploit-microsoft-exchange/

node-ipc npm Package with 822K Weekly Downloads Compromised in Supply Chain https://cybersecuritynews.com/node-ipc-npm-package-compromised/
Attack

Hackers Compromise 170 npm Packages to Steal GitHub, npm, AWS, and Kuber- https://cybersecuritynews.com/hackers-compromise-170-npm-packages/
netes Secrets

OpenAl Confirms Security Breach Via TanStack npm Supply Chain Attack https://cybersecuritynews.com/openai-confirms-security-breach/



https://www.cve.org/CVERecord?id=CVE-2026-20182
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https://cybersecuritynews.com/openai-confirms-security-breach/

Vulnerabilities / Flaws / Zero-day
AvadEépovtal TEXVIKA eEAattwpata 1 aduvapieg mou evdéxetal va aglomotnbouv aueoa amno entibépevoug — eite emeldn eival zero-day eite ylati n d16p-
Bwon toug kaBbuotepel. MephapBdvovtal MEPUTTWOELS OTIOU Sev amatteltal aAnAenidpacn e Tov XpHoTn 1} OTIOU TAPAKAUMTOVIAL BacLKA HETPpA aoda-

Aeloc. MoAU xprouo yla opddeg mou acxoAouvtal pe threat detection.

Z0vtoun nepypadn / Tithog

Critical 18-Year-Old NGINX Vulnerability Enables Remote Code Execution Attacks —
PoC Released
Critical MongoDB Vulnerability Allow Attackers to Execute Arbitrary Code

Windows BitLocker 0-Day Vulnerability Enables Access to Encrypted Drives
Microsoft Teams Vulnerability Allows Hackers to Perform Spoofing Attacks
New Exim BDAT GnuTLS Vulnerability Enables Code Execution Attacks

Critical SandboxJS Escape Vulnerability Enables Host Takeover

Fragnesia Linux Vulnerability Let Attackers Gain Root Privileges — PoC Released

Microsoft, Palo Alto Networks Find Many Vulnerabilities by Using Al on Their Own
Code
On-Prem Microsoft Exchange Server CVE-2026-42897 Exploited via Crafted Email

URL ‘

https://cybersecuritynews.com/18-year-old-nginx-rce-vulnerability/

https://cybersecuritynews.com/mongodb-rce-vulnerability/

https://cybersecuritynews.com/windows-bitlocker-0-day-vulnerability/

https://cybersecuritynews.com/microsoft-teams-vulnerability-spoofing/

https://cybersecuritynews.com/new-exim-bdat-gnutls-vulnerability/

https://cybersecuritynews.com/critical-sandboxjs-escape-vulnerability/

https://cybersecuritynews.com/fragnesia-linux-vulnerability/

https://www.securityweek.com/microsoft-palo-alto-networks-find-many-vulnerabilities-by-using-ai-on-their-own-code/

https://thehackernews.com/2026/05/on-prem-microsoft-exchange-server-cve.html

CISA Adds Cisco SD-WAN CVE-2026-20182 to KEV After Admin Access Exploits

New Linux Kernel Vulnerability Fragnesia Allows Root Privilege Escalation
Hackers exploit auth bypass flaw in Burst Statistics WordPress plugin
18-year-old NGINX vulnerability allows DoS, potential RCE

Critical Canon MailSuite Vulnerability Enables Remote Code Execution Attacks

Patches / Updates / Fixes

https://thehackernews.com/2026/05/cisa-adds-cisco-sd-wan-cve-2026-20182.html

https://www.securityweek.com/new-linux-kernel-vulnerability-fragnesia-allows-root-privilege-escalation/

https://www.bleepingcomputer.com/news/security/hackers-exploit-auth-bypass-flaw-in-burst-statistics-wordpress-plugin/

https://www.bleepingcomputer.com/news/security/18-year-old-nginx-vulnerability-allows-dos-potential-rce/

https://cybersecuritynews.com/canon-mailsuite-vulnerability/

ESw BOa Bpeite Tic o mpoodateg SlopBwoeLS Kol evnUePWOELS achaAelag amod mpounBOeutég Aoyilopkol Kat hardware. To meplexdpuevo adopd cuyKeKpL-
péva bugs n exploits mou €xouv 6N dnuoctonotnOsei, pall pe o0dnyieg yia to mwg va edpappoctoly Ta patches.

Jovtopn neptypadn / Tithog
Microsoft Releases Cumulative Update for Windows 11, Version 25H2 and 24H2
Microsoft Patches 138 Vulnerabilities, Including DNS and Netlogon RCE Flaws

Microsoft's MDASH Al System Finds 16 Windows Flaws Fixed in Patch Tuesday

Chrome 148 Update Patches Critical Vulnerabilities
Cisco Patches Another SD-WAN Zero-Day, the Sixth Exploited in 2026

URL

https://cybersecuritynews.com/microsoft-releases-cumulative-update-for-windows-11/

https://thehackernews.com/2026/05/microsoft-patches-138-vulnerabilities.html

https://thehackernews.com/2026/05/microsofts-mdash-ai-system-finds-16.html

https://www.securityweek.com/chrome-148-update-patches-critical-vulnerabilities/

https://www.securityweek.com/cisco-patches-another-sd-wan-zero-day-the-sixth-exploited-in-2026/
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https://www.bleepingcomputer.com/news/security/hackers-exploit-auth-bypass-flaw-in-burst-statistics-wordpress-plugin/
https://www.bleepingcomputer.com/news/security/18-year-old-nginx-vulnerability-allows-dos-potential-rce/
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F5 Patches Over 50 Vulnerabilities https://www.securityweek.com/f5-patches-over-50-vulnerabilities/

Potential threats / Threat intelligence

H ouykekpluévn evotnta aoyoAeital pe VEeg amelA£g, e€eAyéva malware Kal TEXVIKEG ETILOECEWY TIOU £XOUV EVTOTILOTEL O TTPAYUOTIKEG ouv-Onkec. Mept-
Aappavovtal avadopég o epyaleia TIOU XpNOLUOTOLOUV oL eMLTLOEpEVOL, aAAG Kal SeikTeg (loCs) tou umopolv va xpnotlpomnotnBouv otnv Guuva.

ZUvtoun nepypadn / TitAog URL

ClickFix Evolves with 10-Year-Old Open-Source Python SOCKS5 Proxy https://cybersecuritynews.com/clickfix-evolves-with-python-socks5-proxy/
China-Linked Hackers Deploy New TencShell Malware Against Global Manufac- https://www.infosecurity-magazine.com/news/china-hackers-tencshell-malware/
turer

Hackers Abuse Scheduled Tasks to Maintain Persistence in FrostyNeighbor Attacks  https://cybersecuritynews.com/hackers-abuse-scheduled-tasks-to-maintain-persistence/

New Malware Framework Enables Screen Control, Browser Artifact Access, and https://cybersecuritynews.com/new-malware-framework-enables-screen-control/

UAC Bypass

Guides / Tools

MNapouoialovral Texvikoil odnyol kat epyaleia mou pnopouv va fonbricouv otnv mapakoAolBnon, avaluaon 1| evioxuon tng achaAelog cuotnuatwy. Eite
T(POKELTAL YLOL OPEN source projects elTe yLa VEEG TEXVIKEG, N EVOTNTA AUTH AELTOUPYEL WG TIOPOG YLA TIPAKTIKEG AUCELG 0TV KABnUePLV SOUAELA TwV EMAy-

veApatiwyv aoddAeLag.

Zuvtopn neptypadn / TitAog

Top Tools for Enterprise Security Monitoring

Splunk Releases Guide to Detect Remote Employment Fraud Within Your Organization
ThreatBook Launches Best-of-Breed Advanced Threat Intelligence Solution

CISA Releases Best Security Practices Guide for Hardening Microsoft Exchange Server
Top 10 Best Exposure Management Tools In 2026

NETREAPER Offensive Security Toolkit That Wraps 70+ Penetration Testing Tools
GitLab Security Best Practices Cheat Sheet

False Negatives Are a New SOC Headache. Here’s the Fast Way to Fix It
PentAGI — Automated Al-Powered Penetration Testing Tool that Integrates 20+ Security Tools

URL

https://cybersecuritynews.com/enterprise-security-monitoring-tools/

https://cybersecuritynews.com/detect-remote-employment-fraud/

https://cybersecuritynews.com/threatbook-advanced-threat-intelligence-solution/

https://cybersecuritynews.com/microsoft-exchange-server-hardening-guide/

https://cybersecuritynews.com/best-exposure-management-tools/

https://cybersecuritynews.com/netreaper-offensive-security-toolkit/

https://thehackernews.uk/gitlab-security-tips

https://cybersecuritynews.com/false-negatives-are-a-new-soc-headache-heres-the-fast-way-to-fix-it/

The CISO Executive Toolkit (Free Download)

Secure Coding Best Practices: Practical Guide + Cheat Sheet for Developers

https://cybersecuritynews.com/pentagi-penetration-testing-tool/

https://thehackernews.uk/wiz-ciso-bundle

https://thehackernews.uk/secure-coding-wiz-cheat
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https://thehackernews.uk/wiz-ciso-bundle
https://thehackernews.uk/secure-coding-wiz-cheat
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Annex — Websites with vendor specific vulnerabilities
O mivakag epLEXEL websites amd KATaokeUAOTEG TTIOU TIPOoPEPOUV TTANPOPOPLEC OXETIKEG e euTABEeLEC TOU eudavilovtol oTa MPoiovTa TOUG.

Vendor name / URL
Platform
Wordfence Intelligence Vulnerability Database API https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/
Wordpress .
Scan your WordPress website, https://wpscan.com/scan/
Oracle Critical Patch Updates, Security Alerts and Bulletins, https://www.oracle.com/security-alerts/
Fortinet Fortinet products, https://www.fortiguard.com/psirt
IBM Security bulletins, https://cloud.ibm.com/status/security
Research, Collaborate and Act on threat intelligence, https://exchange.xforce.ibmcloud.com/
MS Windows | The Microsoft Security Response Center (MSRC), https://msrc.microsoft.com/update-guide/
SAP SAP Security Notes, https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html
Dell Security Advisories, Notices and Resources, https://www.dell.com/support/security/en-us
HPE HPE Security Bulletin Library, https://support.hpe.com/connect/s/securitybulletinlibrary
Security Bulletins, https://support.hp.com/us-en/security-bulletins
Cisco Cisco Security Advisories, https://sec.cloudapps.cisco.com/security/center/publicationListing.x
Palo Alto Palo Alto Networks Security Advisories, https://security.paloaltonetworks.com/
Ivanti Security Advisory, https://www.ivanti.com/blog/topics/security-advisory

Mozilla Mozilla Foundation Security Advisories, https://www.mozilla.org/en-US/security/advisories/

Android Android Security Bulletins, https://source.android.com/docs/security/bulletin/asb-overview
Zyxel Security Advisories, https://www.zyxel.com/global/en/support/security-advisories
D-Link Global Security Advisories, Responses, and Notices, https://supportannouncement.us.dlink.com/

Adobe Security Bulletins and Advisories, https://helpx.adobe.com/security/security-bulletin.html

Siemens Siemens ProductCERT and Siemens CERT, https://www.siemens.com/global/en/products/services/cert.html

Splunk Splunk Security Advisories, https://advisory.splunk.com/
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