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Common Vulnerabilities and Exposures (CVEs)

H evotnta auth eotldlel o eutdBeLeg TOU £xouV KataxwpnBel mpoodata kal afloAoyouvtal wg ooPfapég, pe faon tn Babuoioyia CVSS. Napoucialovral
pe cadnvela T cuothpata ) epapUoyEg tou emnpedlovtal, o TUToG tn¢ euntadelog (6mwg SQL injection | command injection) kat oxeTikol cUVSeGHOL YL
TEPALTEPW TTANPOPOPNON 1 LETPA AVILUETWTILONG.

URL sunaBewag Fvokevég/ExSooeL; ou

Ccvssv3  MNpoiov/Ynnpecsie  Tomog EumaBewag

URL npoiovtog/unnpeciag URL 0Sny1ev avilpeTmmong

(NIST NVD)

ennpediovra

https://github.com/draw-ctf/report/blob/main/DI-

8100/url rule asp overflow.md VulDB Exploit Third Party Advisory

https://nvd.nis Improper Restriction of https://vuldb.com/submit/807838 VulDB Third Party Advisory VDB

t.gov/vuln/deta D-Link Operations within the DI-8100 Entry

il/CVE-2026- Bounds of a Memory 16.07.26A1 https://vuldb.com/vuln/361131 VulDB Third Party Advisory
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VDB Entry
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https://nvd.nis

t.govivuln/de- Yarbo Use of Hard-coded v2.3.9 o
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7414
set_sys adm-
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/CVE-2026- Wavlink Output Used by a Doxlmn R70HA1 https://vuldb.com/submit/807805 VulDB Third Party Advisory VDB

2600 stream Component ('In- | V1410_221110 Entry

S jection’) https://vuldb.com/Avuln/360860 VulDB Third Party Advisory VDB
Entry
https://vuldb.com/vuln/360860/cti

https://nvd.nis Arbitrary U http://www.openwall.com/lists/oss-security/2026/05/01/20 CVE

se of Externally- before 2.5.9,
t.gov/vuln/de- Mailing List Third Party Advisor
S —— Class In- Controlled Input to before 3.0.0- ”,g - ' P
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42027 stantiation | Select Classes or M3 fcOW2w2wWl105tc7alsch?
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il/CVE-2026-
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https://nvd.nis
Leovivuln/de-
tail/CVE-2026-
43578

https://nvd.nis
Lgovivuln/de-
44597

https://nvd.nis
t.gov/vuln/de-
8138

https://nvd.nis
t.gov/vuln/de-
6819

OpenClaw

Tor

Tenda

HKUDS
OpenHarnes
S

Incomplete List of Disal-
lowed Inputs

Incorrect Provision of
Specified Functional-

ity

Stack-based Buffer
Overflow

Incorrect Default
Permissions

2026.3.31 before
2026.4.10

before 0.4.9.7

CX12L
16.03.53.12

prior to PR #156

1.0053 view/lib/Plack/Middleware/XSendfile.pm#DEPRECATION-
NOTICE CPANSec Product
https://nvd.nist.gov/vuln/detail/CVE-2025-61780

https://github.com/openclaw/openclaw/com-

owner-downgrade

ment/28 MITRE Release Notes

https://gitlab.torproject.org/tpo/core/tor/-/work items/41254 Mi-
IRE Broken Link
https://www.openwall.com/lists/oss-security/2026/05/06/8
https://github.com/cve-a/lvdan/issues/6 VulDB
https://vuldb.com/submit/808867 VulDB
https://vuldb.com/vuln/361927 VulDB
https://vuldb.com/vuln/361927/cti VUlDB
https://www.tenda.com.cn/
https://github.com/HKUDS/OpenHarness/com-
mit/59017e09880{cf9a6{60456a84fb982900b2c0b2 VulnCheck
Patch

https://github.com/HKUDS/OpenHarness/pull/156 CISA-ADP, Vul-
nCheck Exploit Issue Tracking Patch

nCheck Release Notes




https://nvd.nis
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https://vuldb.com/submit/808819 VulDB
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Improper Neutralization https://github.com/nocobase/nocobase/pull/9134 GitHub, Inc. Is-
of Special Elements Prior to .
NocoBase sue Tracking Patch
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mand ('SQL Injection')
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CISA/CERT-EU Alerts & Advisories

AUTO TO KOpATL TteplAapBAavel LGOTIOLNOELG A0 emionpeg NyES, KUpiwg CISA kat CERT-EU, oxeTKA e KPLOLUEG EUTTABDELEG ) EVEPYEC OTEIAEC. ZUVROWCG
adopouv Blopnxavika f kpiowo cuothpata, oAAA kol mainstream Aoylopiko. MNpoadépovtal o popdn cUVIOHwWY avadopwy Kal odnyouv o TLo AEMTOLE-
PELC TEXVIKEG 0ONYLEC.

ovtopn nepwypadi) [ Tithog AvayvwploTiko eundfswag [/ Evnpepwiko / 08nyiceg
CISA Adds One Known Exploited Vulnerability to u CVE-2026-0300 Palo Alto Networks PAN-0S Out-of-bounds Write Vulnerability | hitps://www.cisa.gov/news-events/alerts/2026/05/06/cisa-
Catalog adds-one-known-exploited-vulnerability-catalog
CISA Adds One Known Exploited Vulnerability to " CVE-2026-6973 Ivanti Endpoint Manager Mobile (EPMM) Improper Input Vali- | https://www.cisa.gov/news-events/alerts/2026/05/07/cisa-
Catalog dation Vulnerability adds-one-known-exploited-vulnerability-catalog

News

H evotnta "News" cuvoilel Ta 1o onUavtikd yeyovota tng eBSouadag otov topéa tne KuPBepvoacdarelog. ESw Ba Bpeite emiBoelc mou Eexwploav, VEECG
TEXVLKEC TIOU EVIOTILOTNKAY, I EVEPYELEG OO YWWOTEG Opadeg hacking. Alvel tnv amopaitntn elkova Tou TL ouppaivel S1eBvwg Kat ol TpEmeL va oTpadel n
mpocoxn.

20vTopn nepiypadr) / Tithog URL

From Prompts to Production: The Technical Guide to Secure Vibe Coding https://thehackernews.uk/wiz-secure-codin

CISA Urges Critical Infrastructure Providers to Make Plans to Remain Operational
if hit by Cyber-Attack

Breaches / Compromised / Hacked

Kataypadovrtat neputtwoels mopafiacng Sedopévwy, Sltappowv kal dAAwv cofapwv meplotatikwy achadeiog. Mephappavovtal mAnpodopieg yla to
TIOLOL ETMINPEACTNKAY, LLE TIOLOV TPOTIO EYLVE N TtapaBioon Kot ov umapyouv dlabéoieg AemTopuépeled. Elvatl pia xpriodn ewova yia va avtiAndOet kaveig
TN SUVAULKN TWV ETILBECEWV O TIPAYLATIKEG CUVONKEG.

Tovtopn nepypadi / Tithog URL

Critical Ollama Memory Leak Vulnerability Exposes 300,000 Servers Globally https://cybersecuritynews.com/ollama-vulnerability-exposes-servers
Massive 2.45B-Request DDoS Attack Used 1.2 Million IPs to Evade Rate Limits https://cybersecuritynews.com/massive-2-45b-request-ddos-attack/
Azure AD Conditional Access Bypassed Via Phantom Device Registration and PRT https://cybersecuritynews.com/azure-ad-conditional-access-bypassed/
Abuse

Vimeo Data Breach Exposes 119,000 Users Unique Email Addresses https://evbersecuritynews.com/vimeo-data-breach-exposed

Zero-Auth Flaw Exposes DoD Contractor to Cross-Tenant Data Access https://eybersecuritynews.com/zero-auth-flaw-exposes-dod-contractor/




Vulnerabilities / Flaws / Zero-day

AvadEépovtal TEXVIKA eEAattwpata 1 aduvapieg mou evdéxetal va aglomotnbouv aueoa amno entibépevoug — eite emeldn eival zero-day eite ylati n d16p-
Bwon toug kabuotepel. MephapBdvovtal MEPUTTWOELS OTIOU Sev amalteital aAAnAenidpaon Ue Tov XprRoTn 1) OTIOU TTAPAKAUTTOVTAL BAaCIKA HETPpA aoda-
Aeloc. MoAU xprouo yla opddeg mou acxoAouvtal pe threat detection.

I0vtopn nepwypadr) / Titkog
vm2 MNode.js Library Vulnerabilities Enable Sandbox Escape and Arbitrary Code Exe-

URL
https://thehackernews.com/2026/05/vm2-nodejs-library-vulnerabilities. htm|

cution
Palo Alto PAN-OS Flaw Under Active Exploitation Enables Remote Code Execution
Microsoft Teams for Android Allow Users to Join Third-Party Meetings via SIP

Argo CD's ServerSideDiff Vulnerability Enables Kubernetes Secret Extraction
New MajorDoMo RCE Vulnerability Exposes Servers to Code Execution Attacks

Mew Fanwei E-cology10 Server Vulnerability Could Let Attackers Hijack Sessions
and Steal Credentials
Salesforce Marketing Cloud Vulnerability Opened Door to Email Data Exposure

Dirty Frag Linux Vulnerability Let Attackers Gain Root Privileges — PoC Released
Mew lvanti EPMM 0-Day Vulnerability Actively Exploited in Attacks
New Cisco Network Vulnerability Let Remote Attacker Cause DoS Attack

WatchGuard Agent Vulnerabilities Let Attackers Grant Full SYSTEM Privileges on
Windows
Critical Redis Vulnerabilities Enables Remote Code Execution Attacks

Patches / Updates / Fixes

hitps://thehackernews.com,/2026/05/palo-alto-pan-os-flaw-under-active.html

https://cybersecuritynews.com/microsoft-teams-android-sip/

https://cybersecuritynews.com/argo-cds-serversidediff-vulnerability/

https://cybersecuritynews.com/majordomo-rce-vulnerabilit

hitps://cybersecuritynews.com/new-fanwei-e-cologyl0-server-vulnerability/

https://cybersecuritynews.com/salesforce-marketing-cloud-vulnerability/

https://cybersecuritynews.com/dirty-frag-linux-vulnerabilit

https://cybersecuritynews.com /fivanti-epmm-0-day-exploited/

https://cybersecuritynews.com/cisco-network-vulnerability-dos-attack/

hittps://cybersecuritynews.com/watchguard-agent-vulnerabilities-windows

httos://cybersecuritynews.com/redis-vulnerabilities-enables-rce/

ESw BOa Bpeite Tic o mpoodateg SlopBwoelg Kol evnUePWOELC achaAelag amod mpounBeutég Aoyilopkol Kat hardware. To meplexdpuevo adopd cuyKeKpL-
péva bugs n exploits mou €xouv 6N dnuoctonotnOei, pall pe 0dnyieg yia To mwg va edpappoctolv Ta patches.

Jovtopn neprypadi) / Tithog

Oracle Debuts Monthly Critical Security Patch Updates

Palo Alto Networks to Patch Zero-Day Exploited to Hack Firewalls
New Cisco DoS flaw requires manual reboot to revive devices

Google Chrome 148 Released with Fix for 127 Security Vulnerabilities — Update
Now
Multiple Critical Vulnerabilities Patched in Next.js and React Server Components

URL

https://www.securityweek.com/oracle-debuts-monthly-critical-security-patch-updates/

https:/fwww.securityweek.com/palo-alto-networks-to-patch-zero-day-exploited-to-hack-firewalls/

https://eybersecuritynews.com/chrome148-vulnerabilities-patched/




Potential threats / Threat intelligence
H ouykekpluévn evotnta aoxoleital pe véeg amelAég, e€eAlyéva malware Kol TEXVIKEG ETILOECEWY TIOU £XOUV EVIOTILOTEL O TTPAYUOTLKEG oUV-BnKec. Mepl-
Aappavovtal avadpopég os epyaleia TIOU XpNOLUOTOLOUV oL eTLTLOEpEVOL, aAAG Kal Seikteg (loCs) tou umopolv va xpnotponotnfolv otnv Guuva.

Z0vtopn nepypadi) / Tithog

Mirai-Based xlabs w1 Botnet Exploits ADB to Hijack |oT Devices for DDoS Attacks

CloudZ Malware Abuses Phone Link to Steal SMS OTPs https://www.infosecurity-magazine.com/news/cloudz-rat-pheno-phone-link-otp/
Iran-Linked APT Posed as Chaos Ransomware Member in Espionage Campaign httos://www.infosecurity-magazine.com/news/iran-linked-apt-chaos-ransomware/
Hackers Used Claude Al to Attack on Water and Drainage Utility Systems https://cybersecuritynews.com/hackers-used-claude-ai-to-attack/

Mew ClickFix Attack Targets macOS Users With Fake Disk Cleanup and Utility Lures https://cybersecuritynews.com/new-clickfix-attack-targets-macos-users/

Mew Phishing Attack Weaponizing Event Invitations to Steal Login Credentials https://cybersecuritynews.com/new-phishing-attack-weaponizing-event-invitations/
MNew Salat Malware Uses QUIC and WebSocket Channels for Stealthy Remote Con- https://cybersecuritynews.com/new-salat-malware-uses-guic-and-websocket/

trol

New FEMITBOT Network Uses Telegram Mini Apps to Push Crypto Fraud and An- https://cybersecuritynews.com/new-femitbot-network-uses-telegram-mini-apps/
droid Malware

QLNX Targets Developers With Credential Theft Designed for Supply Chain Com- https://cybersecuritynews.com/glnx-targets-developers-with-credential-theft/
promise

Malicious OpenClaw DeepSeek Skill Exploits Agentic Al Workflows to Deliver RAT httos://cybersecuritynews.com/malicious-openclaw-deepseek-skill-exploits-agentic-ai/
and Stealer

Iranian-Nexus Operation Targets Oman Ministries With Webshells, QL Escalation,
and Data Theft

Ransomware and Data Extortion Groups Intensify Targeting of Aviation and Aero- https://cybersecuritynews.com/ransomware-groups-intensify-targeting-of-aviation,/
space Sector

Guides / Tools

MNapouotalovral Texvikoil odnyol kat epyaleia mou pnopouv va Bonbricouv otnv mapakoAouBnon, avaAuon f evioxuon tng aopalelag cuotnuatwy. Eite
T(POKELTAL YLOL OPEN source projects elTe yLa VEEG TEXVIKEG, N EVOTNTA AUTH AELTOUPYEL WG TIOPOG YLA TIPAKTIKEG AUCELG 0TNV KABNUEPLVA SOUAELA TwV EMAy-
veApatiwyv aoddAeLag.



Iivropn nepypadn / Tithog
Top Tools for Enterprise Security Monitoring

Splunk Releases Guide to Detect Remote Employment Fraud Within Your Organization

https://cybersecuritynews.com/detect-remote-employment-fraud/

ThreatBook Launches Best-of-Breed Advanced Threat Intelligence Solution

https://cybersecuritynews.com/threatbook-advanced-threat-intelligence-solution/

CISA Releases Best Security Practices Guide for Hardening Microsoft Exchange Server

https: bersecuritynews.com/microsoft-exchange-server-hardening-guide

Top 10 Best Exposure Management Tools In 2026

https: bersecuritynews.com/best-exposure-management-tools

METREAPER Offensive Security Toolkit That Wraps 70+ Penetration Testing Tools

https: bersecuritynews.com/netresper-offensive-security-toolki

GitLab Security Best Practices Cheat Sheet

https://thehackernews.uk/gitlab-security-tips

False Negatives Are a New SOC Headache. Here's the Fast Way to Fix It

https:/{cybersecuritynews.com/false-negatives-are-a-new-soc-headache-heres-the-fast-way-to-fix-it/

PentAG] — Automated Al-Powered Penetration Testing Tool that Integrates 20+ Security Tools

https: bersecuritynews.com/pentagi-penetration-testing-tool

The CI1SO Executive Toolkit (Free Download)

https://thehackernews.uk/wiz-ciso-bundle

Secure Coding Best Practices: Practical Guide + Cheat Sheet for Developers

https://thehackernews.uk/secure-coding-wiz-cheat




References

[1]. O BaBuoc emikvduvotntag eival cupdwva pe tnv KAipaka Common Vulnerability Scor-
ing System (CVSSv3), https://nvd.nist.gov/vuln-metrics/cvss

[2]. Ta CVEs anoteAéopata mou gpdavidovtal otnv evotnta 1 Stabétouv CVSSv3 score >=
7.0 kal €xel yivel pLo eTithoyn cuoTnUATWY/UTnpPeclwy avaioya pe to oo dladedo-
uéva eival.



https://nvd.nist.gov/vuln-metrics/cvss

Annex — Websites with vendor specific vulnerabilities
O mivakag epLEXEL websites amd KATaokeUAOTEG TTIOU TIPOoPEPOUV TTANPOPOPLEC OXETIKEG e euTABEeLEC TOU eudavilovtol oTa MPoiovTa TOUG.

Vendor name / URL
Platform
Wordfence Intelligence Vulnerability Database API https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/
Wordpress .
Scan your WordPress website, https://wpscan.com/scan/
Oracle Critical Patch Updates, Security Alerts and Bulletins, https://www.oracle.com/security-alerts/
Fortinet Fortinet products, https://www.fortiguard.com/psirt
IBM Security bulletins, https://cloud.ibm.com/status/security
Research, Collaborate and Act on threat intelligence, https://exchange.xforce.ibmcloud.com/
MS Windows | The Microsoft Security Response Center (MSRC), https://msrc.microsoft.com/update-guide/
SAP SAP Security Notes, https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html
Dell Security Advisories, Notices and Resources, https://www.dell.com/support/security/en-us
HPE HPE Security Bulletin Library, https://support.hpe.com/connect/s/securitybulletinlibrary
Security Bulletins, https://support.hp.com/us-en/security-bulletins
Cisco Cisco Security Advisories, https://sec.cloudapps.cisco.com/security/center/publicationListing.x
Palo Alto Palo Alto Networks Security Advisories, https://security.paloaltonetworks.com/
Ivanti Security Advisory, https://www.ivanti.com/blog/topics/security-advisory

Mozilla Mozilla Foundation Security Advisories, https://www.mozilla.org/en-US/security/advisories/
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Siemens Siemens ProductCERT and Siemens CERT, https://www.siemens.com/global/en/products/services/cert.html

Splunk Splunk Security Advisories, https://advisory.splunk.com/
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