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Common Vulnerabilities and Exposures (CVEs)

H evotnta auth eotldlel o eutdBeLeg TOU £xouV KataxwpnBel mpoodata kal afloAoyouvtal wg ooPfapég, pe faon tn Babuoioyia CVSS. Napoucialovral
pe cadnvela T cuothpata ) epapUoyEg tou emnpedlovtal, o TUToG tn¢ euntadelog (6mwg SQL injection | command injection) kat oxeTikol cUVSeGHOL YL
TEPALTEPW TTANPOPOPNON 1 LETPA AVILUETWTILONG.

ZuoKeVEG/EKSOGELG TTOU
ennpealovrat

URL eundBsLag
(NIST NVD)

(V] MNpoiév/Ynnpeoia Tunog EunaBeLag

URL nipoidvtog/unnpeciog URL 06nyLWV QVTLUETWITLONG

https://my.feishu.cn/docx/WkHjd3oa-

::tgc?vx/rll,l\:g/gl Tiandy Easy7 Integrated ISn;Z(r:ci):leIErll:rer}\L:atr:?:ilzzzr:: f ettt eteUakl il Gl el G TRl
i i upto7.17.0 https://vuldb.com/?ctiid.352422 VulDB

etail/CVE- Management Platform a Command (‘Command ) -

0026-4585 e https://vuldb.com/? |d.352422 VulDB

T https://vuldb.com/?submit.775457

https://nvd.ni

st.g.ov/vuln/d slajerek RetroDebugger Out-of-bounds Read before https://github.com/slajerek/RetroDebugger/pull/97

etail/CVE- v0.64.72

2026-4753

https://nvd.ni

sLicu v fabiangrefirath Out-of-bounds Read before https://github.com/fabiangreffrath/woof/pull/2521

etail/CVE- woof woof_15.3.0

2026-4750

https://nvd.ni https://chromereleases.google-

st.gov/vuln/d FedCMin Google Use After Free prior to blog.com/2026/03/stable-channel-update-for-

etail/CVE- Chrome 146.0.7680.165 desktop_23.html Chrome

2026-4680 https://issues.chromium.org/issues/491869946

https://nvd.ni https://chromereleases.google-

st.gov/vuln/d WebGPU in Google s iier B prior to blog.com/2026/03/stable-channel-update-for-

etail/CVE- Chrome 146.0.7680.165 desktop_23.html Chrome

2026-4678 https://issues.chromium.org/issues/491164019

https://nvd.ni https://chromereleases.google-

st.gov/vuln/d WebAudio in Google prior to blog.com/2026/03/stable-channel-update-for-

etail/CVE- Chrome Out-of-boundsRead | )~ -0 1 cc | desktop_23.ntml Chrome

2026-4677 https://issues.chromium.org/issues/490533968



https://nvd.nist.gov/vuln/detail/CVE-2026-4585
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https://nvd.nist.gov/vuln/detail/CVE-2026-4753
https://nvd.nist.gov/vuln/detail/CVE-2026-4753
https://nvd.nist.gov/vuln/detail/CVE-2026-4753
https://nvd.nist.gov/vuln/detail/CVE-2026-4753
https://github.com/slajerek/RetroDebugger/pull/97
https://nvd.nist.gov/vuln/detail/CVE-2026-4750
https://nvd.nist.gov/vuln/detail/CVE-2026-4750
https://nvd.nist.gov/vuln/detail/CVE-2026-4750
https://nvd.nist.gov/vuln/detail/CVE-2026-4750
https://github.com/fabiangreffrath/woof/pull/2521
https://nvd.nist.gov/vuln/detail/CVE-2026-4680
https://nvd.nist.gov/vuln/detail/CVE-2026-4680
https://nvd.nist.gov/vuln/detail/CVE-2026-4680
https://nvd.nist.gov/vuln/detail/CVE-2026-4680
https://nvd.nist.gov/vuln/detail/CVE-2026-4678
https://nvd.nist.gov/vuln/detail/CVE-2026-4678
https://nvd.nist.gov/vuln/detail/CVE-2026-4678
https://nvd.nist.gov/vuln/detail/CVE-2026-4678
https://nvd.nist.gov/vuln/detail/CVE-2026-4677
https://nvd.nist.gov/vuln/detail/CVE-2026-4677
https://nvd.nist.gov/vuln/detail/CVE-2026-4677
https://nvd.nist.gov/vuln/detail/CVE-2026-4677

https://www.twcert.org.tw/en/cp-139-10795-
Vitals ESP developed by . 25784-2.html TWCERT/CC
Galaxy Software Services Incorrect Authorization https://www.twcert.org.tw/tw/cp-132-10794-
704a2-1.html
https://github.com/Li-
tengzheng/vul_db/blob/main/F453/vul_88/RE-
ADME.md VulDB
Tenda g?:r';[:zsed Buffer F4531.0.0.3 https://vuldb.com/?ctiid.352380 VulDB
https://vuldb.com/?id.352380 VulDB
https://vuldb.com/?submit.774931 VulDB
https://www.tenda.com.cn/
https://github.com/Li-
tengzheng/vul_db/blob/main/Belkin/vul_151/RE-
ADME.md VulDB
https://github.com/Li-

https://nvd.ni

st.gov/vuln/d
etail/CVE-

2026-4639

https://nvd.ni

st.gov/vuln/d
etail/CVE-

2026-4553

Improper Restriction of
Operations within the

https://nvd.ni
st.gov/vuln/d

i Belkin F9K1122 1.00.33 | tengzheng/vul_db/blob/main/Belkin/vul_151/RE-
etail/CVE- Bounds of a Memory
2026-4566 Buffer ADME.md#proof-of-concept-poc VulDB
- https://vuldb.com/?ctiid.352403 VulDB
https://vuldb.com/?id.352403 VulDB
https://vuldb.com/?submit.775132
. ) Improper Neutraliza- https://github.com/utmost3/cve/issues/1 VulDB
% tion of Special Ele- MR9600 https://vuldb.com/?ctiid.352385 VulDB
et'agil/CVE- Linksys ments used in an OS 5 0.6.2060937 https://vuldb.com/?id.352§85 VulDB
MB Command ('0OS Com- e httDs://vuldb.pom/?submlt.775036 VulDB
- mand Injection') https://www.linksys.com/
https://nvd.ni MolotovCherry . '
i v Android- Outofbounds Write  before 7.1.2-11  [1>//8UD comytiolo Chern/Androlc
2026-4756 ImageMagick?
' ) . Loop with Unreachable https://access.redhat.com/security/cve/CVE-2026-
ttps://nvd. github.com/antchix Exit Condition ('Infinite 4645 Red Hat, Inc.

st.gov/vuln/d

/xpath Loop') https://bugzilla.redhat.com/show_bug.cgi?id=2450
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https://nvd.nist.gov/vuln/detail/CVE-2026-4553
https://nvd.nist.gov/vuln/detail/CVE-2026-4553
https://nvd.nist.gov/vuln/detail/CVE-2026-4553
https://nvd.nist.gov/vuln/detail/CVE-2026-4566
https://nvd.nist.gov/vuln/detail/CVE-2026-4566
https://nvd.nist.gov/vuln/detail/CVE-2026-4566
https://nvd.nist.gov/vuln/detail/CVE-2026-4566
https://nvd.nist.gov/vuln/detail/CVE-2026-4558
https://nvd.nist.gov/vuln/detail/CVE-2026-4558
https://nvd.nist.gov/vuln/detail/CVE-2026-4558
https://nvd.nist.gov/vuln/detail/CVE-2026-4558
https://nvd.nist.gov/vuln/detail/CVE-2026-4756
https://nvd.nist.gov/vuln/detail/CVE-2026-4756
https://nvd.nist.gov/vuln/detail/CVE-2026-4756
https://nvd.nist.gov/vuln/detail/CVE-2026-4756
https://github.com/MolotovCherry/Android-ImageMagick7/pull/194
https://github.com/MolotovCherry/Android-ImageMagick7/pull/194
https://nvd.nist.gov/vuln/detail/CVE-2026-4645
https://nvd.nist.gov/vuln/detail/CVE-2026-4645

etail/CVE-
2026-4645

https://nvd.ni

st.gov/vuln/d
etail/CVE-

2026-4662

https://nvd.ni

st.gov/vuln/d
etail/CVE-

2026-4598

214 Red Hat, Inc.
https://github.com/antchfx/xpath/com-
mit/afd4762cc342af56345a3fb4002a59281fcab49
4 Red Hat, Inc.
https://github.com/antchfx/xpath/issues/121 Red
Hat, Inc.
https://github.com/golang/vulndb/issues/4526

The JetEngine
plugin for Word-
Press

Improper Neutraliza-
tion of Special Ele-
ments used in an SQL
Command ('SQL Injec-
tion')

all versions up
to, and includ-
ing, 3.8.6.1

https://crocoblock.com/changelog/?plugin=jet-en-
gine Wordfence
https://plugins.trac.wordpress.org/browser/jet-en-
gine/tags/3.8.6.1/includes/components/list-
ings/ajax-handlers.php#L251 Wordfence
https://plugins.trac.wordpress.org/browser/jet-en-
gine/tags/3.8.6.1/includes/components/query-
builder/listings/query.php#L125 Wordfence
https://plugins.trac.wordpress.org/browser/jet-en-
gine/tags/3.8.6.1/includes/components/query-
builder/queries/sql.php#L 1038 Wordfence
https://plugins.trac.wordpress.org/browser/jet-en-
gine/tags/3.8.6.1/includes/components/query-
builder/queries/sgl.php#L 962 Wordfence
https://www.wordfence.com/threat-intel/vulnera-
bilities/id/f10cf49b-1b78-43c1-b0d1-
c1dbb74d56967source=cve

jsrsasign

Loop with Unreachable
Exit Condition ('Infinite
Loop')

before 11.1.1

https://gist.github.com/KrOemer/albf5cd4547cc63
0d2dcc5e761de8264 Snyk Exploit Mitigation Third
Party Advisory
https://github.com/kjur/jsrsasign/com-
mit/cabb027240287a1e71fe63019fc44003325943

23 Snyk Patch
https://github.com/kjur/jsrsasign/pull/648 Snyk Is-

sue Tracking



https://nvd.nist.gov/vuln/detail/CVE-2026-4645
https://nvd.nist.gov/vuln/detail/CVE-2026-4645
https://nvd.nist.gov/vuln/detail/CVE-2026-4662
https://nvd.nist.gov/vuln/detail/CVE-2026-4662
https://nvd.nist.gov/vuln/detail/CVE-2026-4662
https://nvd.nist.gov/vuln/detail/CVE-2026-4662
https://nvd.nist.gov/vuln/detail/CVE-2026-4598
https://nvd.nist.gov/vuln/detail/CVE-2026-4598
https://nvd.nist.gov/vuln/detail/CVE-2026-4598
https://nvd.nist.gov/vuln/detail/CVE-2026-4598

https://nvd.ni

st.gov/vuln/d SourceCodester E-
etail/CVE- Commerce Site
2026-4613

SourceCodester Pa-
tients Waiting Area
Queue Management
System

https://nvd.ni

st.gov/vuln/d
etail/CVE-

2026-4617

DefaultFuction Je-
son-Customer-Rela-
tionship-Manage-
ment-System

https://nvd.ni

st.gov/vuln/d
etail/CVE-

2026-4623

Improper Neutraliza-
tion of Special Ele-
ments in Output
Used by a Down-
stream Component
('Injection’)

Improper
Authorization

Server-Side Request
Forgery (SSRF)

1.0

up to
1b4679¢4d06b90

https://security.snyk.io/vuln/SNYK-JS-JSRSASIGN-

15370938

https://github.com/WHOAMI-
xiaoyu/CVE/blob/main/CVE_4.md VulDB
https://vuldb.com/?ctiid.352477 VulDB
https://vuldb.com/?id.352477 VulDB
https://vuldb.com/?submit.775689 VulDB
https://www.sourcecodester.com/

https://gist.github.com/HxH404/0ab53ccba44456b
5400a5908414f5ab1 VulDB
https://vuldb.com/?ctiid.352481 VulDB
https://vuldb.com/?id.352481 VulDB
https://vuldb.com/?submit.775747 VulDB
https://www.sourcecodester.com/
https://github.com/DefaultFuction/Jeson-Cus-
tomer-Relationship-Management-System/ VulDB
https://github.com/DefaultFuction/Jeson-Cus-
tomer-Relationship-Management-System/com-
mit/f76e7123fe093b8675f88ec8f71725b0dd18631
0VulDB
https://github.com/DefaultFuction/Jeson-Cus-
tomer-Relationship-Management-System/issues/2
VulDB

d31dd521¢2b000

https://github.com/DefaultFuction/Jeson-Cus-

bfdec5a36e00

tomer-Relationship-Management-System/is-

sues/2#issue-4045330588 VulDB
https://github.com/DefaultFuction/Jeson-Cus-
tomer-Relationship-Management-System/is-
sues/2#issuecomment-4023480586 VulDB
https://vuldb.com/?ctiid.352482 VulDB
https://vuldb.com/?id.352482 VulDB
https://vuldb.com/?submit.775760
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https://nvd.nist.gov/vuln/detail/CVE-2026-4613
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https://nvd.nist.gov/vuln/detail/CVE-2026-4617
https://nvd.nist.gov/vuln/detail/CVE-2026-4617
https://nvd.nist.gov/vuln/detail/CVE-2026-4617
https://nvd.nist.gov/vuln/detail/CVE-2026-4623
https://nvd.nist.gov/vuln/detail/CVE-2026-4623
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https://nvd.ni

st.gov/vuln/d
etail/CVE-

2026-4632

Online Enrollment
System

https://nvd.ni

st.gov/vuln/d
etail/CVE-

2026-4612

Free Hotel Reservation
System

https://nvd.ni

st.gov/vuln/d
etail/CVE-

2026-4580

Simple Laundry
System

https://nvd.ni

st.gov/vuln/d
etail/CVE-

2026-4562

MacCMS

https://nvd.ni

st.gov/vuln/d
etail/CVE-

2026-4627

https://nvd.ni

st.gov/vuln/d
etail/CVE-

2026-4611

TOTOLINK

D-Link DIR-825 and
DIR-825R 1.0.5/4.5.1

Improper Neutralization of
Special Elements used in
an SQL Command ('SQL

Injection’')

Improper Neutralization of
Special Elements used in
an SQL Command ('SQL
Injection')

Improper Neutraliza-
tion of Special Ele-
ments used in an SQL
Command ('SQL Injec-
tion')

Missing Authentication for
Critical Function

Improper Neutraliza-
tion of Special Ele-
ments used in a Com-
mand ('"Command In-
jection’)

Improper Neutralization of
Special Elements used in
an OS Command ('OS
Command Injection’)

1.0

1.0

1.0

202.510.004.052

X6000R
9.4.0cu.1360_

https://github.com/chuxina7-aiguo/CVE1/issues/1

VulDB

https://itsourcecode.com/VulDB
https://vuldb.com/?ctiid.352499 VulDB
https://vuldb.com/?id.352499 VulDB
https://vuldb.com/?submit.775856
https://github.com/bybinyu/Vulnerability-Prac-
tice/issues/2 VulDB
https://itsourcecode.com/ VulDB
https://vuldb.com/?ctiid.352476 VulDB
https://vuldb.com/?id.352476 VulDB
https://vuldb.com/?submit.775645
https://code-projects.org/ VulDB
https://github.com/anon387tdug/anon388/is-
sues/2 VulDB
https://vuldb.com/?ctiid.352417 VulDB
https://vuldb.com/?id.352417 VulDB
https://vuldb.com/?submit.775210
https://github.com/HuajiHD/CVE/issues/9 VulDB
https://vuldb.com/?ctiid.352399 VulDB
https://vuldb.com/?id.352399 VulDB
https://vuldb.com/?submit.775039

https://vuldb.com/?ctiid.352495 VulDB
https://vuldb.com/?id.352495 VulDB
https://vuldb.com/?submit.775794 VulDB
https://www.dlink.com/

https://vuldb.com/?ctiid.352475 VulDB
https://vuldb.com/?id.352475 VulDB
https://vuldb.com/?submit.775642 VulDB

B20241207/9.4 | nttps://www.totolink.net/
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https://nvd.nist.gov/vuln/detail/CVE-2026-4562
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https://nvd.nist.gov/vuln/detail/CVE-2026-4627
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CISA/CERT-EU Alerts & Advisories

AUTO T0 Koppatt tepthapBavel L60TIOLROELS Ao emionpeg tnyEg, Kupiwg CISA kat CERT-EU, oxeTikd e KPLOLUEG EUTTAOELEC ) EVEPYEG OEINEC. TUVAOWC
odpopouv Blopnxovikd A kpiowo cuotipata, oAAA kat mainstream Aoylopikd. Npoadépovtal o popdn cuVIopwy avadopwy Kal odnyouv o 1o AEMTOE-
PELG TEXVIKEG 0ONYLEG.

Zovroun nepypadn / TitAog AvayvwpLoTiko eurtdBsiag / Evnuepwtiko / O8nyieg

News

H evotnta "News" cuvoilel Ta 1o onUavtikd yeyovota tng eBSouadag otov topéa tne kKuPBepvoacdarelog. ESw Ba Bpeite emiBoelc mou Eexwploav, VEECG
TEXVLKEG TIOU EVIOTILOTNKAY, I EVEPYELEG OTLO YWWOTEG OUASEG hacking. Alvel Tnv amapaitntn elkova Tou TL cupBaivel S1eBvwg kal ol TpEMeL va oTpadel n
npocoxn.

ZUvtoun nepypadr / TitAog URL ‘
CISA Orders US Government to Patch Maximum Severity Cisco Flaw https://www.infosecurity-magazine.com/news/cisa-orders-us-government-patch/
Operation Alice Takes Down 370,000+ Dark Web Sites https://www.infosecurity-magazine.com/news/operation-alice-370000-dark-web/

FBI, CISA Warn Russian Hackers Are Targeting High-Value Individuals Through Sig- https://cybersecuritynews.com/fbi-cisa-warn-russian-hackers/
nal
Libyan Oil Refinery Hit in Long-Running Espionage Campaign Using AsyncRAT https://cybersecuritynews.com/libyan-oil-refinery-hit-in-long-running-espionage/

Breaches / Compromised / Hacked

Kataypadovrtal neputtwoelg napapiaong Sedopévwy, Sltappowv Kat AAAwY coPapwv epLotatikwy acpaleioag. Meptlappavovtal mAnpodopieg yia to
TIOLOL EMNPEACTNKAY, LLE TIOLOV TPOTIO €yLve N apapioon Kat mov umdapxouv Slabéotueg Aemtopépelec. Elval pia xpriowin eikéva yla va avtidngBei kaveig
N SUVAULKY TWV EMBECEWV OE TIPAYUOTIKEG CUVOIKEG.

ZUvtoun nepypadr / TitAog URL ‘
511,000+ End-of-Life Microsoft IIS Instances Exposed Online, Secure Now! https://cybersecuritynews.com/iis-end-of-life-instances-exposed/
Mazda Data Breach Exposing Employee and Partner Records Via System Vulnera- https://cybersecuritynews.com/mazda-data-breach/

bility


https://www.infosecurity-magazine.com/news/cisa-orders-us-government-patch/
https://www.infosecurity-magazine.com/news/operation-alice-370000-dark-web/
https://cybersecuritynews.com/fbi-cisa-warn-russian-hackers/
https://cybersecuritynews.com/libyan-oil-refinery-hit-in-long-running-espionage/
https://cybersecuritynews.com/iis-end-of-life-instances-exposed/
https://cybersecuritynews.com/mazda-data-breach/

Crunchyroll Data Breach — Threat Actor Claims Exfiltration of 100 GB of User Data  https://cybersecuritynews.com/crunchyroll-data-breach/

AstraZeneca Data Breach — LAPSUSS Group Allegedly Claims Access to Internal https://cybersecuritynews.com/astrazeneca-data-breach/
Data

Vulnerabilities / Flaws / Zero-day

AvadEépovtal TEXVIKA eEAattwpata 1 aduvapieg mou evdéxetal va aglomotnbouv aueoa amno entibépevoug — eite emeldn eival zero-day eite ylati n 816p-
Bwon toug kabuotepel. MeplhapBdvovtal MEPUTTWOELS OTIOU Sev amalteital aAAnAenidpaon Ue Tov XprRoTh 1) OTIOU TTAPAKAUNTOVTAL BAaCLKA HETPpA aoda-
Aeloc. MoAU xproo yla opdadeg mou acxoAouvtal pe threat detection.

Zovroun nepypadn / TitAog URL

Hackers Exploit CVE-2025-32975 (CVSS 10.0) to Hijack Unpatched Quest KACE SMA https://thehackernews.com/2026/03/hackers-exploit-cve-2025-32975-cvss-100.html

Systems
CISA Flags Apple, Craft CMS, Laravel Bugs in KEV, Orders Patching by April 3, 2026 https://thehackernews.com/2026/03/cisa-flags-apple-craft-cms-laravel-bugs.html

Critical Quest KACE Vulnerability Potentially Exploited in Attacks https://www.securityweek.com/critical-quest-kace-vulnerability-potentially-exploited-in-attacks/

Oracle Issues Urgent Security Update for Critical RCE Flaw in Identity Manager and = https://cybersecuritynews.com/oracle-urgent-security-update/
Web Services Manager
Critical QNAP QVR Pro Vulnerability Let Remote Attackers Gain Access to the Sys- https://cybersecuritynews.com/gnap-qvr-pro-vulnerability/

tem
CISA Warns of Craft CMS Code Injection Vulnerability Exploited in Attacks https://cybersecuritynews.com/cms-code-injection-vulnerability-exploited/
CISA Warns of Apple Vulnerabilities Linked to DarkSword iOS Exploit Chain Ex- https://cybersecuritynews.com/apple-vulnerabilities-darksword-ios-exploit/

ploited in Attacks

Patches / Updates / Fixes
ESw BOa Bpeite Tic o mpoodateg SlopBwoelS Kol evnUePWOELS achaAelag amod mpounBeutég Aoyilopikol Kat hardware. To meplexdpuevo adopd cuyKeKpL-
péva bugs n exploits mou €xouv 16N dnuoctonotnOei, pall pe 0dnyieg yia To mwe va edpappoctolv Ta patches.

Zovroun nepypadn / TitAog URL

Oracle Patches Critical CVE-2026-21992 Enabling Unauthenticated RCE in Identity https://thehackernews.com/2026/03/oracle-patches-critical-cve-2026-21992.html

Manager

QNAP Patches Four Vulnerabilities Exploited at Pwn20wn https://www.securityweek.com/qnap-patches-four-vulnerabilities-exploited-at-pwn2own/

Oracle Releases Emergency Patch for Critical Identity Manager Vulnerability https://www.securityweek.com/oracle-releases-emergency-patch-for-critical-identity-manager-vulnerability/

Chrome Security Update Fixes 26 Vulnerabilities Allowing Remote Code Execution https://cybersecuritynews.com/chrome-security-update-patches-26-vulnerabilities/

Microsoft Emergency Out-of-Band Update for Windows 11 to Fix Microsoft Ac- https://cybersecuritynews.com/windows-11-account-sign-in-failure/
count Sign-In Failure
Citrix Urges Patching Critical NetScaler Flaw Allowing Unauthenticated Data Leaks https://thehackernews.com/2026/03/citrix-urges-patching-critical.html|
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Potential threats / Threat intelligence

H ouykekplpévn evotnta ooxoleital pe véeg amellég, e€elypuévo malware Ko TEXVIKEG ETILOECEWY TIOU £XOUV EVTOTILOTEL O TPAYHOTLKES ouV-OrKec. Mept-
Aappdvovtol avadopég os epyaleia ou xpnotponoloUy ot emttfgpevol, aAAd kat Seikteg (loCs) tou pmopoUv va xpnotponotn®olv otnv Guuva.

Zovroun nepypadn / TitAog URL

MacOS Stealer MioLab Adds ClickFix Delivery, Wallet Theft and Team API Tools https://cybersecuritynews.com/macos-stealer-miolab/

Oblivion RAT Turns Fake Play Store Updates Into a Full-Service Android Spyware https://cybersecuritynews.com/oblivion-rat-turns-fake-play-store-updates/
Operation

New CanisterWorm Steals npm Tokens and Spreads Through Compromised Pub- https://cybersecuritynews.com/new-canisterworm-steals-npm-tokens/

lisher Accounts

Tycoon2FA Phishing Service Resumes Activity Post-Takedown https://www.infosecurity-magazine.com/news/tycoon2fa-phishing-service-resumes/
Trivy Supply Chain Attack Expands With New Compromised Docker Images https://www.infosecurity-magazine.com/news/trivy-supply-chain-attack-expands/

Guides / Tools

MNapouotalovral Texvikoil odnyol kat epyaleia ou pnopouv va Bonbricouv otnv mapakoAouBnon, avaAuon f evioxuon tng aopalelag cuotnuatwy. Eite
T(POKELTAL YLOL OPEN source projects elTe yLa VEEG TEXVIKEG, N EVOTNTA AUTH AELTOUPYEL WG TIOPOG YLA TIPAKTIKEG AUCELG OTNV KABNUEePLVA SOUAELA TwV EMAy-

veApatiwyv aoddAeLag.

Zuvtopn nieptypadn / Tithog

Top Tools for Enterprise Security Monitoring

Splunk Releases Guide to Detect Remote Employment Fraud Within Your Organization
ThreatBook Launches Best-of-Breed Advanced Threat Intelligence Solution

CISA Releases Best Security Practices Guide for Hardening Microsoft Exchange Server
Top 10 Best Exposure Management Tools In 2026

NETREAPER Offensive Security Toolkit That Wraps 70+ Penetration Testing Tools
GitLab Security Best Practices Cheat Sheet

False Negatives Are a New SOC Headache. Here’s the Fast Way to Fix It
PentAGI — Automated Al-Powered Penetration Testing Tool that Integrates 20+ Security Tools

URL

https://cybersecuritynews.com/enterprise-security-monitoring-tools/

https://cybersecuritynews.com/detect-remote-employment-fraud/

https://cybersecuritynews.com/threatbook-advanced-threat-intelligence-solution/

https://cybersecuritynews.com/microsoft-exchange-server-hardening-guide/

https://cybersecuritynews.com/best-exposure-management-tools/

https://cybersecuritynews.com/netreaper-offensive-security-toolkit/

https://thehackernews.uk/gitlab-security-tips

https://cybersecuritynews.com/false-negatives-are-a-new-soc-headache-heres-the-fast-way-to-fix-it/

The CISO Executive Toolkit (Free Download)

https://cybersecuritynews.com/pentagi-penetration-testing-tool/

https://thehackernews.uk/wiz-ciso-bundle
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Annex — Websites with vendor specific vulnerabilities
O mivakag epLEXEL websites amd KATaokeUAOTEG TTIOU TIPOoPEPOUV TTANPOPOPLEC OXETIKEG e euTABEeLEC TOU eudavilovtol oTa MPoiovTa TOUG.

Vendor name / URL
Platform
Wordfence Intelligence Vulnerability Database API https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/
Wordpress .
Scan your WordPress website, https://wpscan.com/scan/
Oracle Critical Patch Updates, Security Alerts and Bulletins, https://www.oracle.com/security-alerts/
Fortinet Fortinet products, https://www.fortiguard.com/psirt
IBM Security bulletins, https://cloud.ibm.com/status/security
Research, Collaborate and Act on threat intelligence, https://exchange.xforce.ibmcloud.com/
MS Windows | The Microsoft Security Response Center (MSRC), https://msrc.microsoft.com/update-guide/
SAP SAP Security Notes, https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html
Dell Security Advisories, Notices and Resources, https://www.dell.com/support/security/en-us
HPE HPE Security Bulletin Library, https://support.hpe.com/connect/s/securitybulletinlibrary
Security Bulletins, https://support.hp.com/us-en/security-bulletins
Cisco Cisco Security Advisories, https://sec.cloudapps.cisco.com/security/center/publicationListing.x
Palo Alto Palo Alto Networks Security Advisories, https://security.paloaltonetworks.com/
Ivanti Security Advisory, https://www.ivanti.com/blog/topics/security-advisory

Mozilla Mozilla Foundation Security Advisories, https://www.mozilla.org/en-US/security/advisories/

Android Android Security Bulletins, https://source.android.com/docs/security/bulletin/asb-overview
Zyxel Security Advisories, https://www.zyxel.com/global/en/support/security-advisories
D-Link Global Security Advisories, Responses, and Notices, https://supportannouncement.us.dlink.com/

Adobe Security Bulletins and Advisories, https://helpx.adobe.com/security/security-bulletin.html

Siemens Siemens ProductCERT and Siemens CERT, https://www.siemens.com/global/en/products/services/cert.html

Splunk Splunk Security Advisories, https://advisory.splunk.com/



https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/
https://wpscan.com/scan/
https://www.oracle.com/security-alerts/
https://www.fortiguard.com/psirt
https://cloud.ibm.com/status/security
https://exchange.xforce.ibmcloud.com/
https://msrc.microsoft.com/update-guide/
https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html
https://www.dell.com/support/security/en-us
https://support.hpe.com/connect/s/securitybulletinlibrary
https://support.hp.com/us-en/security-bulletins
https://sec.cloudapps.cisco.com/security/center/publicationListing.x
https://security.paloaltonetworks.com/
https://www.ivanti.com/blog/topics/security-advisory
https://www.mozilla.org/en-US/security/advisories/
https://source.android.com/docs/security/bulletin/asb-overview
https://www.zyxel.com/global/en/support/security-advisories
https://supportannouncement.us.dlink.com/
https://helpx.adobe.com/security/security-bulletin.html
https://www.siemens.com/global/en/products/services/cert.html
https://advisory.splunk.com/

