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Common Vulnerabilities and Exposures (CVEs)

H evotnta auth eotldlel o eutdBeLeg TOU £xouV KataxwpnBel mpoodata kal afloAoyouvtal wg ooPfapég, pe faon tn Babuoioyia CVSS. Napoucialovral
pe cadnvela T cuothpata ) epapUoyEg tou emnpedlovtal, o TUToG tn¢ euntadelog (6mwg SQL injection | command injection) kat oxeTikol cUVSeGHOL YL
TEPALTEPW TTANPOPOPNON 1 LETPA AVILUETWTILONG.

URL guntaBeiag (NIST NVD)

CVSSv3

MNpoiév/Ynnpeoia

Tunog EundBeLag

ZUOKEVEG/EKSOOELG
Tou ennpediovral

URL nipoidvtog/unnpeciog URL 08nyLWV QVTLUETWITLONG

https://nvd.nist.gov/v Deserialization https://www.twcert.org.tw/en/cp-139-10743-9a952-2.html
uln/detail/CVE-2026- U-Office Force | of Untrusted TWCERT/CC
3422 Data https://www.twcert.org.tw/tw/cp-132-10742-45b13-1.html
Download of https://www.changingtec.com/news_detail.jsp?item_id=348
https://nvd.nist.gov/v IDExpert Code Without TWCERT/CC
uln/detail/CVE-2026- Windows ode . thod https://www.twcert.org.tw/en/cp-139-10741-daed4-2.html
3000 Logon Agent Integrity TWCERT/CC
Check https://www.twcert.org.tw/tw/cp-132-10740-b2eb2-1.html
Improper
Control of https://github.com/langflow-ai/langflow/com-
https://nvd.nist.gov/v . . mit/d8c6480daal7b2f2af0b5470cdf5c3d28dc9e508 GitHub,
uln/detail/CVE-2026- Langflow S e Pnor = Inc. Patch
27966 of Code version 1.8.0 https://github.com/langflow-ai/langflow/security/adviso-
(‘'Code Injec- ries/GHSA-3645-fxcv-hqra
tion')
https://github.com/cisagov/CSAF/blob/de-
. - velop/csaf_files/OT/white/2026/icsa-26-057-08.json ICS-CERT
https://nvd.nist.gov/v Insufficient Third Party Advisorv
uln/detail/CVE-2026- The WebSocket Session . ) S
57647 Expiration httns://www.usg.,c_fov/news-.events/lcs-adwsorlesllcsa—26-057—
08 ICS-CERT Third Party Advisory VDB Entry
https://www.mobility46.se/en/contact-us
https://nvl.nist.gov/v Stack-based https://vuld b.com/?ptiid.348295 VulDB
uln/detail/CVE-2026- Tenda AC15 Buffer up to https://vuldb.com/?ld.34§295 VulDB
3400 Overflow 15.13.07.13 https://vuldb.com/?submit.760109 VulDB
- https://www.tenda.com.cn/VulDB



https://nvd.nist.gov/vuln/detail/CVE-2026-3422
https://nvd.nist.gov/vuln/detail/CVE-2026-3422
https://nvd.nist.gov/vuln/detail/CVE-2026-3422
https://nvd.nist.gov/vuln/detail/CVE-2026-3000
https://nvd.nist.gov/vuln/detail/CVE-2026-3000
https://nvd.nist.gov/vuln/detail/CVE-2026-3000
https://nvd.nist.gov/vuln/detail/CVE-2026-27966
https://nvd.nist.gov/vuln/detail/CVE-2026-27966
https://nvd.nist.gov/vuln/detail/CVE-2026-27966
https://nvd.nist.gov/vuln/detail/CVE-2026-27647
https://nvd.nist.gov/vuln/detail/CVE-2026-27647
https://nvd.nist.gov/vuln/detail/CVE-2026-27647
https://nvd.nist.gov/vuln/detail/CVE-2026-3400
https://nvd.nist.gov/vuln/detail/CVE-2026-3400
https://nvd.nist.gov/vuln/detail/CVE-2026-3400

https://nvd.nist.gov/v
uln/detail/CVE-2026-
27969

https://www.yuque.com/balma0-
an29k/nnxoap/tzg68iadbmagx6esm?singleDoc#

https://nvd.nist.gov/v
uln/detail/CVE-2026-
28363

Improper Limita-
tion of a Path-
name to a Re-

Prior to versions

https://github.com/vitessio/vitess/com-
mit/c565cab615bc962bda061dcd645aa7506c59cada GitHub,
Inc. Patch

https://nvd.nist.gov/v
uln/detail/CVE-2026-
20764

https://nvd.nist.gov/v
uln/detail/CVE-2026-
28562

https://nvd.nist.gov/v
uln/detail/CVE-2026-
28364

Vitess stricted Direc- 23.0.3and httns:.//szithub.com/vitessio/vitess/null/19470 GitHub, Inc. Issue
tory (Path Tra- 22.04 Trackmg. Patch . o ' o
versal) https://github.com/vitessio/vitess/security/advisories/GHSA-
r492-hjgh-c9gw
S meompete St | before https://github.com/openclaw/openclaw/security/advisories/GH
2026.2.23 SA-3c6h-g97w-fg78
puts
Improper Neu-
tralization of https://github.com/cisagov/CSAF/blob/de-
Special Ele- velop/csaf_files/OT/white/2026/icsa-26-057-10.json ICS-CERT
mentsusedin | 1.12.1 and Third Party Advisory
XWEB Pro an OS Com- prior https://webapps.copeland.com/Dixell/Pages/SystemSoft-
mand ('0S wareUpdate ICS-CERT Product
Command In- https://www.cisa.gov/news-events/ics-advisories/icsa-26-057
jection')
Improper Neu-
tralization of
Special Ele- https://wordpress.org/plugins/wpforo/ VulnCheck
. https://wordpress.org/plugins/wpforo/#developers VulnCheck
proro ments usedin | 2.4.14 https://www.vulncheck.com/advisories/wpforo-sql-injection-
an SQL Com- via-topics-order-by-parameter
mand ('SQL
Injection')
before 4.14.3 https://github.com/ocaml/security-advisories/blob/generated-
In Ocaml Buffer Over-read | and 5.x before 0sv/2026/0SEC-2026-01.json MITRE

5.4.1

https://osv.dev/vulnerability/ OSEC-2026-01
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https://nvd.nist.gov/v
uln/detail/CVE-2026-
2471

https://plugins.trac.wordpress.org/browser/wp-mail-log-
ging/tags/1.15.0/lib/vendor/brandonwamboldt/wp-
orm/src/BaseModel.php#L39 Wordfence
https://plugins.trac.wordpress.org/browser/wp-mail-log-
ging/tags/1.15.0/src/Renderer/WPML_MailRenderer_AJAX_Han-
dler.php#L100 Wordfence

https://nvd.nist.gov/v
uln/detail/CVE-2025-
13673

https://nvd.nist.gov/v
uln/detail/CVE-2026-
27449

https://nvd.nist.gov/v
uln/detail/CVE-2026-
2428

The WP Mail Deserializatio P https://plugins.trac.wordpress.org/browser/wp-mail-log-
Logging plugin n of Untrusted inlcludin,qil 15.0 ing/tags/1.15.0/src/WPML_Plugin.php#L553 Wordfence
for WordPress | Data 7 | https://plugins.trac.wordpress.org/chang-
eset?sfp_email=&sfph_mail=&re-
poname=&new=3464813%40wp-mail-log-
ging&0ld=3358334%40wp-mail-logging&sfp_email=&sfph_mail=
Wordfence
https://www.wordfence.com/threat-intel/vulnerabili-
ties/id/10e4c52d-c82f-4393-9a56-5714b3a108d1?source=cve
Improper Neu-
tralization of h //plugi d /ch 13469242/
Special Ele- allversions u V\’;:)[;Z}ert:clfns.trac.wor press.org/changeset tutor
The Tutor LMS | ments used in Tr? asn(jglgclud— https://www.wordfence.com/threat-intel/vulnerabili-
an SQL Com- | IN§. 3.9.6 ties/id/007df869-dach-4b0a-9c98-50586934cdab?source=cve
mand ('SQL
Injection’)
prior to : )
Umbraco Improper . https://github.com/umbraco/Umbraco.Engage.lssues/security/a
E Access Control versions 16.2.1 dvisories/GHSA-86v(g-ccwf-rm62
ngage and 17.1.1
Insufficient
The Fluent Forms e . all versions up https://fluentforms.com/docs/changelog/#2-toc-title Wordfence
Pro Add On Pack | Verification of ) . .
. to, and includ- https://www.wordfence.com/threat-intel/vulnerabili-
plugin for Word- Data Authen-

Press

ticity

ing, 6.1.17

ties/id/e5c62e54-da06-4b44-ba70-63065e664b0d?source=cve
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https://nvd.nist.gov/v
uln/detail/CVE-2026-
3413

Improper Neu-
tralization of

https://github.com/JXBbozaihuang/vuln-research/issues/1
VulDB

https://nvd.nist.gov/v
uln/detail/CVE-2026-
3410

https://nvd.nist.gov/v
uln/detail/CVE-2026-
3409

https://nvd.nist.gov/v
uln/detail/CVE-2026-
3406

Il\J/Ir;Ir\\Iz;‘algent ﬁqpeencicftjie(; in 1.0 httDs://itsourcecode.c”om/ VulDB
T an SQL Com- : httns://vuldb.com/?f:tud.348308 VulDB

mand ('SQL In- httns://vuldb.com/?ld.34§308 VulDB

T https://vuldb.com/?submit.764004

jection')

Improper Neu-

tralization of
Society Special Ele- — . .

. Improper Neutralization of Special Elements used in an SQL

Management mentsusedin | 1.0 Command (‘'SOL Iniection’)
System an SQL Com-

mand ('SQL

Injection’)

Improper Neu-

tralization of -

Special Ele- gg?félz/ssgjggggo?5225?1?-45b 9b70 VulDB

. . e ad5bcae u

eosphoros-ai | mentsinOut- | - https://vuldb.com/?ctiid. 348304 VulDB
db-gpt putUsed by a https://vuldb.com/?id.348304 VulDB

Downstream https://vuldb.com/?submit.763745

Component

('Injection")

Improper Neu-

tralization of https:/github.com/ubfbuz3/cve/issues/55 VulDB
Online Art Spect'al Ele& . 10 https://vuldb.com/?ctiid.348301 VulDB
Gallery Shop ?negQSL“ggm'_" ' https://vuldb.com/?id.348301 VulDB

\ https://vuldb.com/?submit.763740
mand (‘SQL In-

jection')
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https://github.com/maxsite/cms/ VulDB

‘Lb - . .
https://nvd.nist.gov/v er];l:f) (;rncg:g https://github.com/maxsite/cms/com-
TP . . . mit/08937a3c5d672a242d68f53e9fccf8a748820ef3 VulDB
uln/detail/CVE-2026- MaxSite CMS tion of Code up to 109.1 hitos://vuldb.com/2ctiid 348281 VULDB

3395 {Code Injec- https://vuldb.com/2id.348281 VulDB

tion https://vuldb.com/2submit. 762169

CISA/CERT-EU Alerts & Advisories

AUTO TO KOoppATL TteplAapBAavel L6OTIOIROELG Ao emionpeg NyES, Kupiwg CISA kat CERT-EU, oxeTIKA e KPLOLUEG EUTIABDELEC 1) EVEPYES OTEIAEC. ZUVROWCG
oadopouv Blopnxavika f kpiowo cuothpata, oAAA Kol mainstream Aoylopiko. MNpoadépovtal o popdn cUVIOHWY avadopwyv Kal odnyouv o 1o AEMTOLE-
PELC TEXVIKEG 0ONYLEC.

ZUvtoun nepypadr / TitAog AvayvwploTtiké euntdBeiag / Evnpepwtiké / O8nyieg URL
CISA Adds Two Known Exploited Vulnerabilities = CVE-2026-21385 Qualcomm Multiple Chipsets Memory Corruption Vulnera- https://www.cisa.gov/news-events/alerts/2026/03/03/cisa-
to Catalog bility adds-two-known-exploited-vulnerabilities-catalog
- CVE-2026-22719 Broadcom VMware Aria Operations Command Injection Vul-
nerability
News

H evotnta "News" cuvoilel Ta o onUavtikd yeyovota tng eBSoudadag otov topéa tne KuPBepvoaocddrelog. ESw Ba Bpeite emiBoslc mou Eexwploav, VEEC
TEXVLKEG TIOU EVIOTILOTNKAY, I EVEPYELEG ATIO YWWOTEC OASEG hacking. Alvel Tnv amapaitntn elkova Tou TL ouppaivel S1eBvwg kal ol TpEmeL va otpadel n
npocoxn.

ZUvtoun nepypadr / TitAog URL

Trump Bans Anthropic Al in Federal Agencies — Pentagon Flags Claude as Security = https://cybersecuritynews.com/trump-bans-anthropic-ai/

Risk

Leaked Database Sheds Light on Iranian Crypto Sanctions Evasion https://www.infosecurity-magazine.com/news/iranian-crypto-leaked-database/

Iranian Cyber Threat Actor Targets Iraqi Government Officials in Al-Powered Cam- https://www.infosecurity-magazine.com/news/iran-cyber-threat-actor-iraq/

paign
Chrome Unveils Plan For Quantum-Safe HTTPS Certificates https://www.infosecurity-magazine.com/news/chrome-guantum-safe-https/
Epic Fury/Roaring Lion Sparks Escalating Cyber Conflict as Iran Goes Offline, Hack- https://cybersecuritynews.com/epic-fury-roaring-lion-sparks-escalating-cyber-conflict/

tivists Step Up Retaliation


https://nvd.nist.gov/vuln/detail/CVE-2026-3395
https://nvd.nist.gov/vuln/detail/CVE-2026-3395
https://nvd.nist.gov/vuln/detail/CVE-2026-3395
https://www.cve.org/CVERecord?id=CVE-2026-21385
https://www.cve.org/CVERecord?id=CVE-2026-22719
https://www.cisa.gov/news-events/alerts/2026/03/03/cisa-adds-two-known-exploited-vulnerabilities-catalog
https://www.cisa.gov/news-events/alerts/2026/03/03/cisa-adds-two-known-exploited-vulnerabilities-catalog
https://cybersecuritynews.com/trump-bans-anthropic-ai/
https://www.infosecurity-magazine.com/news/iranian-crypto-leaked-database/
https://www.infosecurity-magazine.com/news/iran-cyber-threat-actor-iraq/
https://www.infosecurity-magazine.com/news/chrome-quantum-safe-https/
https://cybersecuritynews.com/epic-fury-roaring-lion-sparks-escalating-cyber-conflict/

Breaches / Compromised / Hacked

Kataypadovrtat neputtwoelg mapafiacng Sedopévwy, Slappowv Kal aAAwv cofapwv meplotatikwy achadeiog. Mephappavovtal mAnpodopieg yla to
TIOLOL EMNPEACTNKAY, LLE TIOLOV TPOTIO £YLVE N tapaBioon Kot Tov untapxouv dlabéoiueg Aemtopépeled. Elvatl pia xprowdn ewova yia va avtiAned et kaveig
N SUVAULKN TWV ETIBECEWV O TIPOYUATIKEG CUVONKEG.

Zovroun nepypadn / TitAog URL

Thousands of Public Google Cloud API Keys Exposed with Gemini Access After API https://thehackernews.com/2026/02/thousands-of-public-google-cloud-api.html

Enablement

AWS Power Outage in Middle East Triggers Major Disruption to EC2 and Network- https://cybersecuritynews.com/aws-power-outage/

ing Services

Hacked Prayer App Used as Cyber Weapon During US-Israel Strikes on Iran https://cybersecuritynews.com/hacked-prayer-app/

ClawlJacked attack let malicious websites hijack OpenClaw to steal data https://www.bleepingcomputer.com/news/security/clawjacked-attack-let-malicious-websites-hijack-openclaw-to-steal-
data/

$4.8M in crypto stolen after Korean tax agency exposes wallet seed https://www.bleepingcomputer.com/news/security/48m-in-crypto-stolen-after-korean-tax-agency-exposes-wallet-
seed/?&web _view=true

University of Hawai‘i Cancer Center confirms data leak following ransomware at- https://therecord.media/university-of-hawaii-ransomware-data-breach?&web_view=true

tack

LexisNexis Data Breach — Threat Actor Allegedly Claims 2.04 GB Stolen https://cybersecuritynews.com/lexisnexis-data-breach/

Vulnerabilities / Flaws / Zero-day

AvadEépovtal TEXVIKA eEAattwpata 1 aduvapieg mou evdéxetal va alomotnboulv dueoa amno entibépevoug — site emeldn eival zero-day eite ylati n 816p-
Bwon toug kaBuotepel. MephapBdvovral MEPUTTWOELS OTIOU Sev amatteital aAANAeniSpaon Ue ToV XpRoTh 1) OTIOU TTAPAKAUITTOVTAL BAaCLKA HETpa aoda-
Aeloc. MoAU xprotuo yla opddeg mou acxoAouvtal e threat detection.

Zovroun nepypadn / TitAog URL

ClawJacked Flaw Lets Malicious Sites Hijack Local OpenClaw Al Agents via Web- https://thehackernews.com/2026/02/clawjacked-flaw-lets-malicious-sites.html|
Socket

OpenClaw 0-Click Vulnerability Allows Malicious Websites to Hijack Developer Al https://cybersecuritynews.com/openclaw-0-click-vulnerability/

Agents

Google Confirms CVE-2026-21385 in Qualcomm Android Component Exploited https://thehackernews.com/2026/03/google-confirms-cve-2026-21385-in.html
New Chrome Vulnerability Let Malicious Extensions Escalate Privileges via Gemini https://thehackernews.com/2026/03/new-chrome-vulnerability-let-malicious.html
Panel

APT28 Tied to CVE-2026-21513 MSHTML 0-Day Exploited Before Feb 2026 Patch https://thehackernews.com/2026/03/apt28-tied-to-cve-2026-21513-mshtml-0.html
Tuesday

Vulnerability in MS-Agent Al Framework Can Allow Full System Compromise https://www.securityweek.com/vulnerability-in-ms-agent-ai-framework-can-allow-full-system-compromise/

Vulnerability Allowed Hijacking Chrome’s Gemini Live Al Assistant https://www.securityweek.com/vulnerability-allowed-hijacking-chromes-gemini-live-ai-assistant/
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https://www.securityweek.com/vulnerability-in-ms-agent-ai-framework-can-allow-full-system-compromise/
https://www.securityweek.com/vulnerability-allowed-hijacking-chromes-gemini-live-ai-assistant/

CISA flags VMware Aria Operations RCE flaw as exploited in attacks

Zerobot Malware Exploiting Tenda Command Injection Vulnerabilities to Deploy
Malware
Langflow’s Al CSV Agent Vulnerability Allows Remote Code Execution Attacks

Patches / Updates / Fixes

https://www.bleepingcomputer.com/news/security/cisa-flags-vmware-aria-operations-rce-flaw-as-exploited-in-attacks/

https://cybersecuritynews.com/zerobot-malware-exploiting-tenda-command/

https://cybersecuritynews.com/langflows-ai-csv-agent-vulnerability/

ESw Ba Bpeite Tic o mpoodateg SLopBWOELS Kal EVNUEPWOEL aodaAelag amo mpopunBeutég Aoyilopikol Kat hardware. To meplexdpevo adopd cUyKeKpL-
péva bugs ) exploits mou €xouv 16N dnuoctonotnBei, pall pe odnyieg yla To mwg va edpappoctolv Ta patches.

Z0vtoun nepypadn / Tithog

Metasploit Adds New Modules Targeting Linux RC4, BeyondTrust, and Registry
Persistence
Android Update Patches Exploited Qualcomm Zero-Day

Potential threats / Threat intelligence

URL

https://cybersecuritynews.com/metasploit-adds-new-modules-targeting-linux-rc4/

https://www.securityweek.com/android-update-patches-exploited-qualcomm-zero-day/

H ouykekpluévn evotnta aoxolsital pe véeg amelAég, e€elypéva malware Kal TEXVIKECG ETILOECEWY TIOU £XOUV EVTOTILOTEL O£ MPAYUATIKEG ouv-OnkKec. Mept-
Aappavovtol avadopég os epyaleia TOU Xpnotponololy oL emitifgpevol, aAAd kat deikteg (loCs) tou umopolv va xpnotpomnotnfouv otnv Guuva.

Z0vtoun nepypadn / Tithog
Hackers Abuse Windows File Explorer and WebDAV for Stealthy Malware Delivery
Phishing Schemes Abuse .arpa TLD and IPv6 Tunnels to Evade Detection

Pixel Perfect Extension Abuse Enables Covert Script Injection and Security Header
Removal
Indian APT 'Sloppy Lemming' Targets Defense, Critical Infrastructure

Israel: RedAlert Spyware Campaign Exploits Wartime Panic With Trojanized App
Al and Deepfakes Supercharge Sophisticated Cyber-Attacks, Says Cloudflare

SloppyLemming Espionage Campaign Uses BurrowShell Backdoor and Rust RAT to
Hit Pakistan and Bangladesh Targets

Malvertising Threat Actor ‘D-Shortiez’ Abuses WebKit Back-Button Hijack in
Forced-Redirect Browser Campaign

Microsoft Warns of New Phishing Attack Exploiting OAuth in Entra ID to Evade De-
tection

Hackers Leverage Telegram for Initial Access to Corporate VPN, RDP, and Cloud
Environments

Hackerbot-Claw Bot Attacks Microsoft and DataDog via GitHub Actions CI/CD Mis-
configuration

URL

https://cybersecuritynews.com/hackers-abuse-windows-file-explorer-and-webdav/

https://cybersecuritynews.com/phishing-schemes-abuse-arpa-tld-and-ipv6-tunnels/

https://cybersecuritynews.com/pixel-perfect-extension-abuse-enables-covert-script-injection/

https://www.darkreading.com/threat-intelligence/india-apt-sloppy-lemming-defense-critical-infrastructure

https://www.infosecurity-magazine.com/news/redalert-israel-spyware-campaign/

https://www.infosecurity-magazine.com/news/ai-deepfakes-supercharge/

https://cybersecuritynews.com/sloppylemming-espionage-campaign-uses-burrowshell-backdoor/

https://cybersecuritynews.com/malvertising-threat-actor-d-shortiez-abuses-webkit-back-button/

https://cybersecuritynews.com/phishing-attack-exploiting-oauth/

https://cybersecuritynews.com/hackers-leverage-telegram-for-initial-access/

https://cybersecuritynews.com/hackerbot-claw-bot-attacks-microsoft-and-datadog/



https://www.bleepingcomputer.com/news/security/cisa-flags-vmware-aria-operations-rce-flaw-as-exploited-in-attacks/
https://cybersecuritynews.com/zerobot-malware-exploiting-tenda-command/
https://cybersecuritynews.com/langflows-ai-csv-agent-vulnerability/
https://cybersecuritynews.com/metasploit-adds-new-modules-targeting-linux-rc4/
https://www.securityweek.com/android-update-patches-exploited-qualcomm-zero-day/
https://cybersecuritynews.com/hackers-abuse-windows-file-explorer-and-webdav/
https://cybersecuritynews.com/phishing-schemes-abuse-arpa-tld-and-ipv6-tunnels/
https://cybersecuritynews.com/pixel-perfect-extension-abuse-enables-covert-script-injection/
https://www.darkreading.com/threat-intelligence/india-apt-sloppy-lemming-defense-critical-infrastructure
https://www.infosecurity-magazine.com/news/redalert-israel-spyware-campaign/
https://www.infosecurity-magazine.com/news/ai-deepfakes-supercharge/
https://cybersecuritynews.com/sloppylemming-espionage-campaign-uses-burrowshell-backdoor/
https://cybersecuritynews.com/malvertising-threat-actor-d-shortiez-abuses-webkit-back-button/
https://cybersecuritynews.com/phishing-attack-exploiting-oauth/
https://cybersecuritynews.com/hackers-leverage-telegram-for-initial-access/
https://cybersecuritynews.com/hackerbot-claw-bot-attacks-microsoft-and-datadog/

Threat Actors Exploit OpenVSX Aqua Trivy with Malicious Al Prompts to Hijack Lo- https://cybersecuritynews.com/threat-actors-exploit-openvsx-aqua-trivy/
cal Coding Tools
Hackers Leveraged CyberStrikeAl Tool to Breach Fortinet FortiGate Devices https://cybersecuritynews.com/cyberstrikeai-tool-breach-fortigate-devices/

Malvertising Campaign Delivers AMOS ‘malext’ macOS Infostealer via Fake https://cybersecuritynews.com/malvertising-campaign-delivers-amos-malext-macos-infostealer/
Text-Sharing Lures

Guides / Tools

Mapouotalovral Texvikoil odnyol kat epyaleia mov pnopouv va fonbrnoouv otnv mapakoholOnon, avadluon n evioxuon tng aopalelag cuotnuatwy. Eite
T(POKELTAL YLOL Open source projects £iTe yLa VEEG TEXVIKEC, N EVOTNTA AUTH AEITOUPYEL WG TIOPOG YLO TIPAKTIKEG AUCELG 0TNV KOBNUEePLVA SOUAELA TwV EMay-
veApatiwy aodalelag.

Zuvroun neptypadn / Tithog URL

Top Tools for Enterprise Security Monitoring https://cybersecuritynews.com/enterprise-security-monitoring-tools/

Splunk Releases Guide to Detect Remote Employment Fraud Within Your Organization https://cybersecuritynews.com/detect-remote-employment-fraud/

ThreatBook Launches Best-of-Breed Advanced Threat Intelligence Solution https://cybersecuritynews.com/threatbook-advanced-threat-intelligence-solution/

CISA Releases Best Security Practices Guide for Hardening Microsoft Exchange Server https://cybersecuritynews.com/microsoft-exchange-server-hardening-guide/

Top 10 Best Exposure Management Tools In 2026 https://cybersecuritynews.com/best-exposure-management-tools/

NETREAPER Offensive Security Toolkit That Wraps 70+ Penetration Testing Tools https://cybersecuritynews.com/netreaper-offensive-security-toolkit/

GitLab Security Best Practices Cheat Sheet https://thehackernews.uk/gitlab-security-tips

False Negatives Are a New SOC Headache. Here’s the Fast Way to Fix It https://cybersecuritynews.com/false-negatives-are-a-new-soc-headache-heres-the-fast-way-to-fix-it/

PentAGI — Automated Al-Powered Penetration Testing Tool that Integrates 20+ Security Tools https://cybersecuritynews.com/pentagi-penetration-testing-tool/



https://cybersecuritynews.com/threat-actors-exploit-openvsx-aqua-trivy/
https://cybersecuritynews.com/cyberstrikeai-tool-breach-fortigate-devices/
https://cybersecuritynews.com/malvertising-campaign-delivers-amos-malext-macos-infostealer/
https://cybersecuritynews.com/enterprise-security-monitoring-tools/
https://cybersecuritynews.com/detect-remote-employment-fraud/
https://cybersecuritynews.com/threatbook-advanced-threat-intelligence-solution/
https://cybersecuritynews.com/microsoft-exchange-server-hardening-guide/
https://cybersecuritynews.com/best-exposure-management-tools/
https://cybersecuritynews.com/netreaper-offensive-security-toolkit/
https://thehackernews.uk/gitlab-security-tips
https://cybersecuritynews.com/false-negatives-are-a-new-soc-headache-heres-the-fast-way-to-fix-it/
https://cybersecuritynews.com/pentagi-penetration-testing-tool/
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Annex — Websites with vendor specific vulnerabilities
O mivakag epLEXEL websites amd KATaokeUAOTEG TTIOU TIPOoPEPOUV TTANPOPOPLEC OXETIKEG e euTABEeLEC TOU eudavilovtol oTa MPoiovTa TOUG.

Vendor name / URL
Platform
Wordfence Intelligence Vulnerability Database API https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/
Wordpress .
Scan your WordPress website, https://wpscan.com/scan/
Oracle Critical Patch Updates, Security Alerts and Bulletins, https://www.oracle.com/security-alerts/
Fortinet Fortinet products, https://www.fortiguard.com/psirt
IBM Security bulletins, https://cloud.ibm.com/status/security
Research, Collaborate and Act on threat intelligence, https://exchange.xforce.ibmcloud.com/
MS Windows | The Microsoft Security Response Center (MSRC), https://msrc.microsoft.com/update-guide/
SAP SAP Security Notes, https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html
Dell Security Advisories, Notices and Resources, https://www.dell.com/support/security/en-us
HPE HPE Security Bulletin Library, https://support.hpe.com/connect/s/securitybulletinlibrary
Security Bulletins, https://support.hp.com/us-en/security-bulletins
Cisco Cisco Security Advisories, https://sec.cloudapps.cisco.com/security/center/publicationListing.x
Palo Alto Palo Alto Networks Security Advisories, https://security.paloaltonetworks.com/
Ivanti Security Advisory, https://www.ivanti.com/blog/topics/security-advisory

Mozilla Mozilla Foundation Security Advisories, https://www.mozilla.org/en-US/security/advisories/

Android Android Security Bulletins, https://source.android.com/docs/security/bulletin/asb-overview
Zyxel Security Advisories, https://www.zyxel.com/global/en/support/security-advisories
D-Link Global Security Advisories, Responses, and Notices, https://supportannouncement.us.dlink.com/

Adobe Security Bulletins and Advisories, https://helpx.adobe.com/security/security-bulletin.html

Siemens Siemens ProductCERT and Siemens CERT, https://www.siemens.com/global/en/products/services/cert.html

Splunk Splunk Security Advisories, https://advisory.splunk.com/
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