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Common Vulnerabilities and Exposures (CVEs)

H evotnta auth eotldlel o eutdBeLeg TOU £xouV KataxwpnBel mpoodata kal afloAoyouvtal wg ooPfapég, pe faon tn Babuoioyia CVSS. Napoucialovral
pe cadnvela T cuothpata ) epapUoyEg tou emnpedlovtal, o TUToG tn¢ euntadelog (6mwg SQL injection | command injection) kat oxeTikol cUVSeGHOL YL
TEPALTEPW TTANPOPOPNON 1 LETPA AVILUETWTILONG.

URL guntaOstag (NIST NVD) CVSS nMpoiov/Y- TUnog EuntaOsiag 2uokeVEG/EKSOOELG TOU EMNPEAG]0- URL npoidvrog/umnnpeciag URL o-

v3  mnpeoia Vo SNyLV avTLLETWIONG

https://nvd.nist.gov/vuln/detail/C Defense Buffer Copy without Checking Size of Input Defense Platform Home Edition https://jvn.jp/en/jp/IVN66673020/

VE-2025-23236 Platform ('Classic Buffer Overflow') Ver.3.9.51.x and earlier https://www.humming-
heads.co.jp/dep/storelist/

https://nvd.nist.gov/vuln/de- node-tar Improper Link Resolution Before File Access node-tar before version 4.4.2 (exclud- | https://access.redhat.com/er-

tail/CVE-2018-20834 ('Link Following') ing version 2.2.2) rata/RHSA-2019:1821
https://github.com/npm/node-
tar/com-
mit/7ecef07da6a9e72cc0c4d0c9c6
a8e85h6b52395d
https://github.com/npm/node-
tar/com-
mit/b0c58433c22f5e7fe8b1c76373f
27e3f81dcd4c8
https://github.com/npm/node-
tar/commits/v2.2.2
https://github.com/npm/node-
tar/compare/58a8d43...a5f7779
https://hackerone.com/re-
ports/344595 CVE, MITRE
https://nvd.nist.gov/vuln/detail/CVE-
2018-20834

https://nvd.nist.gov/vuln/de- NETGEAR Inclusion of Undocumented Features or Chicken Bits https://jvn.jp/en/jp/]VN46722282/

tail/CVE-2026-24714 https://www.netgear.com/about/eos
/



https://nvd.nist.gov/vuln/detail/CVE-2025-23236
https://nvd.nist.gov/vuln/detail/CVE-2025-23236
https://nvd.nist.gov/vuln/detail/CVE-2018-20834
https://nvd.nist.gov/vuln/detail/CVE-2018-20834
https://nvd.nist.gov/vuln/detail/CVE-2026-24714
https://nvd.nist.gov/vuln/detail/CVE-2026-24714

CISA/CERT-EU Alerts & Advisories

AUTO T0 KOoppatt tepthapBavel L60TIOLROELS Ao emionpeg tnyEg, Kupiwg CISA kot CERT-EU, oxeTikd e KPIOLUEG EUTTAOELEC ] EVEPYEC OEINEC. TUVAOWC
odpopouv Blopnxavikd A kpiowo cuothipata, oAAG kat mainstream Aoylopikd. Npoadépovtal os popdr cUVIOUWY avadopwV Kot 08nNyoUV O TILO AEMTTOE-
PELC TEXVIKEG 0ONyieC.

iU\'ltoun nepwypadn Avayvwplotiké eunddeiag / Evnuepwtikéd / O8nyieg URL
/ Tithog
CISA Adds Two = CVE-2025-11953 React Native Community CLI OS
Known E).(F.)I.OItEd Aomeire Insien Yl o7 e https://www.cisa.gov/news-events/alerts/2026/02/05/cisa-adds-two-known-exploited-vulnerabilities-catalog
Vulnerabilities to = CVE-2026-24423 SmarterTools SmarterMail Missing
Catalog Authentication for Critical Function Vulnerability
News

H evotnta "News" cuvoilel Ta o onUavtikd yeyovota tng eBSouadag otov topéa tne kKuPBepvoacdarelog. ESw Ba Bpeite emiBoelc mou Eexwploav, VEEC
TEXVLKEC TIOU EVIOTILOTNKAY, I EVEPYELEG OO YWWOTEC Opadeg hacking. Alvel tnv amopaitntn elkova Tou TL ouppaivel S1eBvwg Kat ol TpEmeL va oTpadel n
mipocoxn.

Zovroun nepypadn / TitAog URL ‘
New Epstein Tool Searches LinkedIn Connections Against 3.5 Million Pages Epstein https://cybersecuritynews.com/epstein-tool/

Files

Hackers Exploit SonicWall SSLVPN Credentials to Deploy EDR Killer and Bypass Secu- https://cybersecuritynews.com/edr-killer-via-sonicwall-sslvpn/

rity

Threat Actors Hacking NGINX Servers to Redirect Web Traffic to Malicious Servers https://cybersecuritynews.com/threat-actors-hacking-nginx-servers/

False Negatives Are a New SOC Headache. Here’s the Fast Way to Fix It https://cybersecuritynews.com/false-negatives-are-a-new-soc-headache-heres-the-fast-way-to-fix-it/

Hackers Using Al to Get AWS Admin Access Within 10 Minutes https://cybersecuritynews.com/aws-admin-access-in-minutes/

Microsoft Investigating Teams Chat Image Retrieval Issue Affecting Enterprise Users https://cybersecuritynews.com/teams-chats-image-retrieval/

Microsoft to Add Sysmon Threat Detection Feature Natively to Windows 11 https://cybersecuritynews.com/microsoft-to-add-sysmon-threat-detection-feature-natively-to-windows-11/
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Breaches / Compromised / Hacked

Kataypadovrtat neputtwoelg mapafiacng Sedopévwy, Slappowv Kal aAAwv cofapwv meplotatikwy achadeiog. Mephappavovtal mAnpodopieg yla to
TIOLOL ETMINPEACTNKAY, LLE TIOLOV TPOTIO £YLVE N tapaBloon Kot Tov uTtapxouV SLaBEoiueg AeMTOUEPELEG. Elval pia XproLin elkova yia va avtiAndBei kaveig
N SUVAULKN TWV ETIBECEWV O TIPOYUATIKEG CUVONKEG.

Z0vtoun nepypadn / Tithog URL

Betterment Data Breach Exposes 1.4 million Customers Personal Details https://cybersecuritynews.com/betterment-data-breach/

Vulnerabilities / Flaws / Zero-day

AvadEépovtal TEXVIKA eEAattwpata 1 aduvapieg mou evdéxetal va alomotnbolv dueoa amno entibépevoug — site emeldn eival zero-day eite ylati n 816p-
Bwon toug kaBuotepel. MephapBdvovtal MEPUTTWOELS OTIOU Sev amalteital aAANAenidpaon Ue ToV XpRoTh 1) OTIOU TTAPAKAUITTOVTAL BACLKA HETPpaA aoda-
Aeloc. MoAU xproo yla opdadeg mou acxoAouvtal pe threat detection.

Z0vtoun nepypadn / Tithog
F5 Patches Critical Vulnerabilities in BIG-IP, NGINX, and Related Products

CISA Warns of React Native Community Command Injection Vulnerability Exploited
in Attacks

New CentOS 9 Vulnerability Lets Attackers Escalate to Root Privileges — PoC Re-
leased

170+ SolarWinds Help Desk Installations Vulnerable to RCE Attacks Exposed Online

WatchGuard VPN Client for Windows Vulnerability Enables Command Execution
With SYSTEM Privileges

Critical n8n Vulnerability Enables System Command Execution Via Weaponized
Workflows

Cisco Meeting Management Vulnerability Let Remote Attacker Upload Arbitrary
Files

CISA Warns of VMware ESXi 0-day Vulnerability Exploited in Ransomware Attacks

Multiple TP-Link OS Command Injection Vulnerabilities Let Attackers Gain Admin
Control of the Device

CISA Warns of GitLab Community and Enterprise Editions SSRF Vulnerability Ex-
ploited in Attacks

Hackers Actively Scanning Citrix NetScaler Infrastructure to Discover Login Panels

Ingress-Nginx Vulnerability Allow Attackers to Execute Arbitrary Code
CISA Warns of SolarWinds Web Help Desk RCE Vulnerability Exploited in Attacks
Critical Django Vulnerabilities Enables DoS and SQL Injection Attacks

Chrome Vulnerabilities Let Attackers Execute Arbitrary Code and Crash System

URL

https://cybersecuritynews.com/f5-patches-critical-vulnerabilities/

https://cybersecuritynews.com/react-native-command-injection-flaw/

https://cybersecuritynews.com/centos-9-vulnerability/

https://cybersecuritynews.com/solarwinds-help-desk-installations-vulnerable/

https://cybersecuritynews.com/watchguard-vpn-client-for-windows-vulnerability/

https://cybersecuritynews.com/n8n-rce-vulnerability/

https://cybersecuritynews.com/cisco-meeting-management-upload-vulnerability/

https://cybersecuritynews.com/vmware-esxi-0-day-ransomware-attack/

https://cybersecuritynews.com/tp-link-os-command-injection-vulnerability/

https://cybersecuritynews.com/cisa-warns-gitlab-ssrf-vulnerability-exploit/

https://cybersecuritynews.com/scanning-citrix-netscaler-login/

https://cybersecuritynews.com/ingress-nginx-vulnerability/

https://cybersecuritynews.com/solarwinds-web-help-desk-rce-vulnerability-2/

https://cybersecuritynews.com/django-vulnerabilities/

https://cybersecuritynews.com/chrome-vulnerabilities-arbitrary-code-2/
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Hackers Exploiting React Server Components Vulnerability in the Wild to Deploy Ma- | https://cybersecuritynews.com/react-server-vulnerability-exploited/

licious Payloads

Patches / Updates / Fixes
ESw Oa Bpeite tic o mpoodateg S1opBWoELS Kol EVNUEPWOELS aodaAeiag amod tpopunOsutég Aoyilopikol kat hardware. To meplexopevo adopd CUYKEKPL-
péva bugs n exploits mou €xouv 16N dnuoctonotnOsi, pali pe odnyieg yia to mwg va edpappoctoly Ta patches.

ZUvtoun nepypadr / TitAog URL

Potential threats / Threat intelligence
H ouykekpluévn evotnta aoxoAeital pe VEEG amelAEG, e€eAypéva malware Kal TEXVIKEG ETILOECEWY TIOU £XOUV EVTOTILOTEL O TIPAYUOTLKEG cUV-OnKeC. Mept-
Aappavovtat avadopég o epyaleia TIOU XpNOLUOTIOLOUV oL eMLTLOEEVOL, aAAG Kal SeikTeg (loCs) TTou umopouv va xpnotpomnotlnBouv otnv Guuva.

ZUvtoun nepypadr / TitAog

Hackers Leveraging Windows Screensaver to Deploy RMM Tools and Gain Remote
Access to Systems

Spam Campaign Distributes Fake PDFs, Installing Remote Monitoring Tools for Per-
sistent Access

Attackers Mimic RTO Challan Notifications to Deliver Android Malware

ShadowSyndicate Using Server Transition Technique in Ransomware Attacks
Beware of Fake Traffic Ticket Portals that Harvest Your Pll and Credit Card Data

DragonForce Ransomware Attacking Critical Business to Exfiltrate Sensitive Infor-
mation

Beware of Weaponized Voicemail Messages Granting Hackers Remote Access to
Your System

APT28 Hackers Exploiting Microsoft Office Vulnerability to Compromise Govern-
ment Agencies

New DesckVB RAT with Multi-stage Infection Chain and Plugin-Based Architecture

New 3 Step Malvertising Chain Abusing Facebook Paid Ads to Push Tech Support
Scam Kit

Attackers Using DNS TXT Records in ClickFix Script to Execute Powershell Commands

Amaranth-Dragon Exploiting WinRAR Vulnerability to Gain Persistent to Victim Sys-
tems

URL

https://cybersecuritynews.com/hackers-leveraging-windows-screensaver/

https://cybersecuritynews.com/spam-campaign-distributes-fake-pdfs/

https://cybersecuritynews.com/attackers-mimic-rto-challan-notifications/

https://cybersecuritynews.com/shadowsyndicate-using-server-transition/

https://cybersecuritynews.com/beware-of-fake-traffic-ticket-portals/

https://cybersecuritynews.com/dragonforce-ransomware-attacking-critical-business/

https://cybersecuritynews.com/beware-of-weaponized-voicemail-messages/

https://cybersecuritynews.com/apt28-hackers-exploiting-microsoft-office-vulnerability/

https://cybersecuritynews.com/new-desckvb-rat-with-multi-stage-infection-chain/

https://cybersecuritynews.com/new-3-step-malvertising-chain-abusing-facebook-paid-ads/

https://cybersecuritynews.com/attackers-using-dns-txt-records-in-clickfix-script/

https://cybersecuritynews.com/amaranth-dragon-exploiting-winrar-vulnerability/
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SystemBC Botnet Hijacked 10,000 Devices Worldwide to Use for DDoS Attacks
PhantomVAI Custom Loader Uses RunPE Utility to Attack Users

Interlock Ransomware Actors New Tool Exploiting Gaming Anti-Cheat Driver 0-Day
to Disable EDR and AV

Supply Chain Attack Abused Notepad++ Update Infrastructure to Deliver Targeted
Malware

ValleyRAT Mimic as LINE Installer Attacking Users to Steal Login Details

Threat Actors Abuse Microsoft & Google Platforms to Attack Enterprise Users
Shadow DNS Hacking Routers Internet Traffic Through Compromised Routers
Hackers Exfiltrating NTDS.dit File to Gain Full Active Directory Access

GlassWorm Infiltrated VSX Extensions with More than 22,000 Downloads to Attack
Developers

Guides / Tools

https://cybersecuritynews.com/systembc-botnet-hijacked-10000-devices/

https://cybersecuritynews.com/phantomvai-custom-loader/

https://cybersecuritynews.com/interlock-ransomware-actors-new-tool-exploiting-gaming-anti-cheat-driver-0-day/

https://cybersecuritynews.com/supply-chain-attack-abused-notepad-update-infrastructure/

https://cybersecuritynews.com/valleyrat-mimic-as-line-installer-attacking-users/

https://cybersecuritynews.com/threat-actors-abuse-microsoft-google-platforms/

https://cybersecuritynews.com/shadow-dns-hacking-routers-internet-traffic/

https://cybersecuritynews.com/hackers-exfiltrating-ntds-dit-file/

https://cybersecuritynews.com/glassworm-infiltrated-vsx-extensions/

MNapouotalovral Texvikoil odnyol kat epyaleia ou pnopouv va fonbricouv otnv mapakoAouBnon, avaAuon f evioxuon tng aopalelag cuotnuatwy. Eite
T(POKELTAL YLOL OPeN source projects e(Te yLa VEEG TEXVIKEG, N EVOTNTA AUTH AELTOUPYEL WG TIOPOG YLA TIPAKTIKEG AUCELG 0TNV KABNUEPLVA SOUAELA TwV EMAy-

yeApatiwyv aoddAeLag.

ZUvtoun nepypadr / TitAog

URL
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Annex — Websites with vendor specific vulnerabilities
O mivakag epLEXEL websites amd KATaokeUAOTEG TTIOU TIPOoPEPOUV TTANPOPOPLEC OXETIKEG e euTABEeLEC TOU eudavilovtol oTa MPoiovTa TOUG.

Vendor name / URL
Platform
Wordfence Intelligence Vulnerability Database API https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/
Wordpress .
Scan your WordPress website, https://wpscan.com/scan/
Oracle Critical Patch Updates, Security Alerts and Bulletins, https://www.oracle.com/security-alerts/
Fortinet Fortinet products, https://www.fortiguard.com/psirt
IBM Security bulletins, https://cloud.ibm.com/status/security
Research, Collaborate and Act on threat intelligence, https://exchange.xforce.ibmcloud.com/
MS Windows | The Microsoft Security Response Center (MSRC), https://msrc.microsoft.com/update-guide/
SAP SAP Security Notes, https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html
Dell Security Advisories, Notices and Resources, https://www.dell.com/support/security/en-us
HPE HPE Security Bulletin Library, https://support.hpe.com/connect/s/securitybulletinlibrary
Security Bulletins, https://support.hp.com/us-en/security-bulletins
Cisco Cisco Security Advisories, https://sec.cloudapps.cisco.com/security/center/publicationListing.x
Palo Alto Palo Alto Networks Security Advisories, https://security.paloaltonetworks.com/
Ivanti Security Advisory, https://www.ivanti.com/blog/topics/security-advisory

Mozilla Mozilla Foundation Security Advisories, https://www.mozilla.org/en-US/security/advisories/

Android Android Security Bulletins, https://source.android.com/docs/security/bulletin/asb-overview
Zyxel Security Advisories, https://www.zyxel.com/global/en/support/security-advisories
D-Link Global Security Advisories, Responses, and Notices, https://supportannouncement.us.dlink.com/

Adobe Security Bulletins and Advisories, https://helpx.adobe.com/security/security-bulletin.html

Siemens Siemens ProductCERT and Siemens CERT, https://www.siemens.com/global/en/products/services/cert.html

Splunk Splunk Security Advisories, https://advisory.splunk.com/
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