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Common Vulnerabilities and Exposures (CVEs)

H evotnta auth eotldlel o eutdBeLeg TOU £xouV KataxwpnBel mpoodata kal afloAoyouvtal wg ooPfapég, pe faon tn Babuoioyia CVSS. Napoucialovral
pe cadnvela T cuothpata ) epapUoyEg tou emnpedlovtal, o TUToG tn¢ euntadelog (6mwg SQL injection | command injection) kat oxeTikol cUVSeGHOL YL
TEPALTEPW TTANPOPOPNON 1 LETPA AVILUETWTILONG.

URL guntaOstag (NIST NVD) CVSSv3 Mpoidv/Y- TUnog EundBelag  Zuokeuég/Ekbooelg mou  URL mpoidvrog/unnpeoiag URL 08nyLwv QVTLUETWIILONG
nnpeocia ennpealovrat
https://nvd.nist.gov/vuln/detail/CVE- Branda Authorization By- in all versions up to, and https://plugins.trac.wordpress.org/browser/branda-white-label-
2025-14998 plugin for pass Through including, 3.4.24 ing/tags/3.4.24/inc/modules/login-screen/signup-password.php#L24
WordPress User-Controlled https://plugins.trac.wordpress.org/changeset/3429115/branda-white-la-
Key beling#file1749

https://www.wordfence.com/threat-intel/vulnerabilities/id/ae46be82-
570f-4172-9¢3f-746b894b84b9?source=cve

https://nvd.nist.gov/vuln/detail/CVE- Signal K Improper Neutrali- | Versions priorto 2.19.0 https://github.com/SignalK/signalk-server/releases/tag/v2.19.0
2025-66398 Server zation of Special https://github.com/SignalK/signalk-server/security/advisories/GHSA-
Elements used in w3x5-7c4c-66p9

an OS Command
('OS Command In-

jection’)
https://nvd.nist.gov/vuln/detail/CVE- Signal K Authentication By- | Versions prior to 2.19.0 https://github.com/SignalK/signalk-server/releases/tag/v2.19.0
2025-68620 Server pass Using an Al- https://github.com/SignalK/signalk-server/security/advisories/GHSA-
ternate Path or fq56-hvg6-wvm5
Channel
https://nvd.nist.gov/vuln/detail/CVE- UTT 3 ER Improper Re- 512W 1.7.7-171114 https://github.com/GUOTINGTING2297/cve/blob/main/1234/21.md
2025-15431 striction of Opera- https://github.com/GUOTINGTING2297/cve/blob/main/1234/21.md#poc
tions within the https://vuldb.com/?ctiid.339353
Bounds of a https://vuldb.com/?id.339353

Memory Buffer https://vuldb.com/?submit.721889



https://nvd.nist.gov/vuln/detail/CVE-
2025-68272

https://nvd.nist.gov/vuln/detail/CVE-
2025-15426

https://nvd.nist.gov/vuln/detail/CVE-
2025-15427

Signal K
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jackying H-
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Consumption
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Control

Improper Neutrali-
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Elements in Out-
put Used by a
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ponent (‘'Injection’)

Versions prior to 2.19.0

upto3.1

up to 20251222

https://github.com/SignalK/signalk-server/releases/tag/v2.19.0
https://github.com/SignalK/signalk-server/security/advisories/GHSA-
7rqc-ff8m-7j23

https://github.com/TiKi-r/CVE-Report/blob/main/H-ui.admin%20RCE.md
https://github.com/TiKi-r/CVE-Report/blob/main/H-
ui.admin%20RCE.md#4-proof-of-concept-poc
https://vuldb.com/?ctiid.339348

https://vuldb.com/?id.339348

https://vuldb.com/?submit.721457

https://github.com/cly-yuxiu/CVE/issues/2
https://vuldb.com/?ctiid.339349
https://vuldb.com/?id.339349
https://vuldb.com/?submit.721493


https://nvd.nist.gov/vuln/detail/CVE-2025-15426
https://nvd.nist.gov/vuln/detail/CVE-2025-15426

CISA/CERT-EU Alerts & Advisories

AUTO T0 Koppatt tepthapBavel L60TIOLROELS Ao emionpeg tnyEg, Kupiwg CISA kot CERT-EU, oxeTikd e KPIOLUEG EUTTAOELEC ] EVEPYEC OTEINEC. TUVAOWC
odpopouv Blopnxavikd A kpiowo cuothipata, oAAG kat mainstream Aoylopikd. Npoadépovtal os popdr cUVIOUWY avadopwV Kot 08nNyoUV O TILO AEMTTOE-
PELC TEXVIKEG 0ONyieC.
Zovroun nepypadn
/ Tithog

CISA Releases Two
= ICSA-25-364-01: WHILL C2 Wheelchai . . . . .
Industrial Control CSA-25-364-0 ¢ cechalrs https://www.cisa.gov/news-events/alerts/2025/12/30/cisa-releases-two-industrial-control-systems-advisories

Systems Advisories - ICSA-25-345-03: AzeoTech DAQFactory (Update A)

Avayvwplotiké eunddeiag / Evnuepwtikéd / O8nyieg

News

H evotnta "News" cuvoilel Ta 1o onUavtikd yeyovota tng eBSopadag otov topéa tne KuPepvoacdarelog. ESw Ba Bpeite emiBoelc mou Eexwploav, VEEC
TEXVLKEC TIOU EVIOTILOTNKAY, I EVEPYELEG OO YWWOTEC Opadeg hacking. Alvel tnv amopaitntn elkova Tou TL ouppaivel S1eBvwg Kat ol TpEmeL va oTpadel n
mpocoxn.

Zovroun neptypadn / TitAog URL
Two U.S. CyberSecurity Pros Plead Guilty for Working as ALPHV/BlackCat Affiliates = https://cybersecuritynews.com/u-s-cybersecurity-pros-plead-guilty-as-alphv-blackcat-affiliates/

Top 10 High-Risk Vulnerabilities Of 2025 that Exploited in the Wild https://cybersecuritynews.com/10-high-risk-vulnerabilities-of-2025/



https://www.cisa.gov/news-events/ics-medical-advisories/icsma-25-364-01
https://www.cisa.gov/news-events/ics-advisories/icsa-25-345-03
https://www.cisa.gov/news-events/alerts/2025/12/30/cisa-releases-two-industrial-control-systems-advisories
https://cybersecuritynews.com/u-s-cybersecurity-pros-plead-guilty-as-alphv-blackcat-affiliates/
https://cybersecuritynews.com/10-high-risk-vulnerabilities-of-2025/

Breaches / Compromised / Hacked

Kataypadovrtat neputtwoelg napafiacng Sedopcvwy, Slappowv Kat dAAwv cofapwyv meplotatikwy acdaleiag. Mepappavovtal mAnpodopleg yla To
TIOLOL ETMINPEACTNKAY, LLE TIOLOV TPOTIO £YLVE N TtapaBioon Kot ov umapyouv dlabéoiec Aemtopépeled. Elvatl pia xpriowdn ewova yla va avtiAnd et kaveig
N SUVAULKN TWV ETIBECEWV O€ TIPOYUATIKEG CUVONKEG.

Zovroun nepypadn / TitAog URL

Vulnerabilities / Flaws / Zero-day

AvadEépovtal TEXVIKA eEAattwpata 1 aduvapieg mou evdéxetal va alomotnbolv dueoa amno entibépevoug — site emeldn eival zero-day eite ylati n 816p-
Bwon toug kaBuotepel. MephapBdvovtal MEPUTTWOELS OTIOU Sev amalteital aAANAenidpaon Ue ToV XpRoTh 1) OTIOU TTAPAKAUITTOVTAL BACLKA HETPpaA aoda-
Aeloc. MoAU xproo yla opdadeg mou acxoAouvtal pe threat detection.

Zovroun neptypadn / TitAog URL

Apache NuttX Vulnerability Let Attackers to Crash Systems https://cybersecuritynews.com/apache-nuttx-vulnerability/
Critical IBM API Connect Vulnerability Let Attackers Bypass Logins https://cybersecuritynews.com/ibm-api-connect-vulnerability/
Critical Apache StreamPipes Vulnerability Let Attackers Seize Admin Control https://cybersecuritynews.com/apache-streampipes-vulnerability/

Patches / Updates / Fixes
ESw Ba Bpeite Ti¢ o mpoodateg SlopBwWoELS Kol eVvNUEPWOELG acdaAelag amo pounBbeutég AoyilopikoU kat hardware. To meplexdpevo adopd cCUYKEKPL-
péva bugs ) exploits mou €xouv 6N dnuoctonotnOei, pall pe odnyieg yla o mwe va edpappoctolyv Ta patches.

Zuvtoun nepypadr / TitAog URL

Open-Source C2 Platform AdaptixC2 Released With Enhanced Stability, Perfor- https://cybersecuritynews.com/adaptixc2-released/
mance, and Speed



https://cybersecuritynews.com/apache-nuttx-vulnerability/
https://cybersecuritynews.com/ibm-api-connect-vulnerability/
https://cybersecuritynews.com/apache-streampipes-vulnerability/
https://cybersecuritynews.com/adaptixc2-released/

Potential threats / Threat intelligence
H ouykekpluévn evotnta aoxoleital pe véeg amelAég, e€eAlyéva malware Kal TEXVIKEC ETILOECEWY TIOU £XOUV EVTOTILOTEL O£ PAYUATIKEG ouV-OBnKec. Mept-
Aappavovtal avadopég os epyaleia TIOU XpNOLUOTOLOUV oL eMLTLOEpEVOL, aAAG Kal Seikteg (loCs) tou umopolv va xpnotLpomnotnBouv otnv Guuva.

Zovroun neptypadn / TitAog URL

Self-Propagating GlassWorm Weaponizing VS Code Extensions to Attack macOS https://cybersecuritynews.com/self-propagating-glassworm-weaponizing-vs-code/

Users

New Cybercrime Tool ErrTraffic Let Attackers Automate ClickFix Attacks https://cybersecuritynews.com/new-cybercrime-tool-errtraffic/

DarkSpectre Hackers Infected 8.8 Million Chrome, Edge, and Firefox Users with https://cybersecuritynews.com/darkspectre-hackers-infected-8-8-million-chrome-users/
Malware

Threat Actors Manipulating LLMs for Automated Vulnerability Exploitation https://cybersecuritynews.com/threat-actors-manipulating-lims/

APT36 Malware Campaign Targeting Windows LNK Files to Attack Indian Govern- https://cybersecuritynews.com/apt36-malware-campaign-targeting-windows-Ink-files/

ment Entities

Threat Actors Advertising Al-Enhanced Metamorphic Crypter with Claims of Win- https://cybersecuritynews.com/threat-actors-advertising-ai-enhanced-metamorphic-crypter/

dows Defender Bypass

Guides / Tools

Mapouotalovral Texvikoil odnyol kat epyaleia ov pnopouv va Bonbrnoouv otnv mapakoholBnon, avadAuon n evioxuon tng aopalelag cuotnuatwy. Eite
T(POKELTAL YLOL OPeN source projects £iTe yLa VEEG TEXVIKEC, N EVOTNTA AUTH AEITOUPYEL WG TTOPOG YLO TIPAKTIKEG AUCELC 0TNV KABNUEPLVA SOUAELA TwV EMay-
veApatiwy aodalelag.

Zovroun nepypadn / TitAog URL
WhatsApp Crypt Tool to Encrypt and Decrypt WhatsApp Backups https://cybersecuritynews.com/whatsapp-crypt-tool/
NeuroSploitv2 — Al-Powered Pentesting Tool With Claude, GPT, and Gemini mod- https://cybersecuritynews.com/neurosploitv2-pentesting-tool/

els to Detect vulnerabilities


https://cybersecuritynews.com/self-propagating-glassworm-weaponizing-vs-code/
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https://cybersecuritynews.com/darkspectre-hackers-infected-8-8-million-chrome-users/
https://cybersecuritynews.com/threat-actors-manipulating-llms/
https://cybersecuritynews.com/apt36-malware-campaign-targeting-windows-lnk-files/
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https://cybersecuritynews.com/neurosploitv2-pentesting-tool/
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Annex — Websites with vendor specific vulnerabilities
O mivakag epLEXEL websites amd KATaokeUAOTEG TTIOU TIPOoPEPOUV TTANPOPOPLEC OXETIKEG e euTABEeLEC TOU eudavilovtol oTa MPoiovTa TOUG.

Vendor name / URL
Platform
Wordfence Intelligence Vulnerability Database API https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/
Wordpress .
Scan your WordPress website, https://wpscan.com/scan/
Oracle Critical Patch Updates, Security Alerts and Bulletins, https://www.oracle.com/security-alerts/
Fortinet Fortinet products, https://www.fortiguard.com/psirt
IBM Security bulletins, https://cloud.ibm.com/status/security
Research, Collaborate and Act on threat intelligence, https://exchange.xforce.ibmcloud.com/
MS Windows | The Microsoft Security Response Center (MSRC), https://msrc.microsoft.com/update-guide/
SAP SAP Security Notes, https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html
Dell Security Advisories, Notices and Resources, https://www.dell.com/support/security/en-us
HPE HPE Security Bulletin Library, https://support.hpe.com/connect/s/securitybulletinlibrary
Security Bulletins, https://support.hp.com/us-en/security-bulletins
Cisco Cisco Security Advisories, https://sec.cloudapps.cisco.com/security/center/publicationListing.x
Palo Alto Palo Alto Networks Security Advisories, https://security.paloaltonetworks.com/
Ivanti Security Advisory, https://www.ivanti.com/blog/topics/security-advisory

Mozilla Mozilla Foundation Security Advisories, https://www.mozilla.org/en-US/security/advisories/

Android Android Security Bulletins, https://source.android.com/docs/security/bulletin/asb-overview
Zyxel Security Advisories, https://www.zyxel.com/global/en/support/security-advisories
D-Link Global Security Advisories, Responses, and Notices, https://supportannouncement.us.dlink.com/

Adobe Security Bulletins and Advisories, https://helpx.adobe.com/security/security-bulletin.html

Siemens Siemens ProductCERT and Siemens CERT, https://www.siemens.com/global/en/products/services/cert.html

Splunk Splunk Security Advisories, https://advisory.splunk.com/
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