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Common Vulnerabilities and Exposures (CVEs)
H evotnta autr eotlalel og eumaBeleg mou €xouv KataxwpnBel mpoodata kal aflodoyouvial w¢ coPfapég, e Baon tn Babuoloyia CVSS. Ma-
pouaotalovtal e cadnvela Ta cuothpata 1 edappoyE mou ennpedlovtal, o TUTOG TG euntadelag (onwg SQL injection 1 command injection)
KOl OXETIKOL cUVOETHOL yLa TTEPALTEPW TIANPODOPNGCN 1 LETPO OVTLUETWIILONG.

URL gundBeiag CVSSv3

Mpoidv/Ynnpeoia

Tunog EunaOsiag

JUGKeVEG/EKSOGELG TTOU emtnpedlovTal

URL nipoiévrog/unnpeciog URL 06NyLWV QVTLHETWLONG

(NIST NVD)

https://nvd.nist

.gov/vuln/detai
[/CVE-2025-

55108

https://nvd.nist
.gov/vuln/de-
tail/CVE-2025-
61956

https://nvd.nist

.gov/vuln/de-
tail/CVE-2025-

63334

https://nvd.
nist.gov/vul
n/de-
tail/CVE-
2025-12674

The Control-
M/Agent

Missing Authen-
tication for Crit-
ical Function

https://bmcapps.my.site.com/casemgmt/sc_KnowledgeArti-

cle?sfdcid=000441962 Airbus

https://bmcapps.my.site.com/casemgmt/sc_KnowledgeArti-

cle?sfdcid=000442099 Airbus

https://bmcapps.my.site.com/casemgmt/sc_KnowledgeArti-

cle?sfdcid=000442271

Radiometrics

Missing Authen-
tication for Crit-

https://github.com/cisagov/CSAF/blob/develop/csaf_files/OT/white/2025/icsa-
25-308-04.json ICS-CERT

VizAir ical Function https://www.cisa.gov/news-events/ics-advisories/icsa-25-308-04
Improper Neutrali-
zation of Special L :
. https://gist.github.com/mamdouhalrekabi-
PocketV) CP PocketVJ- | EL t
ocketV) CPPocketV]- | Elementsusedin ) 5 ) 0ps/e7686a0bdd197¢77¢1b54191e1a2880f MITRE
CP-v3 pvj an OS Command

('OS Command In-
jection')

https://github.com/magdesign/PocketV]-CP-v3/releases/tag/release

The KiotViet Sync
plugin for Word-
Press

Unrestricted
Upload of File
with Dangerous

Type

up to, and including,
1.8.5

https://wordpress.org/plugins/kiotvietsync/ Wordfence
https://www.wordfence.com/threat-intel/vulnerabilities/id/7fdd670f-2a71-4c1d-
af46-f0fd05352f7e?source=cve




https://nvd.nist

.gov/vuln/de-
tail/CVE-2025-

11749

The Al Engine

Exposure of
Sensitive Infor-

up to, and including,

https://plugins.trac.wordpress.org/browser/ai-engine/trunk/labs/mcp.php#L226
Wordfence
https://plugins.trac.wordpress.org/changeset/3380753/ai-engine#file10 Word-

https://nvd.nist

.gov/vuln/de-
tail/CVE-2025-

12493

plugin for Word- mation to an 313 fonoe
Press Unauthorized o https://www.wordfence.com/threat-intel/vulnerabilities/id/06eaf624-aedf-453d-
Actor 8457-d03a572fac0d?source=cve
https://plugins.trac.wordpress.org/browser/woolentor-addons/trunk/clas-
ses/class.ajax_actions.php#L213 Wordfence
~ Improper Limi- https://plugins.trac.wordpress.org/browser/woolentor-addons/trunk/clas-
The ShopLentor tation of a Path- ses/class.ajax_actions.php#L241 Wordfence
WooCommerce https://plugins.trac.wordpress.org/browser/woolentor-addons/trunk/clas-

Builder for Ele-
mentor & Guten-
berg +21 Modules

name to a Re-
stricted Direc-
tory ('Path Tra-
versal')

up to, and including,
3.2.5

ses/class.ajax_actions.php#L42 Wordfence
https://plugins.trac.wordpress.org/browser/woolentor-addons/trunk/includes/ad-
dons/product-grid/base/class.product-grid-base.php#L378 Wordfence
https://plugins.trac.wordpress.org/changeset/3388234/ Wordfence
https://www.wordfence.com/threat-intel/vulnerabilities/id/12bb4bb9-e908-43ad-
8fb1-59418580f5e1?source=cve

https://nvd.nist

.gov/vuln/de-
tail/CVE-2025-

12682

The Easy Upload

Unrestricted

https://plugins.trac.wordpress.org/changeset/3384711/ Wordfence

https://nvd.nist

.gov/vuln/de-
tail/CVE-2025-

63416

https://nvd.nist

.gov/vuln/de-
tail/CVE-2025-

21078

Files Durin i nd includin
tes Du & . UPlr?aDd SfAlS upto,a dinclud & https://www.wordfence.com/threat-intel/vulnerabilities/id/6a050764-0ba6-49a4-
Checkout plugin TN RIS | Zaelis bd71-f79e3129fc4c?source=cve
for WordPress Type
Improper Neu-
tralization of In- _ _ _ '
ut During Web https://rohitchaudhary045.medium.com/cve-2025-63416-the-admin-panel-heist-
SelfBest platform E G & 2023.3 stored-xss-to-privilege-escalation-b4c69d8487f1 MITRE
‘age benera- https://self.best
tion ('Cross-site
Scripting')
Smart Switch prior to version 3.7.68.6 https://security.samsungmobile.com/serviceWeb.smsb?year=2025&month=11



https://security.samsungmobile.com/serviceWeb.smsb?year=2025&month=11

https://nvd.nist
.gov/vuln/detai
/CVE-2025-
64109

Cursor CLI Beta

Improper Neutrali-
zation of Special
Elements used in
an OS Command
('OS Command In-
jection’)

https://github.com/cursor/cursor/security/advisories/GHSA-4hwr-97q3-37w2

https://nvd.nist

.gov/vuln/de-
tail/CVE-2025-

12384

The Document
Embedder - Em-
bed PDFs, Word,
Excel, and Other
Files plugin for
WordPress

Missing
Authorization

up to, and including, 2.0.0

https://plugins.trac.wordpress.org/changeset?o0ld=3359820&old_path=docu-
ment-emberdder%2Ftrunk%2Fdocument-library-
block.php&new=&new_path=document-emberdder%2Ftrunk%2Fdocument-li-
brary-block.php Wordfence
https://plugins.trac.wordpress.org/changeset?old=3359820&old_path=docu-
ment-emberdder%2Ftrunk%2Fincludes%2FDocumentLibrary%2FInit-Document-
Library.php&new=&new_path=document-emberdder%2Ftrunk%2Fin-
cludes%2FDocumentLibrary%2FInit-DocumentLibrary.php Wordfence
https://www.wordfence.com/threat-intel/vulnerabilities/id/eb7e4e96-a4ff-4c6c-
91de-c0e5ba78f0da?source=cve

https://nvd.nist
.gov/vuln/de-
tail/CVE-2025-
23358

NVIDIA NVApp for
Windows

Uncontrolled
Search Path
Element

https://nvd.nist.gov/vuln/detail/CVE-2025-23358 NVIDIA Corporation
https://nvidia.custhelp.com/app/answers/detail/a_id/5717 NVIDIA Corporation
https://www.cve.org/CVERecord?id=CVE-2025-23358

https://nvd.nist

.gov/vuln/de-
tail/CVE-2025-

12497

The Premium
Portfolio Features
for Phlox theme
plugin for Word-
Press

Improper Con-
trol of Filename
for Include/Re-
quire State-
ment in PHP
Program ('PHP
Remote File In-
clusio

up to, and including, 2.3.10

https://plugins.trac.wordpress.org/changeset/3388727/auxin-portfolio Word-
fence
https://www.wordfence.com/threat-intel/vulnerabilities/id/518abad2-d3cc-4d15-
83d2-8fd99d30500c?source=cve

https://nvd.nist

.gov/vuln/de-
tail/CVE-2025-

10622

Red Hat Satellite
(Foreman compo-
nent)

Client-Side En-
forcement of

https://access.redhat.com/errata/RHSA-2025:19721 Red Hat, Inc.
https://access.redhat.com/errata/RHSA-2025:19832 Red Hat, Inc.
https://access.redhat.com/errata/RHSA-2025:19855 Red Hat, Inc.
https://access.redhat.com/errata/RHSA-2025:19856 Red Hat, Inc.



https://github.com/cursor/cursor/security/advisories/GHSA-4hwr-97q3-37w2

https://nvd.nist

.gov/vuln/detai
/CVE-2025-

54526

Server-Side Se-
curity

https://access.redhat.com/security/cve/CVE-2025-10622 Red Hat, Inc.
https://bugzilla.redhat.com/show_bug.cgi?id=2396020

https://nvd.nist

.gov/vuln/de-
tail/CVE-2025-

63248

Fuji Electric

Stack-based

https://felib.fujielectric.co.jp/en/document_search?tab=software&docu-
ment1%5B1%5D=M10009&document2%5B1%5D=M20104&prod-
uct1%5B1%5D=P10003&product2%5B1%5D=P20023&prod-
uct3%5B1%5D=P30623&product4%5B1%5D=S11133&discontin-

https://nvd.nist

.gov/vuln/de-
tail/CVE-2025-

12139

Monitouch Buffer Overflow | o' 1 © ued%5B1%5D=0&count=20&sort=en_title&page=1&region=en-glb ICS-CERT
https://github.com/cisagov/CSAF/blob/develop/csaf_files/OT/white/2025/icsa-
25-308-01.json ICS-CERT
https://www.cisa.gov/news-events/ics-advisories/icsa-25-308-01

Authorization By-
pass Through https://gitee.com/wkeyuan/DWSurvey MITRE
DWSurvey User-Controlled 6.14.0

Key

https://github.com/Chen1-Boop/CVE/blob/main/CVE-2025-63248.md

https://nvd.nist
.gov/vuln/de-
tail/CVE-2025-
12197

The File Manager
for Google Drive -
Integrate Google
Drive with Word-
Press plugin for
WordPress

Exposure of Sensi-
tive Information to
an Unauthorized
Actor

up to, and including, 1.5.3

https://plugins.trac.wordpress.org/browser/integrate-google-drive/tags/1.5.3/in-
cludes/class-enqueue.php#L232 Wordfence
https://plugins.trac.wordpress.org/browser/integrate-google-drive/tags/1.5.3/in-
cludes/class-enqueue.php#L243 Wordfence
https://plugins.trac.wordpress.org/browser/integrate-google-drive/tags/1.5.3/in-
cludes/class-enqueue.php#L88 Wordfence
https://plugins.trac.wordpress.org/changeset/3387825/integrate-google-drive
Wordfence
https://www.wordfence.com/threat-intel/vulnerabilities/id/607073ad-3a4a-4a21-
af0f-3ade81382605?source=cve

The The Events
Calendar plugin
for WordPress

Improper Neu-
tralization of
Special Ele-
ments used in
an SQL Com-
mand ('SQL In-
jection’)

versions 6.15.1.1 to
6.15.9

https://plugins.trac.wordpress.org/changeset/3386042/the-events-calendar
Wordfence
https://www.wordfence.com/threat-intel/vulnerabilities/id/bc927a93-0cb2-4211-
9f93-c0671039011e?source=cve




https://nvd.nist

.gov/vuln/de-
tail/CVE-2025-

32786

The GLPI
Inventory Plugin

Improper Neu-
tralization of
Special Ele-
ments used in
an SQL Com-
mand ('SQL In-
jection')

1.5.0 and below

https://github.com/glpi-project/glpi-inventory-plugin/blob/1.5.1/CHANGELOG.md

GitHub, Inc.
https://github.com/glpi-project/glpi-inventory-plugin/releases/tag/1.5.1 GitHub,
Inc.
https://github.com/glpi-project/glpi-inventory-plugin/security/advisories/GHSA-
wW2cp-r675-6xpg

https://nvd.nist
.gov/vuln/de-
tail/CVE-2025-
54334

NPU driver in Sam-
sung Mobile Pro-

NULL Pointer

1280, 2200, 1380, 1480,

https://semiconductor.samsung.com/support/quality-support/product-security-
updates/ MITRE

https://nvd.nist

.gov/vuln/de-
tail/CVE-2025-

62369

Dereference 2400, 1580, 2500 https://semiconductor.samsung.com/support/quality-support/product-security-
cessor Exynos updates/cve-2025-54334/
https://github.com/xibosignage/xibo-cms/com-
mit/0f4e88396111ea027785a48dd8f5eeb14536bd71 GitHub, Inc.
Improper Con- https://github.com/xibosignage/xibo-cms/com-
trol of Genera- mit/ecd4f9d2cea739a46756a108a839cac80f65cf10 GitHub, Inc.
Xibo tion of Code Versions 4.3.0 https://github.com/xibosignage/xibo-cms/releases/tag/4.3.1 GitHub, Inc.
("Code Injec- https://github.com/xibosignage/xibo-cms/security/advisories/GHSA-7rmm-689c-
tion') gjgv GitHub, Inc.

https://patch-diff.githubusercontent.com/raw/xibosignage/xibo-
cms/pull/3128.patch

https://nvd.nist

.gov/vuln/de- Samsung
tail/CVE-2025- Members

21079

Improper input
validation

5.5.01.3

https://security.samsungmobile.com/serviceWeb.smsb?year=2025&month=11



https://nvd.nist.gov/vuln/detail/CVE-2025-32786
https://nvd.nist.gov/vuln/detail/CVE-2025-32786
https://nvd.nist.gov/vuln/detail/CVE-2025-32786
https://nvd.nist.gov/vuln/detail/CVE-2025-32786
https://security.samsungmobile.com/serviceWeb.smsb?year=2025&month=11

CISA/CERT-EU Alerts & Advisories

AUTO TO KOppATL tephapPavel eldomolioelg amnod enionues nnyEC, kKupiwg CISA kat CERT-EU, OoXeTIKA e KpLlOLWEG EUTIAOELEC 1 EVEPYEC ATIEIAEG.
ZuvnBw¢ adopouv Blopnxavikd f Kpiowa cuotriuata, oAAd kol mainstream Aoylopiko. MNpoodépovtal o popdr cuVIopwV avadopwv Kat
o6nyouUV o€ Mo AEMTOUEPELC TEXVIKEC 0ONYLEC.

Z0vtopn neptypadr / Tithog AvayvwpLotiké eunadsiag / Evnpuepwtiké / O8nyisg
=  ICSA-25-308-01 Fuji Electric Monitouch V-SFT-6

= |CSA-25-308-02 Survision License Plate Recognition Camera

= |CSA-25-308-03 Delta Electronics CNCSoft-G2

=  ICSA-25-308-04 Radiometrics VizAir

= ICSA-25-308-05 IDIS ICM Viewer

= CVE-2025-11371 Gladinet CentreStack and Triofox Files or Directo-

https://www.cisa.gov/news-events/alerts/2025/11/04/cisa-re-
leases-five-industrial-control-systems-advisories

CISA Releases Five Industrial Control
Systems Advisories

CISA Adds Two Known Exploited ries Accessible to External Parties Vulnerability https://www.cisa.gov/news-events/alerts/2025/11/04/cisa-
Vulnerabilities to Catalog = CVE-2025-48703 CWP Control Web Panel OS Command Injection adds-two-known-exploited-vulnerabilities-catalog
Vulnerability
= |CSA-25-310-01 Advantech DeviceOn iEdge
CISA Releases Four Industrial Con- = |CSA-25-310-02 Ubia Ubox https://www.cisa.gov/news-events/alerts/2025/11/06/cisa-
trol Systems Advisories = |CSA-25-310-03 ABB FLXeon Controllers releases-four-industrial-control-systems-advisories

= |CSA-25-282-01 Hitachi Energy Asset Suite (Update A)

News

H evotnta "News" ouvoilel Ta mio onuavtika yeyovota tng efdopadag otov topéa ¢ kKuBepvoaodalelac. ESw Ba Ppeite embéoelg mou
Eexwploav, VEEC TEXVIKEC TIOU EVTOTILOTNKAY, 1 EVEPYELEC aTtO YVWOTEC opadeg hacking. Alvel Tnv amapaitntn ewova tou Tt cupPaivet dteBvwg
KoL TIoU TIPETEL va oTpadel N poooxn.

Zuvroun neptypadn / Tithog ‘ URL

Kimsuky Debuts HTTPTroy Backdoor Against South Korea Users https://www.darkreading.com/vulnerabilities-threats/kimsuky-httptroy-backdoor-south-korea-users

Europe Sees Increase in Ransomware, Extortion Attacks https://www.darkreading.com/cyberattacks-data-breaches/europe-increase-ransomware-extortion

Google Warns of New PROMPTFLUX Malware Using Gemini API to Rewrite Its
Own Source Code

https://cybersecuritynews.com/promptflux-malware-using-gemini-api/



https://www.cisa.gov/news-events/ics-advisories/icsa-25-308-01
https://www.cisa.gov/news-events/ics-advisories/icsa-25-308-02
https://www.cisa.gov/news-events/ics-advisories/icsa-25-308-03
https://www.cisa.gov/news-events/ics-advisories/icsa-25-308-04
https://www.cisa.gov/news-events/ics-advisories/icsa-25-308-05
https://www.cisa.gov/news-events/alerts/2025/11/04/cisa-releases-five-industrial-control-systems-advisories
https://www.cisa.gov/news-events/alerts/2025/11/04/cisa-releases-five-industrial-control-systems-advisories
https://www.cve.org/CVERecord?id=CVE-2025-11371
https://www.cve.org/CVERecord?id=CVE-2025-48703
https://www.cisa.gov/news-events/alerts/2025/11/04/cisa-adds-two-known-exploited-vulnerabilities-catalog
https://www.cisa.gov/news-events/alerts/2025/11/04/cisa-adds-two-known-exploited-vulnerabilities-catalog
https://www.cisa.gov/news-events/ics-advisories/icsa-25-310-01
https://www.cisa.gov/news-events/ics-advisories/icsa-25-310-02
https://www.cisa.gov/news-events/ics-advisories/icsa-25-310-03
https://www.cisa.gov/news-events/ics-advisories/icsa-25-282-01
https://www.cisa.gov/news-events/alerts/2025/11/06/cisa-releases-four-industrial-control-systems-advisories
https://www.cisa.gov/news-events/alerts/2025/11/06/cisa-releases-four-industrial-control-systems-advisories
https://www.darkreading.com/vulnerabilities-threats/kimsuky-httptroy-backdoor-south-korea-users
https://www.darkreading.com/cyberattacks-data-breaches/europe-increase-ransomware-extortion
https://cybersecuritynews.com/promptflux-malware-using-gemini-api/

Breaches / Compromised / Hacked

Kataypadovtal neputtwoelg napaBioong dedopévwy, Stappowv kat GAAwWV coBapwyv nepLotatikwy achaieiag. Neplappavovtal mAnpodopieg
ylOL TO TIOLOL EMNPEACTNKAV, LLE TIOLOV TPOTIO £YLVE N MopaPiacn Kol mou UTtapxouv SLaBEoiues AemToUEPELEG. Elval pia XprioLun elkova yla va
avtiAndOel kaveic tn dSuvaplkn Twv EMOECEWV OE TPAYUOTIKEG CUVONKEG.

Zuvroun nteptypadn / Tithog ‘ URL

Hyundai AutoEver America data breach exposes SSNs, drivers licenses

https://www.bleepingcomputer.com/news/security/hyundai-autoever-america-data-breach-exposes-ssns-drivers-li-
censes/?&web_view=true

Media giant Nikkei reports data breach impacting 17,000 people

https://www.bleepingcomputer.com/news/security/media-giant-nikkei-reports-data-breach-impacting-17-000-peo-
ple/?&web_view=true

Data breach at major Swedish software supplier impacts 1.5 million

https://www.bleepingcomputer.com/news/security/data-breach-at-major-swedish-software-supplier-impacts-15-mil-
lion/?&web_view=true

More than $100 million stolen in exploit of Balancer DeFi protocol

https://therecord.media/crypto-heist-balancer-exploit?&web_view=true

Al Engine WordPress Plugin Exposes 100,000 WordPress Sites to Privilege Escala-
tion Attacks

https://cybersecuritynews.com/ai-engine-wordpress-plugin-exposes-100000-wordpress-sites/

NGate Malware Enables Unauthorized Cash Withdrawals at ATMs Using Victims’
Payment Cards

https://cybersecuritynews.com/ngate-malware-enables-unauthorized-cash-withdrawals/

Vulnerabilities / Flaws / Zero-day

AvadEpovtal TeExVIKA eAattwpata i aduvapieg mou evdéxetal va aflomotnBolv dpeoca amo emTiOépevoug — eite emeldn eival zero-day eite
ylati n 81opBwon g kabuotepel. Meplapfavovral MEPUTTWOELG OTou dev amatteital aAAnAeniSpoon pe Tov Xprotn | OoU TTAPOKAUTTTOVTOL
Baoika pétpa aopaleiag. MoAL xpriolpo yia opadeg mou acxolovvral pe threat detection.

Zovrtopn nteptypadn / Tithog ‘ URL

CISA Adds Gladinet and CWP Flaws to KEV Catalog Amid Active Exploitation Evi-
dence

https://thehackernews.com/2025/11/cisa-adds-gladinet-and-cwp-flaws-to-kev.html

Researchers Find ChatGPT Vulnerabilities That Let Attackers Trick Al Into Leaking
Data

https://thehackernews.com/2025/11/researchers-find-chatgpt.html

Google’s Al ‘Big Sleep’ Finds 5 New Vulnerabilities in Apple’s Safari WebKit

https://thehackernews.com/2025/11/googles-ai-big-sleep-finds-5-new.html

Exploited ‘Post SMTP’ Plugin Flaw Exposes WordPress Sites to Takeover

https://www.securityweek.com/exploited-post-smtp-plugin-flaw-exposes-wordpress-sites-to-takeover/

Hackers exploit critical auth bypass flaw in JobMonster WordPress theme

https://www.bleepingcomputer.com/news/security/hackers-exploit-critical-auth-bypass-flaw-in-jobmonster-word-
press-theme/

APT ‘Bronze Butler’ Exploits Zero-Day to Root Japan Orgs

https://www.darkreading.com/application-security/bronze-butler-apt-exploits-zero-day-vuln-root-japan

Claude Desktop Extensions Vulnerable to Web-Based Prompt Injection

https://www.infosecurity-magazine.com/news/claude-desktop-extensions-prompt/



https://www.bleepingcomputer.com/news/security/hyundai-autoever-america-data-breach-exposes-ssns-drivers-licenses/?&web_view=true
https://www.bleepingcomputer.com/news/security/hyundai-autoever-america-data-breach-exposes-ssns-drivers-licenses/?&web_view=true
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https://www.bleepingcomputer.com/news/security/data-breach-at-major-swedish-software-supplier-impacts-15-million/?&web_view=true
https://www.bleepingcomputer.com/news/security/data-breach-at-major-swedish-software-supplier-impacts-15-million/?&web_view=true
https://therecord.media/crypto-heist-balancer-exploit?&web_view=true
https://cybersecuritynews.com/ai-engine-wordpress-plugin-exposes-100000-wordpress-sites/
https://cybersecuritynews.com/ngate-malware-enables-unauthorized-cash-withdrawals/
https://thehackernews.com/2025/11/cisa-adds-gladinet-and-cwp-flaws-to-kev.html
https://thehackernews.com/2025/11/cisa-adds-gladinet-and-cwp-flaws-to-kev.html
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https://www.securityweek.com/exploited-post-smtp-plugin-flaw-exposes-wordpress-sites-to-takeover/
https://www.bleepingcomputer.com/news/security/hackers-exploit-critical-auth-bypass-flaw-in-jobmonster-wordpress-theme/
https://www.bleepingcomputer.com/news/security/hackers-exploit-critical-auth-bypass-flaw-in-jobmonster-wordpress-theme/
https://www.darkreading.com/application-security/bronze-butler-apt-exploits-zero-day-vuln-root-japan
https://www.infosecurity-magazine.com/news/claude-desktop-extensions-prompt/

Windows Cloud Files Mini Filter Driver Vulnerability Exploited to Escalate Privi-

leges https://cybersecuritynews.com/windows-cloud-files-vulnerability-exploited/

Patches / Updates / Fixes
ESw Ba Bpeite Tig o mpoodateg S10pBWOELG KAl EVNUEPWOELS AoPaAELOG Ao TTPOUNBeUTEG AoyLoLKoU Kat hardware. To meplexopevo adopa
OUYKeKpLUEVA bugs 1 exploits tou €xouv 6N dnuoactomnolnBel, pall pe odnyieg yla to nwg va ebappootouVv ta patches.

Zuvrtopn nteptypadn / Tithog ‘ URL

Apple Patches 19 WebKit Vulnerabilities https://www.securityweek.com/apple-patches-19-webkit-vulnerabilities/

Chrome Emergency Update to Patch Multiple Vulnerabilities that Enable Remote
Code Execution

Cisco Patches Critical Vulnerabilities in Contact Center Appliance https://www.securityweek.com/cisco-patches-critical-vulnerabilities-in-contact-center-appliance/
FreeBSD-based OPNsense Firewall Released for Security Issues and Improvements | https://cybersecuritynews.com/freebsd-based-opnsense-firewall/

https://cybersecuritynews.com/chrome-emergency-update/

Potential threats / Threat intelligence
H OuyKEeKPLUEVN EVOTNTA ALOXOAELTAL UE VEEG ATEINEG, £€eAlyéva malware Kol TEXVIKEG EMUOECEWV TIOU €XOUV EVTOTILOTEL O€ TPAYUATIKEG CUV-
Onkec. NephapBavovrtat avadopéc os epyaleia Tou XpnoLUomoLlouV ol erttitB€pevol, aldad kat deikteg (loCs) mou pumopouv va xpnotuonotnbouv

oTNV Apuva.
Zovrtopn nteptypadn / Tithog ‘ URL
SesameOp Backdoor Uses OpenAl API for Covert C2 https://www.darkreading.com/cyberattacks-data-breaches/sesameop-backdoor-openai-api-covert-c2

APT-C-60 Attacking Job Seekers to Download Weaponized VHDX File from Google
Drive to Steal Sensitive Data

https://cybersecuritynews.com/apt-c-60-attacking-job-seekers/



https://cybersecuritynews.com/windows-cloud-files-vulnerability-exploited/
https://www.securityweek.com/apple-patches-19-webkit-vulnerabilities/
https://cybersecuritynews.com/chrome-emergency-update/
https://www.securityweek.com/cisco-patches-critical-vulnerabilities-in-contact-center-appliance/
https://cybersecuritynews.com/freebsd-based-opnsense-firewall/
https://www.darkreading.com/cyberattacks-data-breaches/sesameop-backdoor-openai-api-covert-c2
https://cybersecuritynews.com/apt-c-60-attacking-job-seekers/

Guides / Tools

MNapouoialovtal texvikol odnyol kat epyadeia mou pnmopouv va fonbriocouv otnv mapakoAolBnon, avaluon f evioxuon tng achAAELOG CUOTN-
HATwv. Eite mpokKeLTal yla open source projects €iTe yLa VEEG TEXVLKEC, N EVOTNTA AUTH AELTOUPYEL WG TIOPOG YLO TIPAKTLKEG AUCELG OTNV KaBnue-
pwr SOUAELA TwV eEMayyEALATIWV aodAAELAG.

Zuvroun nteptypadn / Tithog ‘ URL

Top Tools for Enterprise Security Monitoring https://cybersecuritynews.com/enterprise-security-monitoring-tools/

10 Best Vulnerability Management Tools In 2025 https://cybersecuritynews.com/vulnerability-management-tools/

Splunk Releases Guide to Detect Remote Employment Fraud Within Your Organi- .

z:ﬁon Y e https://cybersecuritynews.com/detect-remote-employment-fraud/

Top 15 Best Security Incident Response Tools In 2025 https://cybersecuritynews.com/incident-response-tools/

10 Best API Protection Tools in 2025 https://cybersecuritynews.com/best-api-protection-tools/

ThreatBook Launches Best-of-Breed Advanced Threat Intelligence Solution https://cybersecuritynews.com/threatbook-advanced-threat-intelligence-solution/

CISA Releases Best Security Practices Guide for Hardening Microsoft Exchange

o https://cybersecuritynews.com/microsoft-exchange-server-hardening-guide/



https://cybersecuritynews.com/enterprise-security-monitoring-tools/
https://cybersecuritynews.com/vulnerability-management-tools/
https://cybersecuritynews.com/detect-remote-employment-fraud/
https://cybersecuritynews.com/incident-response-tools/
https://cybersecuritynews.com/best-api-protection-tools/
https://cybersecuritynews.com/threatbook-advanced-threat-intelligence-solution/
https://cybersecuritynews.com/microsoft-exchange-server-hardening-guide/
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Annex — Websites with vendor specific vulnerabilities
O mivakag epLEXEL websites amd KATaokeUAOTEG TTIOU TIPOoPEPOUV TTANPOPOPLEC OXETIKEG e euTABEeLEC TOU eudavilovtol oTa MPoiovTa TOUG.

Vendor name / URL
Platform
Wordfence Intelligence Vulnerability Database API https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/
Wordpress .
Scan your WordPress website, https://wpscan.com/scan/
Oracle Critical Patch Updates, Security Alerts and Bulletins, https://www.oracle.com/security-alerts/
Fortinet Fortinet products, https://www.fortiguard.com/psirt
IBM Security bulletins, https://cloud.ibm.com/status/security
Research, Collaborate and Act on threat intelligence, https://exchange.xforce.ibmcloud.com/
MS Windows | The Microsoft Security Response Center (MSRC), https://msrc.microsoft.com/update-guide/
SAP SAP Security Notes, https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html
Dell Security Advisories, Notices and Resources, https://www.dell.com/support/security/en-us
HPE HPE Security Bulletin Library, https://support.hpe.com/connect/s/securitybulletinlibrary
Security Bulletins, https://support.hp.com/us-en/security-bulletins
Cisco Cisco Security Advisories, https://sec.cloudapps.cisco.com/security/center/publicationListing.x
Palo Alto Palo Alto Networks Security Advisories, https://security.paloaltonetworks.com/
Ivanti Security Advisory, https://www.ivanti.com/blog/topics/security-advisory

Mozilla Mozilla Foundation Security Advisories, https://www.mozilla.org/en-US/security/advisories/

Android Android Security Bulletins, https://source.android.com/docs/security/bulletin/asb-overview
Zyxel Security Advisories, https://www.zyxel.com/global/en/support/security-advisories
D-Link Global Security Advisories, Responses, and Notices, https://supportannouncement.us.dlink.com/

Adobe Security Bulletins and Advisories, https://helpx.adobe.com/security/security-bulletin.html

Siemens Siemens ProductCERT and Siemens CERT, https://www.siemens.com/global/en/products/services/cert.html

Splunk Splunk Security Advisories, https://advisory.splunk.com/
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