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Common Vulnerabilities and Exposures (CVEs)
H evotnta autr eotlalel og eumaBeleg mou €xouv KataxwpnBel mpoodata kal aflodoyouvial w¢ coPfapég, e Baon tn Babuoloyia CVSS. Ma-
pouaotalovtal e cadnvela Ta cuothpata 1 edappoyE mou ennpedlovtal, o TUTOG TG euntadelag (onwg SQL injection 1 command injection)
KOl OXETIKOL cUVOETHOL yLa TTEPALTEPW TIANPODOPNGCN 1 LETPO OVTLUETWIILONG.

URL guntaBsiag (NIST NVD)

Cvssv3

Mpoidév/Ynnpeoia

Tunog Eunadsiag

ZUoKeVEG/EKSOTELG TTOU

URL nipoiévrog/unnpeciog URL 06NyLWV QVTLHETWILONG

https://nvd.nist.go

v/vuln/detail/CVE-
2025-62645

https://nvd.nist.go

v/vuln/detail /CVE-
2017-20206

https://nvd.nist.go

v/vuln/detail /CVE-
2017-20207

The Restaurant
Brands Interna-
tional (RBI) assis-
tant platform

Incorrect Privilege Assignment

ennpedlovrot

https://archive.today/fMYQp MITRE
https://bobdahacker.com/blog/rbi-hacked-drive-thrus/ Mi-
TRE
https://web.archive.org/web/20250906134240/https:/bob-
dahacker.com/blog/rbi-hacked-drive-thrus MITRE
https://www.malwarebytes.com/blog/news/2025/09/pop-
eyes-tim-hortons-burger-king-platforms-have-catastrophic-
vulnerabilities-say-hackers MITRE
https://www.yahoo.com/news/articles/burger-king-
hacked-attackers-impressed-124154038.html

The Appointments
plugin for Word-
Press

Deserialization of Untrusted Data

up to, and
including, 2.2.1

https://plugins.trac.wordpress.org/changeset/1733186/ap-
pointments Wordfence
https://www.wordfence.com/blog/2017/10/3-zero-day-
plugin-vulnerabilities-exploited-wild/ Wordfence
https://www.wordfence.com/threat-intel/vulnerabili-
ties/id/7e8f230e-3f96-4efd-806d-
72725b960303?source=cve

The Flickr Gallery
plugin for Word-
Press

Deserialization of Untrusted Data

up to, and
including, 1.5.2

https://plugins.trac.wordpress.org/chang-
eset/1737576/flickr-gallery Wordfence
https://www.wordfence.com/blog/2017/10/3-zero-day-
plugin-vulnerabilities-exploited-wild/ Wordfence
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https://nvd.nist.go

https://www.wordfence.com/threat-intel/vulnerabili-
ties/id/b52ae51d-7b9a-4047-82bf-
723ea87d23757?source=cve

v/vuln/detail /CVE-
2017-20208

https://nvd.nist.go

The Registra-
tionMagic — Cus-
tom Registration

https://plugins.trac.wordpress.org/chang-
eset/1733274/custom-registration-form-builder-with-sub-
mission-manager Wordfence

v/vuln/detail/CVE-
2025-11948

https://nvd.nist.go
v/vuln/detail /CVE-
2025-61932

https://nvd.nist.go

v/vuln/detail/CVE-
2025-62577

https://nvd.nist.go
v/vuln/detail /CVE-
2025-11691

F Regis- .7.9.
orr"ns, User Regis Deserialization of Untrusted Data up to 3, 93 https://www.wordfence.com/blog/2017/10/3-zero-day-
tration, Payment, (exclusive) . . . ;
. plugin-vulnerabilities-exploited-wild/ Wordfence
and User Login : .
lugin for Word- https://www.wordfence.com/threat-intel/vulnerabili-
Ereis ties/id/c2b79193-f8fc-4ea2-8973-fe292cfb926b?source=cve
Document Man-
. . . https://www.twcert.org.tw/en/cp-139-10453-43e63-2.html
agement System Unrestricted Upload of File with
developed by Ex- Dangerous Type TWCERT/CC
P ¥ 8 P https://www.twcert.org.tw/tw/cp-132-10452-72cb6-1.html
cellent Infotek
Lanscope Endpoint
M On-
anager (On o https://ivn.ip/en/ip/JVN86318557/ JPCERT/CC
Premises) (Client Improper Verification of Source of : .
. https://www.motex.co.jp/news/notice/2025/re-
program (MR) and | a Communication Channel
. lease251020/
Detection agent
(DA))
https://jvn.ip/en/ijp/IVN44266462/ JPCERT/CC
ETERNUS SF pro- https://www.fsastech.com/ja-jp/resources/secu-
vided by Fsas Tech- | Incorrect Default Permissions rity/2025/1020.html JPCERT/CC
nologies Inc. https://www.fujitsu.com/global/support/products/compu-
ting/storage/20251020/index.html
The PPOM - Prod- . . .
€ ro Improper Neutralization of Special | up to, and https://plugins.trac.wordpress.org/browser/woocom-
uct Addons & Cus- . . .
tom Fields for Elements used in an SQL Command | including, merce-product-addon/trunk/classes/ppom.class.php#L337
('sQL Injection') 33.0.15 Wordfence

WooCommerce
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plugin for Word-
Press

https://plugins.trac.wordpress.org/chang-
eset?sfp_email=&sfph_mail=&re-
poname=&o0ld=3379431%40woocommerce-product-ad-
don&new=3379431%40woocommerce-product-ad-
don&sfp_email=&sfph_mail= Wordfence
https://www.wordfence.com/threat-intel/vulnerabili-
ties/id/eefcc290-b7f7-4cf0-9ccc-db4c883d6426?source=cve

https://nvd.nist.go

v/vuln/detail /CVE-
2025-11517

The Event Tickets
and Registration
plugin for Word-
Press

Authorization Bypass Through
User-Controlled Key

up to, and
including, 5.26.5

https://plugins.trac.wordpress.org/chang-
eset/3378214/event-tickets/tags/5.26.6/src/Tickets/Com-
merce/Gateways/Free/REST/Order_Endpoint.php Word-
fence
https://www.wordfence.com/threat-intel/vulnerabili-
ties/id/21cd8cb8-2a29-4b66-ab7a-
8d8b2f85e2e0?source=cve

https://nvd.nist.go

v/vuln/detail /CVE-
2020-36853

The 10WebMap-
Builder plugin for
WordPress

Improper Neutralization of Input
During Web Page Generation
('Cross-site Scripting')

up to, and
including, 1.0.63

https://plugins.trac.wordpress.org/changeset/2251882/wd-
google-maps Wordfence
https://www.wordfence.com/blog/2020/02/site-takeover-
campaign-exploits-multiple-zero-day-vulnerabilities/ Word-
fence
https://www.wordfence.com/threat-intel/vulnerabili-
ties/id/7c1c24cc-9388-4d91-8dc6-
€c67d3420cc94?source=cve
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CISA/CERT-EU Alerts & Advisories

AUTO TO KOppATL tephapPavel eldomoLRoeLlg amnod enmionues mNyEC, Kupiwg CISA kot CERT-EU, oxeTIKA e KplOoLWEG EUTIAOELEC 1 EVEPYEC ATIEIAEC.
ZuvnBwg adopolv Blopnxavikd n kpiowa cuotiuata, oAAd kol mainstream Aoylopiko. MNpoodépovtal oe popdr cuVIopwV avadopwv Kal
o6nyouUV o€ Mo AEMTOUEPELC TEXVIKEC 0ONYLEC.

Zuvroun nepypadn / TitAog AvayvwploTtiko euntdBetag / Evnuepwtiko / Odnyieg

=  CVE-2022-48503 Apple Multiple Products Unspecified Vulnerability

= CVE-2025-2746 Kentico Xperience Staging Sync Server Digest Pass-
word Authentication Bypass Vulnerability

= CVE-2025-2747 Kentico Xperience Staging Sync Server None Pass-
word Type Authentication Bypass Vulnerability

=  CVE-2025-33073 Microsoft Windows SMB Client Improper Access
Control Vulnerability

= (CVE-2025-61884 Oracle E-Business Suite Server-Side Request Forgery
(SSRF) Vulnerability

https://www.cisa.gov/news-events/alerts/2025/10/20/cisa-
adds-five-known-exploited-vulnerabilities-catalog

CISA Adds Five Known Exploited
Vulnerabilities to Catalog

News

H evotnta "News" cuvoilel Ta mio onuavtika yeyovota tng efdopadac otov topéa ¢ kuBepvoaodalelac. ESw Ba Bpeite embBéoelg mou
Eexwploayv, VEEC TEXVIKEC TIOU EVTOTILOTNKAY, 1 EVEPYELEC ATO YVWOTEC opadeg hacking. Alvel Tnv amapaitntn ewova tou Tt cupPaivet dteBvwg
Kall TtoU TtpEMEL va otpadel n poooxn.

Zovrtopn nteptypadn / Tithog ‘ URL

Authorities Dismantle Cybercrime-as-a-Service Platform, Seize 40,000 Active SIM . . . .
y ! ’ https://cybersecuritynews.com/cybercrime-as-a-service-platform-dismantled/

Cards

Microsoft Revokes 200+ Fake Certificates Used in Teams Malware Attack https://www.infosecurity-magazine.com/news/microsoft-revokes-200-fake/

Al-Driven Social Engineering Top Cyber Threat for 2026, ISACA Survey Reveals https://www.infosecurity-magazine.com/news/ai-social-engineering-top-cyber/

ColdRiver Drops Fresh Malware on Targets https://www.darkreading.com/cyberattacks-data-breaches/coldriver-drops-fresh-malware-targets

Five New Exploited Bugs Land in CISA's Catalog — Oracle and Microsoft Among
Targets

https://thehackernews.com/2025/10/five-new-exploited-bugs-land-in-cisas.html
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Breaches / Compromised / Hacked

Kataypadovtal meputtwoelg napaBioaong dedopévwy, Stappowv kat GAAwvV coBapwv nepLotatikwy acpaieiag. NeplapBavovtal mAnpodopieg
ylol TO TIOLOL EMNPEACTNKAY, LLE TIOLOV TPOTIO £YLVE N MopaPiacn Kol mou UTtapxouV SLaBEoiue AemToUEPELEG. Elval pia XprioLun €lkova yla va
avtiAndOel kaveic tn Suvapikn Twv EMOECEWV OE TPAYUATIKEG CUVONKEG.

Zuvroun nteptypadn / Tithog ‘ URL

Volkswagen Allegedly Hit by Ransomware Attack as 8Base Claims Sensitive Data
Theft

American Airlines Subsidiary Envoy Compromised in Oracle Hacking Campaign https://cybersecuritynews.com/envoy-compromised-oracle-campaign/

https://cybersecuritynews.com/volkswagen-ransomware-attack/

Threat Brief: Nation-State Actor Steals F5 Source Code and Undisclosed Vulnera-
bilities

https://unit42.paloaltonetworks.com/nation-state-threat-actor-steals-f5-source-code/?&web_view=true

Vulnerabilities / Flaws / Zero-day

Avadépovtal TEXVIKA eEAQTTWHOTA | aSUVALEG TTOU evdéXeTal va aglomolnBolv aueoa ano ertiBéuevoug — eite emeldn eival zero-day eite
ylati n 81opbwon toug kabBuotepel. MepAapBavovial TeEPUTTWOELG OTou Sev amatteltal aAAnAenidpacn pe Tov XpHotn 1} OTIOU TTAPAKAUITOVTAL
Baoikd pétpa aodaleiag. MoAL xprioluo yla opadeg mou acxoAouvral pe threat detection.

Z0Ovtoun nteprypadn) / Tithog ‘ URL

ZYXEL ization B ility L i D -
YX Au'thorlz?tlon ypass Vulnerability Let Attackers View and Download Sys https://cybersecuritynews.com/zyxel-devices-exposed/
tem Configuration
Critical ASP.NET Vul bility All Attacker To B S ity Feat Re-
n:)tlziliy dinerabliity Aflows Altacker 1o Bypass Security reature Re https://cybersecuritynews.com/critical-asp-net-vulnerability/
CISA Warns of Windows SMB Vulnerability Actively Exploited in Attacks https://cybersecuritynews.com/windows-smb-vulnerability-exploited/
71,000+ WatchGuard Devices Vulnerable to Remote Code Execution Attacks https://cybersecuritynews.com/watchguard-devices-rce-attack/
Dolby Digital Plus 0-Click Vul bility Enables RCE Attack via Malicious Audi
Agdr:l)idlgl atrius ick Vilinerabliity Enables ackvia ialiclous Audio on https://cybersecuritynews.com/dolby-digital-plus-0-click-vulnerability/
?;:Ie?:fendererte Tool Let Attackers Inject Malicious DLLs into AV Executable https://cybersecuritynews.com/defenderwrite-tool/
PoC Exploit Released for Linux-PAM Vulnerability Allowing Root Privilege Escala- . - -
- xplof fnux “ e wing ileg https://cybersecuritynews.com/poc-exploit-linux-pam-vulnerability/
WatchGuard VPN Vulnerability Let Remote Attacker Execute Arbitrary Code https://cybersecuritynews.com/watchguard-vpn-vulnerability/
PoC Exploit for 7-Zip Vulnerabilities that Allows Remote Code Execution https://cybersecuritynews.com/poc-exploit-7-zip-vulnerabilities/
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Critical Zimbra SSRF Vulnerability Let Attackers Access Sensitive Data https://cybersecuritynews.com/zimbra-ssrf-vulnerability/

Salt Typhoon Uses Citrix Flaw in Global Cyber-Attack https://www.infosecurity-magazine.com/news/salt-typhoon-citrix-flaw-cyber/

Patches / Updates / Fixes
ESw Ba Bpeite Tig o mpoodateg S10pBWOELG KAl EVNUEPWOELS AoPaAELOC Ao TTPOUNBeUTEG AoyLoLKoU Kat hardware. To meplexopevo adopa
OUYKeKPLUEVA bugs 1 exploits tou €xouv én dnuoactomnolnBel, pall pe odnyieg yla to nwg va ebappootouVv ta patches.

Zuvropn nteptypadn / Tithog ‘ URL

AWS Declares Major Outage Resolved After Nearly 24 Hours of Disruption https://cybersecuritynews.com/aws-outage-resolved/

AWS Outage Impacts Amazon, Snapchat, Prime Video, Canva and More — Update https://cybersecuritynews.com/aws-outage/
PoC Exploit Released for Windows Server Update Services Remote Code Execution
Vulnerability

Windows 11 24H2/25H2 Update Blocks Mouse and Keyboard in Recovery Mode https://cybersecuritynews.com/windows-11-24h2-25h2-update-blocks-recovery/

https://cybersecuritynews.com/poc-wsus-rce-vulnerability/

Microsoft fixes highest-severity ASP.NET Core flaw ever https://www.bleepingcomputer.com/news/microsoft/microsoft-fixes-highest-severity-aspnet-core-flaw-ever/

ConnectWise Patches Critical Flaw in Automate RMM Tool https://www.securityweek.com/connectwise-patches-critical-flaw-in-automate-rmm-tool/

Potential threats / Threat intelligence

H ouykekpLUévn evotnTa acXoAeital pe VEEG ameIAEC, e€eAlyuéva malware Kol TEXVIKEG ETULOECEWY TTOU €XOUV EVTOTILOTEL O€ TTPAYUATLKEG OUV-
Onkec. NephapBavovrtal avadopég oe epyaleia Tou XpnoLomnolouyV oL eTuttBépevol, alld kat deikteg (loCs) mou pumopouv va xpnotdonotnbouv
oTnV Apuva.

Z0Ovtoun nteprypadn) / Tithog ‘ URL

Hackers Attacking Remote Desktop Protocol Services With 30,000+ New IP Ad-
dresses Daily
New Phishing Attack Leverages Azure Blob Storage to Impersonate Microsoft https://cybersecuritynews.com/phishing-attack-leverages-azure-blob-storage/

https://cybersecuritynews.com/rdp-services-under-attack/
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Guides / Tools

MNapouatalovtal texvikol odnyol kat epyadeia mou pnopouv va Bonbricouv otnv napakoAolOnon, avaAuon f evioxuon tng aodAAELQAC CUCTN-
patwv. Eite mpoOKeLTal ylo open source projects €(Te yla VEEG TEXVLIKEG, N EVOTNTA AUTH AELTOUPYEL WG TTOPOC VLA TIPAKTIKEG AUCELG OTNV KOONpE-
pvn SOUAELA TwV eMOYYEALATIWV A0PAAELAG.

e

Top Tools for Enterprise Security Monitoring https://cybersecuritynews.com/enterprise-security-monitoring-tools/

10 Best Vulnerability Management Tools In 2025 https://cybersecuritynews.com/vulnerability-management-tools/
Splunk Releases Guide to Detect Remote Employment Fraud Within Your Organi- .

z:tion S = https://cybersecuritynews.com/detect-remote-employment-fraud/
Top 15 Best Security Incident Response Tools In 2025 https://cybersecuritynews.com/incident-response-tools/

10 Best API Protection Tools in 2025 https://cybersecuritynews.com/best-api-protection-tools/

ThreatBook Launches Best-of-Breed Advanced Threat Intelligence Solution https://cybersecuritynews.com/threatbook-advanced-threat-intelligence-solution/
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[1]. O BaBuoc emikvduvotntag eival cupdwva pe tnv KAipaka Common Vulnerability Scor-
ing System (CVSSv3), https://nvd.nist.gov/vuln-metrics/cvss

[2]. Ta CVEs anoteAéopata mou gpdavidovtal otnv evotnta 1 Stabgtouv CVSSv3 score >=
7.0 kal €xel yivel pLo eTithoyn cuoTnUATWY/UTnpPeclwy avaioya pe to oo dladedo-
uéva eival.
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Annex — Websites with vendor specific vulnerabilities
O mivakag epLEXEL websites amd KATaokeUAOTEG TTIOU TIPOoPEPOUV TTANPOPOPLEC OXETIKEG e euTABEeLEC TOU eudavilovtol oTa MPoiovTa TOUG.

Vendor name / URL
Platform
Wordfence Intelligence Vulnerability Database API https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/
Wordpress .
Scan your WordPress website, https://wpscan.com/scan/
Oracle Critical Patch Updates, Security Alerts and Bulletins, https://www.oracle.com/security-alerts/
Fortinet Fortinet products, https://www.fortiguard.com/psirt
IBM Security bulletins, https://cloud.ibm.com/status/security
Research, Collaborate and Act on threat intelligence, https://exchange.xforce.ibmcloud.com/
MS Windows | The Microsoft Security Response Center (MSRC), https://msrc.microsoft.com/update-guide/
SAP SAP Security Notes, https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html
Dell Security Advisories, Notices and Resources, https://www.dell.com/support/security/en-us
HPE HPE Security Bulletin Library, https://support.hpe.com/connect/s/securitybulletinlibrary
Security Bulletins, https://support.hp.com/us-en/security-bulletins
Cisco Cisco Security Advisories, https://sec.cloudapps.cisco.com/security/center/publicationListing.x
Palo Alto Palo Alto Networks Security Advisories, https://security.paloaltonetworks.com/
Ivanti Security Advisory, https://www.ivanti.com/blog/topics/security-advisory

Mozilla Mozilla Foundation Security Advisories, https://www.mozilla.org/en-US/security/advisories/

Android Android Security Bulletins, https://source.android.com/docs/security/bulletin/asb-overview
Zyxel Security Advisories, https://www.zyxel.com/global/en/support/security-advisories
D-Link Global Security Advisories, Responses, and Notices, https://supportannouncement.us.dlink.com/

Adobe Security Bulletins and Advisories, https://helpx.adobe.com/security/security-bulletin.html

Siemens Siemens ProductCERT and Siemens CERT, https://www.siemens.com/global/en/products/services/cert.html

Splunk Splunk Security Advisories, https://advisory.splunk.com/
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