v NATIONAL
CYBERSECURITY

AUTHORITY

CVEs
Alerts
CVEs,
CISA/CERT-EU
Alerts
Advisories
& News
on system ities and ity news
25
20
15
10
CVE 9.0-10
30
25
20
15
10
5
0
. []
{\ng e&
& <
s
O&V
&
0?\ &\Q’(—)
& <
& &
& <
F W

7 8
- m N
0

# of CVEs per CVSS score

6

CVE 7.0-8.0

# of articles per section

Newsletter on system vulnerabilities and cybersecu-

rity news.

National Cyber Security Authority (NCSA)

Date: 11/10/2025 - 14/10/2025

28



Contents

Common Vulnerabilities and EXPOSUIES (CVES) ..cccccvreieeiiieeeeiiieeeeiireeeeeiteeeeeinreeesesateeeeesaveeesennsaeesennsenas 3
CISA/CERT-EU AlEITS & AGQVISOIIES ceeveeiiieeerieiieeeeeieeeireeeeeeeessissiaeereeeessssssssseeeesssssssssssseeessssssssssssseesessssns 7
NBWS.. ettt sttt et e st e st e e e b e e e s s r e e e s sra e e e s sanee 7
Breaches / COmMPromised / HACKEM. .........eeoveiiiieeieei ettt ettt ettt e e et e eeare e eaeeeenree s 7
VUINErabilities / FIQWS / ZEIO-0aY......ccovieereeieieeeetee ettt eetee et et e e tee et eeeteeeeaeeeebeseesseesbesensesesseeenns 8
PatChEs / UPAAES / FIXES uveiireiieiiieeiee et et ettt ettt eete e e e tte e s te e e tae e e be e eetaeesabeeebaeesabeeesseesnseseseeesareean 8
Potential threats / Threat iNteIlIGENCE ......ccveieeieeeeeee et e 9
LTI Lo [T A Lo 1o ] K3 9
RETEIEINCES . ..ttt ettt ettt e s e e sttt e sabe e s bt e s bt e e s bt e e eab e e s be e e bteesbe e e hbeeeateeebeeesbeeenn 11

Annex — Websites with vendor specific vulnerabilities........cccoocveiiieciiii e 12



Common Vulnerabilities and Exposures (CVEs)
H evotnta autr eotlalel og eumaBeleg mou €xouv KataxwpnBel mpoodata kal aflodoyouvial w¢ coPfapég, e Baon tn Babuoloyia CVSS. Ma-
pouaotalovtal e cadnvela Ta cuothpata 1 edappoyE mou ennpedlovtal, o TUTOG TG euntadelag (onwg SQL injection 1 command injection)
KOl OXETIKOL cUVOETHOL yLa TTEPALTEPW TIANPODOPNGCN 1 LETPO OVTLUETWIILONG.

URL guntdBstag (NIST
NVD)

https://nvd.nist.
gov/vuln/detail/
CVE-2025-6439

The WooCom-
merce Designer Pro
plugin for Word-
Press

CVSSv3 | Mpoiév/Ynnpeoia Tonog EundOsiag

Improper Limitation of a
Pathname to a Re-
stricted Directory ('Path
Traversal')

JUGKeVEG/EKSOGELG TTOU etnpedovTal

up to, and including, 1.9.26

URL nipoiévrog/unnpeciog URL 08nyLwV avTLHETWLONG

https://codecanyon.net/item/woocommerce-designer-pro-cmyk-card-
flyer/22027731 Wordfence
https://www.wordfence.com/threat-intel/vulnerabilities/id/407a0bc3-
2775-4334-9817-924bf94a4f94?source=cve

https://nvd.nist.

gov/vuln/de-
tail/CVE-2025-
6553

The Ovatheme
Events Manager
plugin for Word-
Press

Unrestricted Upload of
File with Dangerous

Type

up to, and including, 1.8.5

https://themeforest.net/item/em4u-event-management-multipurpose-
wordpress-theme/20846579 Wordfence
https://themeforest.net/item/em4u-event-management-multipurpose-
wordpress-theme/20846579#item-description__change_log Wordfence
https://www.wordfence.com/threat-intel/vulnerabilities/id/808392a9-
dbac-4896-8677-6ddc1213d80d?source=cve

https://nvd.nist.

gov/vuln/de-
tail/CVE-2025-
11533

https://nvd.nist.

The WP Freeio
plugin for Word-
Press

Improper Privilege
Management

up to, and including, 1.2.21

https://themeforest.net/item/freeio-freelance-marketplace-wordpress-
theme/42045416 Wordfence
https://www.wordfence.com/threat-intel/vulnerabilities/id/0db85f84-
04e9-42eb-al6b-96554fbfd186?source=cve

gov/vuln/de-
tail/CVE-2025-
42937

https://nvd.nist.

SAP Print Service
(SAPSprint)

Path Traversal:'.../...//'

https://me.sap.com/notes/3630595 SAP SE
https://url.sap/sapsecuritypatchday

gov/vuln/de-
tail/CVE-2025-
6919

Cats Information
Technology Soft-
ware Development
Technologies Ay-
kome License
Tracking System

Improper Neutralization
of Special Elements
used in an SQL Com-
mand ('SQL Injection')

before Version dated
06.10.2025

https://www.usom.gov.tr/bildirim/tr-25-0332
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https://nvd.nist.
gov/vuln/detail/
CVE-2025-
37729

https://nvd.nist.

gov/vuln/de-

tail/CVE-2025-
42910

Elastic Cloud
Enterprise (ECE)

Improper Neutralization
of Special Elements
Used in a Template En-
gine

https://discuss.elastic.co/t/elastic-cloud-enterprise-ece-3-8-2-and-4-0-2-
security-update-esa-2025-21/382641

https://nvd.nist.
gov/vuln/de-

tail/CVE-2025-
8593

SAP Supplier
Relationship
Management

Unrestricted Upload of
File with Dangerous

Type

https://me.sap.com/notes/3647332 SAP SE
https://url.sap/sapsecuritypatchday

The GSheetCon-
nector For Gravity
Forms plugin for
WordPress

Missing Authorization

less than, or equal to, 1.3.27

https://plugins.trac.wordpress.org/browser/gsheetconnector-gravity-
forms/tags/1.3.23/includes/class-gravityform-gs-service.php#L128 Word-
fence

https://plugins.trac.wordpress.org/chang-

eset?sfp _email=&sfph mail=&reponame=&o0ld=3354113%40gsheetcon-
nector-gravity-forms&new=3354113%40gsheetconnector-gravity-
forms&sfp email=&sfph mail= Wordfence
https://www.wordfence.com/threat-intel/vulnerabilities/id/c7266ce6-
2853-4c5d-9e36-8c5b7418b072?source=cve

https://nvd.nist.

gov/vuln/de-

tail/CVE-2025-
11586

Stack-based Buffer

https://github.com/noahze01/loT-vulnerable/blob/main/Tenda/AC7/set-
NotUpgrade.md VulDB
https://github.com/noahze01/loT-vulnerable/blob/main/Tenda/AC7/set-
NotUpgrade.md#exploit VulDB

https://nvd.nist.

gov/vuln/de-
tail/CVE-2025-
11653

LIRS Overflow 15.03.06.44 https://vuldb.com/?ctiid.327908 VulDB
https://vuldb.com/?id.327908 VulDB
https://vuldb.com/?submit.671597 VulDB
https://www.tenda.com.cn/

Buffer Copy without https://github.com/ashin9/CVE/issues/2 VulDB

UTT HIPER 26206 Checking Size of Input Upt03.1.4 https://vuldb.com/?ctiid.328070 VulDB

('Classic Buffer Over-
flow')

https://vuldb.com/?id.328070 VulDB
https://vuldb.com/?submit.665712

https://nvd.nist.

gov/vuln/de-

tail/CVE-2025-
59889

Eaton IPP

Uncontrolled Search
Path Element

https://www.eaton.com/content/dam/eaton/company/news-
insights/cybersecurity/security-bulletins/etn-va-2025-1009.pdf
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https://nvd.nist.
gov/vuln/detail/
CVE-2025-
61688

https://nvd.nist.
gov/vuln/detail/
CVE-2025-
58299

Omni manages
Kubernetes

Exposure of Sensitive In-
formation to an Unau-
thorized Actor

Priorto 1.1.5 and 1.0.2

https://github.com/siderolabs/omni/security/advisories/GHSA-77r9-
w39m-9xh5

https://nvd.nist.
gov/vuln/detail/
CVE-2025-
36087

storage
management
module

Use After Free

https://consumer.huawei.com/en/support/bulletin/2025/10/

https://nvd.nist.
gov/vuln/detail/
CVE-2025-
11695

IBM Security Verify
Access

Use of Hard-coded Cre-
dentials

10.0.0 through 10.0.9, 11.0.0

https://www.ibm.com/support/pages/node/7247753

https://nvd.nist.
gov/vuln/detail/
CVE-2025-
11622

MongoDB Rust
Driver

Improper Certificate
Validation

prior tov3.2.5

https://jira.mongodb.org/browse/RUST-2264

https://nvd.nist.
gov/vuln/detail/
CVE-2025-
61884

Ivanti Endpoint
Manager

Deserialization of
Untrusted Data

https://forums.ivanti.com/s/article/Security-Advisory-lvanti-Endpoint-
Manager-EPM-October-2025

https://nvd.nist.
gov/vuln/detail/
CVE-2025-
62162

Oracle Configurator
product of Oracle
E-Business Suite

unauthorized access

12.2.3-12.2.14

https://www.oracle.com/security-alerts/alert-cve-2025-61884.html

https://nvd.nist.

gov/vuln/de-
tail/CVE-2025-
62170

cel-rust

Improper Input
Validation

0.10.0 and prior to version

0.11.4

https://github.com/cel-rust/cel-rust/releases/tag/cel-v0.11.4 GitHub, Inc.
https://github.com/cel-rust/cel-rust/security/advisories/GHSA-wxwx-9fh7-
S5mrw

rAthena

Use After Free

https://github.com/rathena/rathena/com-
mit/af2f3ba33fc03dc6dd510f8cfe84cd9185af748d GitHub, Inc.
https://github.com/rathena/rathena/security/advisories/GHSA-9mj9-
8vgv-r92j
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https://nvd.nist.

gov/vuln/de-

tail/CVE-2025-
7707

https://nvd.nist.
gov/vuln/de-

tail/CVE-2025-
11649

The llama_index
library

Insecure Temporary File

0.12.33

https://github.com/run-llama/llama index/com-
mit/98816394d57c7f53f847ed7b60725e69d0e7aae4 huntr.dev
https://huntr.com/bounties/3fe2c8ab-6727-4aef-a0ef-4d2818e48803

Tomofun Furbo
360 and Furbo Mini

Credentials
Management Errors

Furbo 360 up to
FB0O035_FW_036 and Furbo
Mini up to MC0020_FW_074

https://github.com/dead1nfluence/Furbo-Advisories/blob/main/Hard-

coded-Password.md VulDB

https://vuldb.com/?ctiid.328060 VulDB

https://vuldb.com/?id.328060 VulDB

https://vuldb.com/?submit.662769
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CISA/CERT-EU Alerts & Advisories

AUTO TO KOppATL tephapPavel eldomoLRoeLlg amnod enmionues mNyEC, Kupiwg CISA kot CERT-EU, oxeTIKA e KplOoLWEG EUTIAOELEC 1 EVEPYEC ATIEIAEC.
ZuvnBwg adopolv Blopnxavikd n kpiowa cuotiuata, oAAd kol mainstream Aoylopiko. MNpoodépovtal oe popdr cuVIopwV avadopwv Kal
o6nyouUV o€ Mo AEMTOUEPELC TEXVIKEC 0ONYLEC.

Z0vtopn neptypadr / Tithog AvayvwpLotiké eunadsiag / Evnpuepwtiké / O8nyisg

News

H evotnta "News" cuvoilel Ta mio onuavtika yeyovota tng efdopadag otov topéa ¢ kuBepvoaocdalelag. Edw Ba Bpeite emibBéoelg mou
Eexwploayv, VEEC TEXVIKEC TIOU EVTOTILOTNKAY, 1 EVEPYELEC aTtO YVWOTEC opadeg hacking. Alvel Tnv amapaitntn ewova tou Tt cupPaivet dteBvwg
Kall TIoU TTPETEL va oTpadel N poooxn.

Zovrtoun nteptypadn / Tithog ‘ URL

Pro-Russian Hacktivist Attacking OT/ICS Devices to Steal Login Credentials https://cybersecuritynews.com/pro-russian-hacktivist-attacking-ot-ics-devices/
Hackers Can Bypass OpenAl Guardrails Using a Simple Prompt Injection Technique | https://cybersecuritynews.com/openai-guardrails-bypassed/

North Korean Hackers Attacking Developers with 338 Malicious npm Packages https://cybersecuritynews.com/north-korean-hackers-attacking-developers/

UK Firms Lose Average of £2.9m to Al Risk https://www.infosecurity-magazine.com/news/uk-firms-lose-average-29m-ai-risk/

Breaches / Compromised / Hacked

Kataypadovrtat neputtwoelg mopaBiaong dedopévwy, Stappowv kat AGAAwvV coBapwv replotatikwy aopaleiac. NepthapBavovrtat mAnpodopieg
yla TO TIOLOL EMNPEACTNKAYV, LLE TIOLOV TPOTIO £YLVE N apafioon Kot ou umdpyouv SlaBEotpeg Aemtopépeled. Elval pLa xproLlun elkova yla va
avtiAndOel kaveic tn Suvaplkn Twv EMOECEWV OE TPAYUOTIKEG CUVONKEG.

Zovropn nteptypadn / Tithog ‘ URL

E ts W f Wid d SonicWall VPN C ise | ting O 100 Ac- . .
C:Sﬁ:ss arn ot Widespread soniciva ompromise Impacting ver £ https://thehackernews.com/2025/10/experts-warn-of-widespread-sonicwall.html

178,000+ Invoices Expose Customer Data from Invoicely Platform https://gbhackers.com/customer-data/?&web_view=true
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Vulnerabilities / Flaws / Zero-day

Avadépovtal TEXVIKA eAATTWHOTA i adUVaLleG TTou evdéxeTal va alomolnBolv aueoca ano ertilBéuevoug — eite emeldn eival zero-day eite
ylati n 81opbwon toug kabBuotepetl. MepAapfavovial MeEPUTTWOELG OTou dev amatteital aAAnAenidpacon pe Tov XpHoTtn 1} OTIOU TTAPAKAUTITOVTAL
Baowka pétpa aodaleiag. MoAL xprnoo yla opddeg mou aocxoAouvral pe threat detection.

Zuvroun nteptypadn / Tithog ‘ URL

New Oracle E-Business Suite Bug Could Let Hackers Access Data Without Login

https://thehackernews.com/2025/10/new-oracle-e-business-suite-bug-could.html

Another remotely exploitable Oracle EBS vulnerability requires your attention
(CVE-2025-61884)

https://www.helpnetsecurity.com/2025/10/12/another-remotely-exploitable-oracle-ebs-vulnerability-requires-your-
attention-cve-2025-61884/

CVE-2025-11371: Unpatched zero-day in Gladinet CentreStack, Triofox under at-
tack

https://securityaffairs.com/183259/hacking/cve-2025-11371-unpatched-zero-day-in-gladinet-centrestack-triofox-un-
der-attack.html

Happy DOM Vulnerability Exposes 2.7 Million Users To Remote Code Execution
Attacks

https://cybersecuritynews.com/happy-dom-vulnerability/

Elastic Cloud Enterprise Vulnerability Let Attackers Execute Malicious Commands

https://cybersecuritynews.com/elastic-cloud-enterprise-vulnerability/

Axis Communications Vulnerability Exposes Azure Storage Account Credentials

https://cybersecuritynews.com/axis-communications-vulnerability/

Patches / Updates / Fixes

ESw Ba Bpeite Tig o mpoodateg S1opBWOELS Kal EVNUEPWOELS AoPaAelaC Ao TPounBeUTEG AoyLopLkoU kat hardware. To meplexopevo adopa
OUYKeEKpLUEVA bugs 1) exploits mou €xouv AdN dnuoctomownBei, pall pe odnyieg yla to mwg va epapurooctouy Ta patches.

Z0Ovtoun nteprypadn) / Tithog ‘ URL

Microsoft Fixes Long-standing Windows 11 ‘Update and Shut down’ Bug

https://cybersecuritynews.com/windows-11-update-and-shut-down-bug/

Ivanti Patches 13 Vulnerabilities in Endpoint Manager Allowing Remote Code Exe-
cution

https://cybersecuritynews.com/ivanti-patches-13-vulnerabilities/

Linux Kernel 6.18-rc1 Released With Extensive Updates Following a Steady Merge
Window

https://cybersecuritynews.com/linux-kernel-6-18-rc1-released/
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https://www.helpnetsecurity.com/2025/10/12/another-remotely-exploitable-oracle-ebs-vulnerability-requires-your-attention-cve-2025-61884/
https://securityaffairs.com/183259/hacking/cve-2025-11371-unpatched-zero-day-in-gladinet-centrestack-triofox-under-attack.html
https://securityaffairs.com/183259/hacking/cve-2025-11371-unpatched-zero-day-in-gladinet-centrestack-triofox-under-attack.html
https://cybersecuritynews.com/happy-dom-vulnerability/
https://cybersecuritynews.com/elastic-cloud-enterprise-vulnerability/
https://cybersecuritynews.com/axis-communications-vulnerability/
https://cybersecuritynews.com/windows-11-update-and-shut-down-bug/
https://cybersecuritynews.com/ivanti-patches-13-vulnerabilities/
https://cybersecuritynews.com/linux-kernel-6-18-rc1-released/

Potential threats / Threat intelligence

H ouyKeKpLUEVN EVOTNTA OLOXOAELTAL E VEEG ATEINEG, e€eAlyéva malware Kal TEXVIKEG EMBECEWY TIOU €XOUV EVIOTILOTEL OE TIPAYUATIKEG CUV-
Bnkec. Nep\appavovrtat avadpopég o epyaleia Tou xpnoLomoLlouV oL emtiBépevol, aAAa kal deikteg (loCs) mou pmopouv va xpnotgomnotnbouv

oTnNV Apuva.

Zuvroun nteptypadn / Tithog ‘ URL

Hackers Turn Velociraptor DFIR Tool Into Weapon in LockBit Ransomware Attacks

https://thehackernews.com/2025/10/hackers-turn-velociraptor-dfir-tool.html

RealBlindingEDR Tool That Permanently Turns Off AV/EDR Using Kernel Callbacks

https://cybersecuritynews.com/realblindingedr-tool/

Hackers Can Inject Malicious Code into Antivirus to Create a Backdoor

https://cybersecuritynews.com/malicious-code-into-antivirus/

Microsoft Defender Vulnerabilities Allow Attackers to Bypass Authentication and
Upload Malicious Files

https://cybersecuritynews.com/microsoft-defender-authentication-bypass/

Hackers Attacking Remote Desktop Protocol Services from 100,000+ IP Addresses

https://cybersecuritynews.com/hackers-attacking-rdp-services/

New Stealit Malware Attacking Windows Systems Abuses Node.js Extensions

https://cybersecuritynews.com/new-stealit-malware-attacking-windows-systems/

New WhatsApp Worm Attacks Users with Banking Malware to Users Login Cre-
dentials

https://cybersecuritynews.com/new-whatsapp-worm-attacks-users-with-banking-malware/

Guides / Tools

MNapouatalovtal Texvikol odnyol kat epyadeia mou pmopouv va Bonbrjcouv otnv mapakoAolBnaon, avaAuaon f evioxuon TG aodAAELQAC CUCTN-
patwv. Eite mpOKeLTaL yloL Open source projects €LTe yLa VEEG TEXVLIKEC, N EVOTNTA AUTH AEITOUPYEL WG TTOPOC VLA TIPAKTIKEC AVCELG OTNV KOONpE-

pv SOUAELA TwV eMOYYEALATIWV A0PAAELAG.

Zovrtopn nteptypadn / Tithog ‘ URL

Top Tools for Enterprise Security Monitoring

https://cybersecuritynews.com/enterprise-security-monitoring-tools/

10 Best Vulnerability Management Tools In 2025

https://cybersecuritynews.com/vulnerability-management-tools/

Splunk Releases Guide to Detect Remote Employment Fraud Within Your Organi-
zation

https://cybersecuritynews.com/detect-remote-employment-fraud/

Top 15 Best Security Incident Response Tools In 2025

https://cybersecuritynews.com/incident-response-tools/

10 Best API Protection Tools in 2025

https://cybersecuritynews.com/best-api-protection-tools/

ThreatBook Launches Best-of-Breed Advanced Threat Intelligence Solution

https://cybersecuritynews.com/threatbook-advanced-threat-intelligence-solution/
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https://cybersecuritynews.com/new-whatsapp-worm-attacks-users-with-banking-malware/
https://cybersecuritynews.com/enterprise-security-monitoring-tools/
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ing System (CVSSv3), https://nvd.nist.gov/vuln-metrics/cvss
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Annex — Websites with vendor specific vulnerabilities
O mivakag epLEXEL websites amd KATaokeUAOTEG TTIOU TIPOoPEPOUV TTANPOPOPLEC OXETIKEG e euTABEeLEC TOU eudavilovtol oTa MPoiovTa TOUG.

Vendor name / URL
Platform
Wordfence Intelligence Vulnerability Database API https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/
Wordpress .
Scan your WordPress website, https://wpscan.com/scan/
Oracle Critical Patch Updates, Security Alerts and Bulletins, https://www.oracle.com/security-alerts/
Fortinet Fortinet products, https://www.fortiguard.com/psirt
IBM Security bulletins, https://cloud.ibm.com/status/security
Research, Collaborate and Act on threat intelligence, https://exchange.xforce.ibmcloud.com/
MS Windows | The Microsoft Security Response Center (MSRC), https://msrc.microsoft.com/update-guide/
SAP SAP Security Notes, https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html
Dell Security Advisories, Notices and Resources, https://www.dell.com/support/security/en-us
HPE HPE Security Bulletin Library, https://support.hpe.com/connect/s/securitybulletinlibrary
Security Bulletins, https://support.hp.com/us-en/security-bulletins
Cisco Cisco Security Advisories, https://sec.cloudapps.cisco.com/security/center/publicationListing.x
Palo Alto Palo Alto Networks Security Advisories, https://security.paloaltonetworks.com/
Ivanti Security Advisory, https://www.ivanti.com/blog/topics/security-advisory

Mozilla Mozilla Foundation Security Advisories, https://www.mozilla.org/en-US/security/advisories/

Android Android Security Bulletins, https://source.android.com/docs/security/bulletin/asb-overview
Zyxel Security Advisories, https://www.zyxel.com/global/en/support/security-advisories
D-Link Global Security Advisories, Responses, and Notices, https://supportannouncement.us.dlink.com/

Adobe Security Bulletins and Advisories, https://helpx.adobe.com/security/security-bulletin.html

Siemens Siemens ProductCERT and Siemens CERT, https://www.siemens.com/global/en/products/services/cert.html

Splunk Splunk Security Advisories, https://advisory.splunk.com/
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