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Common Vulnerabilities and Exposures (CVEs)
H evotnta autr eotlalel og eumaBeleg mou €xouv KataxwpnBel mpoodata kal aflodoyouvial w¢ coPfapég, e Baon tn Babuoloyia CVSS. Ma-
pouaotalovtal e cadnvela Ta cuothpata 1 edappoyE mou ennpedlovtal, o TUTOG TG euntadelag (onwg SQL injection 1 command injection)
KOl OXETIKOL cUVOETHOL yLa TTEPALTEPW TIANPODOPNGCN 1 LETPO OVTLUETWIILONG.

URL guntdBstag (NIST

CVSsv3

Npoidv/Ynnpeoia

Tunog EunaOsiag

JUGKeVEG/EKSOGELG TTOU etnpedovTal

URL ntpoidvrog/unnpeciog URL 08nyLwv avTlHETWONG

https://nvd.nist.go

v/vuln/detail/CVE-
2025-9485

https://nvd.nist.go

v/vuln/detail/CVE-
2025-61882

https://nvd.nist.go

v/vuln/detail/CVE-
2025-57515

https://nvd.nist.go
v/vuln/detail/CVE-
2025-61777

https://nvd.nist.go

v/vuln/detail/CVE-
2025-11293

The OAuth Single
Sign On - SSO
(OAuth Client)
plugin for Word-
Press

Improper Verifi-
cation of Cryp-
tographic Sig-
nature

versions up to, and including,
6.26.12

https://plugins.trac.wordpress.org/browser/miniorange-login-with-eve-
online-google-facebook/tags/6.26.12/class-mooauth-widget.php#L577
Wordfence
https://plugins.trac.wordpress.org/changeset/3360768/miniorange-login-
with-eve-online-google-facebook Wordfence
https://www.wordfence.com/threat-intel/vulnerabilities/id/d2448afc-70d1-
4dd5-b73b-62d182ee9a8a?source=cve

Oracle Concurrent

. 12.2.3-12.2.14 https://www.oracle.com/security-alerts/alert-cve-2025-61882.html
Processing
Improper Neutrali-
zation of Special EL- https://github.com/sanchitsahni/CVE-2025-57515/ MITRE
ements used in an V2 https://github.com/sanchitsahni/CVE-2025-57515/blob/main/Uni-

Uniclare Student
Portal

SQL Command
('SQL Injection’)

clare%20Student%20Portal%20v2.pdf

Missing Authentica-

version 2.0.0 and prior to ver-

https://github.com/FlagForgeCTF/flagForge/com-
mit/e2121c5fb7a512a49dcd875812c944265fb1a846 GitHub, Inc.

Flag Forge tion for Critical sion 2.3.2 https://github.com/FlagForgeCTF/flagForge/security/advisories/GHSA-26rx-
Function .
c533-rjf9
https://github.com/panda666-888/vuls/blob/main/belkin/f9k1015/formCon-
Improper Re- nectionSetting.md VulDB
striction of Opera- https://github.com/panda666-888/vuls/blob/main/belkin/f9k1015/formCon-
Belkin tions within the F9K1015 1.00.10 nectionSetting.md#poc VulDB

Bounds of a
Memory Buffer

https://vuldb.com/?ctiid.327174 VulDB
https://vuldb.com/?id.327174 VulDB
https://vuldb.com/?submit.661296
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https://nvd.nist.go
v/vuln/detail/CVE-
2025-11325

Improper Re-
striction of Opera-
tions within the
Bounds of a
Memory Buffer

15.03.05.19(6318)

https://github.com/noahze01/loT-vulnera-
ble/blob/main/Tenda/AC18/fast_setting_pppoe_set.md VulDB
https://vuldb.com/?ctiid.327208 VulDB
https://vuldb.com/?id.327208 VulDB
https://vuldb.com/?submit.664527 VulDB

https://nvd.nist.go
v/vuln/detail/CVE-
2025-11323

https://nvd.nist.go
v/vuln/detail/CVE-
2025-11305

Tenda AC18 https://www.tenda.com.cn/
Buffer Copy
without Check- https://github.com/DavCloudz/cve/issues/3 VulDB
. . https://vuldb.com/?ctiid.327206 VulDB
ing Size of Input | uptov2v3.2.2-200710 https://vuldb.com/?id.327206 VulDB
(‘'Classic Buffer https://vuldb.com/?submit.664524
UTT 1250GW Overflow')
Buffer Copy without https://github.com/maximdevere/CVE2/issues/3 VulDB

UTT HiPER 840G

Checking Size of In-
put ('Classic Buffer
Overflow')

up to 3.1.1-190328

https://vuldb.com/?ctiid.327186 VulDB
https://vuldb.com/?id.327186 VulDB
https://vuldb.com/?submit.661807

https://nvd.nist.go
v/vuln/detail/CVE-
2025-61673

Missing Authentica-

https://github.com/Aiven-Open/karapace/pull/1143/com-
mits/c4038e9ce9fab04b433d59ac2944e337292922c7 GitHub, Inc.

https://nvd.nist.go

v/vuln/detail/CVE-
2025-29192

https://nvd.nist.go

v/vuln/detail/CVE-
2025-59943

Karapace tion for Critical Versions 5.0.0 and 5.0.1 https://github.com/Aiven-Open/karapace/releases/tag/5.0.2 GitHub, Inc.
Function https://github.com/Aiven-Open/karapace/security/advisories/GHSA-vg25-
VCrw-gj53
'Zr:t?(;‘r’]poirl :;:fgb'r https://github.com/FlowiseAl/Flowise/pull/4905 MITRE
ing Web Page Gen- before 3.0.5 https://github.com/FlowiseAl/Flowise/releases/tag/flowise%403.0.5 MITRE
L . https://github.com/FlowiseAl/Flowise/security/advisories/GHSA-7r4h-vmj9-
eration ('Cross-site
Flowise Scripting') wea2
https://github.com/thorsten/phpMyFAQ/com-
Incorrect User Versions 4.0-nightly-2025-10- | mit/44cd20f86eb041f39d1c30a9beefadlcc61dcOec GitHub, Inc.
phpMyFAQ 03 and below

Management

https://github.com/thorsten/phpMyFAQ/security/advisories/GHSA-9w;j2-
4hcm-r74j
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https://nvd.nist.go
v/vuln/detail/CVE-
2025-9243

The Cost Calcula-
tor Builder plugin

Missing

all versions up to, and

https://plugins.trac.wordpress.org/changeset/3371684/cost-calculator-

builder#file388 Wordfence
https://plugins.trac.wordpress.org/changeset/3371684/cost-calculator-
builder#file389 Wordfence
https://www.wordfence.com/threat-intel/vulnerabilities/id/aa46bdb3-6bbe-

https://nvd.nist.go
v/vuln/detail/CVE-
2025-59944

https://nvd.nist.go
v/vuln/detail/CVE-
2025-61679

https://nvd.nist.go
v/vuln/detail/CVE-
2025-6985

https://nvd.nist.go

v/vuln/detail/CVE-
2025-60967

for WordPress Authorization including, 3.5.32 4f2f-8ela-fbb54c5b39fd?source=cve
Cursor Improper Har?qu'ng Versions 1.6.23 and below https://github.com/cursor/cursor/security/advisories/GHSA-xcwh-rrwj-gxc7
of Case Sensitivity
https://github.com/julien040/anyquery/com-
Improber mit/43cd8bd3354b9725h245a2354b08e1c9belcc1d3 GitHub, Inc.
Au?heﬁtication Versions 0.4.3 and below https://github.com/julien040/anyquery/releases/tag/0.4.4 GitHub, Inc.
https://github.com/julien040/anyquery/security/advisories/GHSA-5f7p-
Anyquery rhmg-hvc7
Improper Re-
The striction of XML Ex- . . .
HTMLUSectionSplitter || ternal Entity Refer- version 0.3.8 https://huntr.com/bounties/cf78abbb-df3b-43de-b6ee-132b73ff8331
ence
EndRun Technol-
ogies Sonoma E:c[:pzxendrun.com M[\LTIITRFI{EE
p://sonoma.com
D12 Network . F/W6010-0076-000Ver4.00 | .. //xdiv-sec.github.io/vulnerability-research/advisories/2025-10-03-
Time Server Cross Site sonoma-d12
(GPS) Scripting (XSS)
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CISA/CERT-EU Alerts & Advisories

AUTO TO KOppATL tephapPavel eldomoLRoeLlg amnod enmionues mNyEC, Kupiwg CISA kot CERT-EU, oxeTIKA e KplOoLWEG EUTIAOELEC 1 EVEPYEC ATIEIAEC.
ZuvnBwg adopolv Blopnxavikd n kpiowa cuotiuata, oAAd kol mainstream Aoylopiko. MNpoodépovtal oe popdr cuVIopwV avadopwv Kal
o6nyouUV o€ Mo AEMTOUEPELC TEXVIKEC 0ONYLEC.

Z0vtopn neptypadr / Tithog AvayvwpLotiké eunadsiag / Evnpuepwtiké / O8nyisg
=  CVE-2010-3765 Mozilla Multiple Products Remote Code Execution
Vulnerability

= CVE-2010-3962 Microsoft Internet Explorer Uninitialized Memory
Corruption Vulnerability

=  CVE-2011-3402 Microsoft Windows Remote Code Execution Vulnera-
bility

CISA Adds Seven Known Exploited =  CVE-2013-3918 Microsoft Windows Out-of-Bounds Write Vulnerabil- | https://www.cisa.gov/news-events/alerts/2025/10/06/cisa-

Vulnerabilities to Catalog ity adds-seven-known-exploited-vulnerabilities-catalog

= (CVE-2021-22555 Linux Kernel Heap Out-of-Bounds Write Vulnerabil-
ity

= (CVE-2021-43226 Microsoft Windows Privilege Escalation Vulnerabil-
ity

= (CVE-2025-61882 Oracle E-Business Suite Unspecified Vulnerability

News

H evotnta "News" cuvolilel ta mio onuavtikd yeyovota tng efdopadag otov topéa ¢ kuBepvoacddalelac. Edw Ba Bpeite embéoelg mou
Eexwploayv, VEEC TEXVIKEC TIOU EVTOTILOTNKAY, 1 EVEPYELEG aTtO YVWOTEC opadeg hacking. Alvel Tnv amapaitntn ewova tou Tt cupPaivet dteBvwg
Kol TtoU TtpEMEL va otpadel n poooxn.

Zuvrtopn nteptypadn / Tithog ‘ URL



https://www.cve.org/CVERecord?id=CVE-2010-3765
https://www.cve.org/CVERecord?id=CVE-2010-3962
https://www.cve.org/CVERecord?id=CVE-2011-3402
https://www.cve.org/CVERecord?id=CVE-2013-3918
https://www.cve.org/CVERecord?id=CVE-2021-22555
https://www.cve.org/CVERecord?id=CVE-2021-43226
https://www.cve.org/CVERecord?id=CVE-2025-61882
https://www.cisa.gov/news-events/alerts/2025/10/06/cisa-adds-seven-known-exploited-vulnerabilities-catalog
https://www.cisa.gov/news-events/alerts/2025/10/06/cisa-adds-seven-known-exploited-vulnerabilities-catalog

Breaches / Compromised / Hacked

Kataypadovtal meputtwoelg napaBioaong dedopévwy, Stappowv kat GAAwvV coBapwv nepLotatikwy acpaieiag. NeplapBavovtal mAnpodopieg
ylOl TO TIOLOL ETMNPEACTNKAV, LLE TIOLOV TPOTIO €YLVE N Mopafiacn Kal mou untapxouv SLaBEoiueg Aemtopépeleg. Elval pia xpriolun ewkova yla va
avtiAndOel kaveic tn Suvapikn Twv EMOECEWV OE TPAYUATIKEG CUVONKEG.

Zuvroun nteptypadn / Tithog ‘ URL

Renault Informs Customers of Supply Chain Data Breach https://www.infosecurity-magazine.com/news/renault-customers-supply-chain/
https://www.comparitech.com/news/fort-wayne-medical-education-program-notifies-29000-people-of-data-
breach/?&web_view=true

Fort Wayne Medical Education Program notifies 29,000+ people of data breach

Vulnerabilities / Flaws / Zero-day

Avadépovtal TEXVIKA eEAQTTWHOTA | adUVALEG TTOU evdEXeTal va aglomolnBolv aueca ano emtilBéuevoug — eite emeldn eival zero-day eite
ylati n 81opbwon toug kabBuotepetl. MepAapBavovial MeEPUTTWOELG OTou Sev amatteltal aAAnAenidpacn pe Tov XpHotn 1 OTIOU TTAPAKAUTTOVTAL
Baoikd pétpa aodaleiag. MoAL xpriolto yla opadeg mou acxoAovvral pe threat detection.

Z0Ovtoun ntepypadn) / Tithog ‘ URL

Scanning Activity on Palo Alto Networks Portals Jump 500% in One Day https://thehackernews.com/2025/10/scanning-activity-on-palo-alto-networks.html

Hackers exploited Zimbra flaw as zero-day using iCalendar files https://www.bleepingcomputer.com/news/security/hackers-exploited-zimbra-flaw-as-zero-day-using-icalendar-files/
PoC Exploit Released for Sudo Vulnerability that Enables Attackers to Gain Root . . -

Accessp v https://cybersecuritynews.com/poc-exploit-sudo-vulnerability/

Redis Server Vulnerability use-after-free Vulnerability Enables Remote Code Exe- . . -

cution v v https://cybersecuritynews.com/redis-server-vulnerability/

QNAP NetBak Replicator Vulnerability Let Attackers Execute Unauthorized Code https://cybersecuritynews.com/qnap-netbak-replicator-vulnerability/

E i E i E-Busi i -D -
PoC Exploit Released for Remotely Exploitable Oracle E-Business Suite 0-Day Vul https://cybersecuritynews.com/oracle-e-business-suite-0-day-vulnerability/

nerability
nity Real-Time Development Platform Vulnerability Let Attackers Execute Arbi-
:jraryyCoedae ¢ bevelopme atto AR UL https://cybersecuritynews.com/unity-real-time-development-platform-vulnerability/
Microsoft Links Storm-1175 to GoAnywhere Exploit Deploying Medusa Ransom- . .
ware = B L https://thehackernews.com/2025/10/microsoft-links-storm-1175-to.html
Kibana Crowdstrike Connector Vulnerability Exposes Protected Credentials https://cybersecuritynews.com/kibana-crowdstrike-connector-vulnerability/
CISA Warns of Windows Privilege Escalation Vulnerability Exploited in Attacks https://cybersecuritynews.com/cisa-windows-privilege-escalation-vulnerability/

OpenSSH Vulnerability Exploited Via ProxyCommand to Execute Remote Code —

https://cybersecuritynews.com/openssh-vulnerability-proxycommand
PoC Released ps://cy y /op y-proxy /
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Patches / Updates / Fixes
ESw Ba Bpeite Tig o mpoodateg S10pBWOELG KAl EVNUEPWOELS AoPaAELOC Ao TTPOUNBeUTEG AoyLoLKoU Kat hardware. To meplexopevo adopa
OUYKeKPLUEVA bugs 1 exploits ou €xouv Nén dnuociomnolnBei, pall pe odnyleg yla to nwe va epappootouy Ta patches.

Zuvrtoun nteptypadn / Tithog ‘ URL

grcakt;le Rushes Patch for CVE-2025-61882 After CIOp Explolted It in Data Theft At- https://thehackernews.com/2025/10/oracle-rushes-patch-for-cve-2025-61882.html
Discord Data Breach — Customers Personal Data and Scanned Photo IDs leaked https://cybersecuritynews.com/discord-data-breach/
ml:::soft to Disable Inline SVG Images Display to Outlook for Web and Windows S e e e rer e e e e el

Potential threats / Threat intelligence

H ouykekplUévn evotnTa acXoAeital pe VEEG amelAEg, e€eAlypuéva malware Kal TEXVIKEG EMIBECEWV TIOU £XOUV EVIOTILOTEL OE TIPOAYUATIKEG OUV-

Onkec. Nephapfavovrtat avadopéc os epyaleia Tou XpnoLUomoLlouV ol erttitB£pevol, aAdad kat deikteg (loCs) mou pumopouv va xpnotgonotnbouv
oTNV Apuva.

Zovrtopn nteptypadn / Tithog ‘ URL
Hackers Weaponize AWS X-Ray Service to Work as Covert Command & Control
Server

New WireTap Attack Break Server SGX To Exfiltrate Sensitive Data https://cybersecuritynews.com/new-wiretap-attack/

- L ivB - .
(I\)It:‘\g/ ((:thi)cr:etlackmg Attack Let Attackers Turn Perplexity Browser Against You in el P e i A e e Al e e

https://cybersecuritynews.com/hackers-weaponize-aws-x-ray-service/



https://thehackernews.com/2025/10/oracle-rushes-patch-for-cve-2025-61882.html
https://thehackernews.com/2025/10/oracle-rushes-patch-for-cve-2025-61882.html
https://thehackernews.com/2025/10/oracle-rushes-patch-for-cve-2025-61882.html
https://cybersecuritynews.com/discord-data-breach/
https://cybersecuritynews.com/disable-svg-images-display-outlook/
https://cybersecuritynews.com/hackers-weaponize-aws-x-ray-service/
https://cybersecuritynews.com/new-wiretap-attack/
https://cybersecuritynews.com/cometjacking-attack/

Guides / Tools

MNapouatalovtal texvikol odnyol kat epyadeia mou pnopouv va Bonbricouv otnv napakoAolOnon, avaAuon f evioxuon tng aodAAELQAC CUCTN-
patwv. Eite mpoOKeLTal ylo open source projects €(Te yla VEEG TEXVLIKEG, N EVOTNTA AUTH AELTOUPYEL WG TTOPOC VLA TIPAKTIKEG AUCELG OTNV KOONpE-
pvn SOUAELA TwV eMOYYEALATIWV A0PAAELAG.

Zovrtoun ntieptypadn / Tithog ‘ URL

Top Tools for Enterprise Security Monitoring https://cybersecuritynews.com/enterprise-security-monitoring-tools/

10 Best Vulnerability Management Tools In 2025 https://cybersecuritynews.com/vulnerability-management-tools/
Splunk Releases Guide to Detect Remote Employment Fraud Within Your Organi- .

z:tion L & https://cybersecuritynews.com/detect-remote-employment-fraud/
Top 15 Best Security Incident Response Tools In 2025 https://cybersecuritynews.com/incident-response-tools/

10 Best API Protection Tools in 2025 https://cybersecuritynews.com/best-api-protection-tools/

ThreatBook Launches Best-of-Breed Advanced Threat Intelligence Solution https://cybersecuritynews.com/threatbook-advanced-threat-intelligence-solution/



https://cybersecuritynews.com/enterprise-security-monitoring-tools/
https://cybersecuritynews.com/vulnerability-management-tools/
https://cybersecuritynews.com/detect-remote-employment-fraud/
https://cybersecuritynews.com/incident-response-tools/
https://cybersecuritynews.com/best-api-protection-tools/
https://cybersecuritynews.com/threatbook-advanced-threat-intelligence-solution/

References

[1]. O BaBuoc emikvduvotntag eival cupdwva pe tnv KAipaka Common Vulnerability Scor-
ing System (CVSSv3), https://nvd.nist.gov/vuln-metrics/cvss

[2]. Ta CVEs anoteAéopata mou gpdavidovtal otnv evotnta 1 Stabétouv CVSSv3 score >=
7.0 kal €xel yivel pLo eTithoyn cuoTnUATWY/UTnpPeclwy avaioya pe to oo dladedo-
uéva eival.



https://nvd.nist.gov/vuln-metrics/cvss

Annex — Websites with vendor specific vulnerabilities
O mivakag epLEXEL websites amd KATaokeUAOTEG TTIOU TIPOoPEPOUV TTANPOPOPLEC OXETIKEG e euTABEeLEC TOU eudavilovtol oTa MPoiovTa TOUG.

Vendor name / URL
Platform
Wordfence Intelligence Vulnerability Database API https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/
Wordpress .
Scan your WordPress website, https://wpscan.com/scan/
Oracle Critical Patch Updates, Security Alerts and Bulletins, https://www.oracle.com/security-alerts/
Fortinet Fortinet products, https://www.fortiguard.com/psirt
IBM Security bulletins, https://cloud.ibm.com/status/security
Research, Collaborate and Act on threat intelligence, https://exchange.xforce.ibmcloud.com/
MS Windows | The Microsoft Security Response Center (MSRC), https://msrc.microsoft.com/update-guide/
SAP SAP Security Notes, https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html
Dell Security Advisories, Notices and Resources, https://www.dell.com/support/security/en-us
HPE HPE Security Bulletin Library, https://support.hpe.com/connect/s/securitybulletinlibrary
Security Bulletins, https://support.hp.com/us-en/security-bulletins
Cisco Cisco Security Advisories, https://sec.cloudapps.cisco.com/security/center/publicationListing.x
Palo Alto Palo Alto Networks Security Advisories, https://security.paloaltonetworks.com/
Ivanti Security Advisory, https://www.ivanti.com/blog/topics/security-advisory

Mozilla Mozilla Foundation Security Advisories, https://www.mozilla.org/en-US/security/advisories/

Android Android Security Bulletins, https://source.android.com/docs/security/bulletin/asb-overview
Zyxel Security Advisories, https://www.zyxel.com/global/en/support/security-advisories
D-Link Global Security Advisories, Responses, and Notices, https://supportannouncement.us.dlink.com/

Adobe Security Bulletins and Advisories, https://helpx.adobe.com/security/security-bulletin.html

Siemens Siemens ProductCERT and Siemens CERT, https://www.siemens.com/global/en/products/services/cert.html

Splunk Splunk Security Advisories, https://advisory.splunk.com/
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