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Common Vulnerabilities and Exposures (CVEs)
H evotnta autr eotlalel og eumaBeleg mou €xouv KataxwpnBel mpoodata kal aflodoyouvial w¢ coPfapég, e Baon tn Babuoloyia CVSS. Ma-
pouaotalovtal e cadnvela Ta cuothpata 1 edappoyE mou ennpedlovtal, o TUTOG TG euntadelag (onwg SQL injection 1 command injection)
KOl OXETIKOL cUVOETHOL yLa TTEPALTEPW TIANPODOPNGCN 1 LETPO OVTLUETWIILONG.

CVSSv3  Mpoidv/Ynnpeoia Tonog EundOsLag

URL gundBeiag

JuoKeUEG/EKSOOELG TTOU entnpedlovToL

(NIST NVD)

https://nvd.nist

.gov/vuln/detai
[/CVE-2025-

59934

https://nvd.nist

.gov/vuln/de-
tail/CVE-2025-

59939

URL ntpoiévrog/unnpeciog URL 08nyL@v avTlHETWIONG

https://github.com/formbricks/form-
bricks/blob/843110b0d6¢c37b5c0da54291616f84c91c55c4fc/apps/web/l
ib/jwt.ts#L114-L117 GitHub, Inc.

https://nvd.nist

.gov/vuln/detai
[/CVE-2025-

11091

https://nvd.nist

.gov/vuln/de-
tail/CVE-2025-

59932

Formbricks Improper Prior to version 4.0.1 https://github.com/formbricks/formbricks/com-

Authentication o mit/eb1349f205189d5b2d4a95ec42245¢ca98cf68c82 GitHub, Inc.
https://github.com/formbricks/formbricks/pull/6596 GitHub, Inc.
https://github.com/formbricks/formbricks/security/advisories/GHSA-
7229-q9pv-j6p4d

Improper Neutralization

of Special Elements . . https://github.com/LabRedesCefetR)/WeGIA/security/advisories/GHSA-

WeGIA . Prior to version 3.5.0 .

used in an SQL Com- jx9m-pgf8-v489

mand ('SQL Injection')

Buffer Gopy without httns://,qithub.com/mg.ximdevere/CVE2/issues/2 VulDB

e dnE S T https://vuldb.com/?ctiid.326173 VulDB

Tenda AC21 up to 16.03.08.16 https://vuldb.com/?id.326173 VulDB

('Classic Buffer Over-
flow')

https://vuldb.com/?submit.661806 VulDB
https://www.tenda.com.cn/

https://nvd.nist

.gov/vuln/detai
[/CVE-2025-

59945

Flag Forge is a Cap-
ture The Flag (CTF)
platform

Improper Access
Control

From versions 2.0.0 to before
2.3.1

https://github.com/FlagForgeCTF/flagForge/security/advisories/GHSA-
v8rh-25rf-gfqw

SysReptor

Incorrect Privilege
Assignment

In versions from 2024.74
to before 2025.83

https://github.com/Syslifters/sysreptor/com-

mit/de8b5d89d0644479ee0dalall3c6bcc2436ba7f4 GitHub, Inc.

https://github.com/Syslifters/sysreptor/security/advisories/GHSA-r6hm-

59cq-gjg6
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Denial of Service is-
sue in GraphQL
endpoints in Gitlab
EE/CE

https://nvd.nist

.gov/vuln/detai
/CVE-2025-

8014

Allocation of Resources
Without Limits or Throt-
tling

all versions from 11.10 prior
t0 18.2.7, 18.3 prior to 18.3.3,
and 18.4 priorto 18.4.1

https://gitlab.com/gitlab-org/gitlab/-/issues/556838 GitLab Inc.

https://hackerone.com/reports/3228134

https://nvd.nist

Creation of Temporary

https://github.com/run-llama/llama_index/com-

. i -‘ = . . . .

v The lamaindeeore | File with Insecure Per- | upto version 0.12.44 Mit/98816394057¢7(531847ed7b60725e69d0e7aae4 huntr.dev
77 647 P g missions https://huntr.com/bounties/a2baa08f-98bf-47a8-ac83-06f7411afd9e
https://nvd.nist The WP Statistics - The Improper Neutralization https://plugins.trac.wordpress.org/browser/wp-statistics/tags/14.15.3/in-
.gov/vuln/de- Most Popular Privacy- of Input During Web allversions up to, andinclud- | cludes/admin/templates/pages/devices/models.php#L31 Wordfence

tail/CVE-2025-
9816

Friendly Analytics Plugin
plugin for WordPress

Page Generation
('Cross-site Scripting')

ing, 14.5.4

https://www.wordfence.com/threat-intel/vulnerabilities/id/d8351204-
da6d-443a-98hb5-0608bfb1e9d0?source=cve
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CISA/CERT-EU Alerts & Advisories
AUTO TO KOppATL tephapPavel eldomolioelg amnod enionues mnyEC, Kupiwg CISA kot CERT-EU, oxeTIKA e KplOoLWEG EUTIAOELEC 1 EVEPYEC ATIEIAEG.
ZuvnBwg adopolv Blopnxavikd n kpiowa cuotiuata, oAAG kol mainstream Aoylopiko. MNpoodépovtal oe popdr cuVIopwV avadopwyv Kal
o6nyouUV o€ Mo AEMTOUEPELC TEXVIKEC 0ONYLEC.

Z0vtopn neplypadr) / TitAog
CISA and UK NCSC Release Joint
Guidance for Securing OT Systems

AvayvwpLotiko euntddsiag / Evnuepwtiko / O6nyieg

https://www.cisa.gov/news-events/alerts/2025/09/29/cisa-and-

uk-ncsc-release-joint-guidance-securing-ot-systems

CISA Strengthens Commitment to
SLTT Governments

https://www.cisa.gov/news-events/alerts/2025/09/29/cisa-

strengthens-commitment-sltt-governments

CISA Adds Five Known Exploited
Vulnerabilities to Catalog

=  (CVE-2021-21311 Adminer Server-Side Request Forgery Vulnerability

=  CVE-2025-20352 Cisco 10S and 10S XE Stack-based Buffer Overflow
Vulnerability

=  CVE-2025-10035 Fortra GoAnywhere MFT Deserialization of Un-
trusted Data Vulnerability

= CVE-2025-59689 Libraesva Email Security Gateway Command Injec-
tion Vulnerability

=  CVE-2025-32463 Sudo Inclusion of Functionality from Untrusted Con-
trol Sphere Vulnerability

https://www.cisa.gov/news-events/alerts/2025/09/29/cisa-
adds-five-known-exploited-vulnerabilities-catalog

News

H evotnta "News" cuvoilel Ta mio onuavtika yeyovota tng efdopadac otov topca ¢ kKuBepvoaodalelac. ESw Ba Bpeite embéoelg mou
Eexwploav, VEEC TEXVIKEC TIOU EVTOTILOTNKAY, 1 EVEPYELEC aTtO YVWOTEC opadeg hacking. Alvel Tnv amapaitntn ewova tou Tt cupPaivet dteBvwg
KoL TIoU TIPETEL va oTpadel N mpoooxn.

Zuvropn nteptypadn / Tithog ‘ URL

Can We Trust Al To Write Vulnerability Checks? Here's What We Found

https://www.bleepingcomputer.com/news/security/can-we-trust-ai-to-write-vulnerability-checks-heres-what-we-

found/

Al-Generated Code Used in Phishing Campaign Blocked by Microsoft

https://www.infosecurity-magazine.com/news/ai-generated-code-phishing/

Two-Thirds of Organizations Have Unfilled Cybersecurity Positions

https://www.infosecurity-magazine.com/news/two-thirds-unfilled-cybersecurity/



https://www.cisa.gov/news-events/alerts/2025/09/29/cisa-and-uk-ncsc-release-joint-guidance-securing-ot-systems
https://www.cisa.gov/news-events/alerts/2025/09/29/cisa-and-uk-ncsc-release-joint-guidance-securing-ot-systems
https://www.cisa.gov/news-events/alerts/2025/09/29/cisa-strengthens-commitment-sltt-governments
https://www.cisa.gov/news-events/alerts/2025/09/29/cisa-strengthens-commitment-sltt-governments
https://www.cve.org/CVERecord?id=CVE-2021-21311
https://www.cve.org/CVERecord?id=CVE-2025-20352
https://www.cve.org/CVERecord?id=CVE-2025-10035
https://www.cve.org/CVERecord?id=CVE-2025-59689
https://www.cve.org/CVERecord?id=CVE-2025-32463
https://www.cisa.gov/news-events/alerts/2025/09/29/cisa-adds-five-known-exploited-vulnerabilities-catalog
https://www.cisa.gov/news-events/alerts/2025/09/29/cisa-adds-five-known-exploited-vulnerabilities-catalog
https://www.bleepingcomputer.com/news/security/can-we-trust-ai-to-write-vulnerability-checks-heres-what-we-found/
https://www.bleepingcomputer.com/news/security/can-we-trust-ai-to-write-vulnerability-checks-heres-what-we-found/
https://www.infosecurity-magazine.com/news/ai-generated-code-phishing/
https://www.infosecurity-magazine.com/news/two-thirds-unfilled-cybersecurity/

Breaches / Compromised / Hacked

Kataypadovtal meputtwoelg napaBioaong dedopévwy, Stappowv kat GAAwV coBapwv nepLotatikwy achaieiag. NeplapBavovtal mAnpodopieg
ylol TO TIOLOL EMNPEACTNKAY, LLE TIOLOV TPOTIO £YLVE N MopaPiacn Kol mou UTtapxouV SLaBEoiues AemToUEPELEG. Elval pia XprioLun €lkova yla va

avtiAndOel kaveic tn Suvapikn Twv EMOECEWV OE TPAYUATIKEG CUVONKEG.

Zuvrtopn nteptypadn / Tithog ‘ URL

Chinese Cyberspies Hacked US Defense Contractors

https://www.securityweek.com/chinese-cyberspies-hacked-us-defense-contractors/?&web _view=true

Harrods Reveals Supply Chain Breach Impacting Online Customers

https://www.infosecurity-magazine.com/news/harrods-supply-chain-breach-online/

DataCenter Fire Takes 600+ South Korean Government Websites Offline

https://cybersecuritynews.com/datacenter-fire/

Medusa Ransomware Claims Comcast Data Breach, Demands $1.2M

https://hackread.com/medusa-ransomware-comcast-data-breach/?&web view=true

Vulnerabilities / Flaws / Zero-day

Avadépovtal Texvika eAattwpata i aduvapieg mou evdéxetal va aflomotnBolv dueca amno emtiBéuevoug — eite emeldn eival zero-day eite
ylati n d1opbwor) toucg kabuaotepel. NepthapBdavovrtal mepMTWOoELG 0mou Sev amatteital aAAnAemidpacn e ToV XprHotn 1 OToU TTAPOKAUTTOVTOL

Baoika pétpa aopaleiag. MoAL xpriolpo yia opadeg mou acxoAovvral pe threat detection.

Zovrtopn nteptypadn / Tithog ‘ URL

Apache Airflow Vulnerability Exposes Sensitive Details to Read-Only Users

https://cybersecuritynews.com/apache-airflow-vulnerability/

Google Project Zero Details ASLR Bypass on Apple Devices Using NSDictionary Se-
rialization

https://cybersecuritynews.com/aslr-bypass-on-apple-devices/

Cybersecurity Newsletter Weekly — Chrome 0-Day, 22.2 Tbps DDOS Attack, Kali
Linux Release, Cisco 10S 0-Day and More

https://cybersecuritynews.com/cybersecurity-newsletter-september/

CISA Sounds Alarm on Critical Sudo Flaw Actively Exploited in Linux and Unix Sys-
tems

https://thehackernews.com/2025/09/cisa-sounds-alarm-on-critical-sudo-flaw.html

First Malicious MCP Server Found Stealing Emails in Rogue Postmark-MCP Pack-
age

https://thehackernews.com/2025/09/first-malicious-mcp-server-found.html

VMware vCenter and NSX Vulnerabilities Let Attackers Enumerate Valid
Usernames

https://cybersecuritynews.com/vmware-vcenter-and-nsx-vulnerabilities/

WhatsApp 0-Click Vulnerability Exploited Using Malicious DNG File

https://cybersecuritynews.com/whatsapp-0-click-vulnerability-exploited/

SUSE Rancher Vulnerabilities Let Attackers Lockout the Administrators Account

https://cybersecuritynews.com/suse-rancher-vulnerabilities/

Lesson From Cisco ASA 0-Day RCE Vulnerability That Actively Exploited In The Wild

https://cybersecuritynews.com/lessons-cisco-asa-0-day-rce-vulnerability/



https://www.securityweek.com/chinese-cyberspies-hacked-us-defense-contractors/?&web_view=true
https://www.infosecurity-magazine.com/news/harrods-supply-chain-breach-online/
https://cybersecuritynews.com/datacenter-fire/
https://hackread.com/medusa-ransomware-comcast-data-breach/?&web_view=true
https://cybersecuritynews.com/apache-airflow-vulnerability/
https://cybersecuritynews.com/aslr-bypass-on-apple-devices/
https://cybersecuritynews.com/cybersecurity-newsletter-september/
https://thehackernews.com/2025/09/cisa-sounds-alarm-on-critical-sudo-flaw.html
https://thehackernews.com/2025/09/cisa-sounds-alarm-on-critical-sudo-flaw.html
https://thehackernews.com/2025/09/cisa-sounds-alarm-on-critical-sudo-flaw.html
https://thehackernews.com/2025/09/first-malicious-mcp-server-found.html
https://thehackernews.com/2025/09/first-malicious-mcp-server-found.html
https://thehackernews.com/2025/09/first-malicious-mcp-server-found.html
https://cybersecuritynews.com/vmware-vcenter-and-nsx-vulnerabilities/
https://cybersecuritynews.com/whatsapp-0-click-vulnerability-exploited/
https://cybersecuritynews.com/suse-rancher-vulnerabilities/
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Windows Heap Exploitation Vulnerability With Record’s Size Field Leads to Arbi-
trary R/W

https://cybersecuritynews.com/windows-heap-exploitation-vulnerability/

Formbricks Signature Verification Vulnerability Let Attackers Reset User Pass-
words Without Authorization

https://cybersecuritynews.com/formbricks-signature-verification-vulnerability/

Notepad++ DLL Hijacking Vulnerability Let Attackers Execute Malicious Code

https://cybersecuritynews.com/notepad-hijacking-vulnerability/

Apple Font Parser Vulnerability Enables Malicious Fonts to Corrupt Process
Memory

https://cybersecuritynews.com/apple-font-parser-vulnerability/

Critical Western Digital My Cloud NAS Vulnerability Allows Remote Code Execu-
tion

https://cybersecuritynews.com/western-digital-my-cloud-devices-vulnerability/

VMware Tools and Aria Operations Vulnerabilities Let Attackers Escalate Privi-
leges to Root

https://cybersecuritynews.com/vmware-tools-and-aria-operations-vulnerabilities/

Patches / Updates / Fixes

ESw Ba Bpeite tic o mpoodatec S1opOwoELg Kal EVNUEPWOELS aoPaAeiag amo mpounBeutég Aoylopikou Kat hardware. To meplexopevo agopa
ouyKeKkpLuéva bugs 1) exploits mou £xouv Nén dnuoctomownBei, pall pe odnyieg yla to nwc va epappootouyv Ta patches.

Zuvrtopn nteptypadn / Tithog ‘ URL

Potential threats / Threat intelligence

H ouykekpLuévn evotnTa acXoAeital pe VEEG amelAEg, e€eAlyuéva malware Kal TEXVIKEG EMIOECEWV TIOU £XOUV EVIOTILOTEL OE TIPAYUATIKEG OUV-
Bnkec. Nep\apBavovrtal avadopég oe epyaleia Tou XpnoLomnolouyv oL eTuttBépevol, alld kat deikteg (loCs) mou pumopouv va xpnotdonotnbouv

oTnV Apuva.

Zuvrtopn nieptypadn / Tithog ‘ URL

LummasStealer Technical Details Uncovered Using ML-Based Detection Approach

https://cybersecuritynews.com/lummastealer-technical-details-uncovered/

Threat Actors Exploiting SonicWall Firewalls to Deploy Akira Ransomware Using
Malicious Logins

https://cybersecuritynews.com/sonicwall-firewalls-akira-ransomware/

New Botnet Loader-as-a-Service Exploiting Routers and loT Devices to Deploy Mi-
rai Payloads

https://cybersecuritynews.com/new-botnet-loader-as-a-service-exploiting-routers/

Malware Operators Collaborate With Covert North Korean IT Workers to Attack
Corporate Organizations

https://cybersecuritynews.com/malware-operators-collaborate-with-covert-north-korean-it-work-

ers/

Hackers use Weaponized Microsoft Teams Installer to Compromise Systems With
Oyster Malware

https://cybersecuritynews.com/weaponized-microsoft-teams-installer/
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Sneaky, Malicious MCP Server Exfiltrates Secrets via BCC https://www.darkreading.com/application-security/malicious-mcp-server-exfiltrates-secrets-bcc

SonicWall SSL VPN Attacks Escalate, Bypassing MFA https://www.infosecurity-magazine.com/news/sonicwall-ssl-vpn-attacks-escalate/

Hackers Trick Users into Download Weaponized Microsoft Teams to Gain Remote
Access

SVG Security Analysis Toolkit to Detect Malicious Scripts Hidden in SVG Files https://cybersecuritynews.com/svg-security-analysis-toolkit/
New Malware-as-a-Service Olymp Loader Promises Defender-Bypass With Auto-
matic Certificate Signing

Threat Actors Weaponizing Facebook and Google Ads as Financial Platforms to
Steal Sensitive Data

Threat Actors Leveraging Dynamic DNS Providers to Use for Malicious Purposes https://cybersecuritynews.com/threat-actors-leveraging-dynamic-dns-providers/

https://cybersecuritynews.com/weaponized-microsoft-teams/

https://cybersecuritynews.com/new-malware-as-a-service-olymp-loader/

https://cybersecuritynews.com/threat-actors-weaponizing-facebook-and-google-ads/

Guides / Tools

MNapouaotalovtal texvikol odnyol kat epyadeia mou prnopouv va Bonbrjcouv otnv mapakoAolBnon, avaAuon f evioxuon tng achAAelag cuotn-
patwv. Eite mpoKeLTal ylo open source projects €LTe yla VEEG TEXVLKEG, N EVOTNTA AUTH AELTOUPYEL WG TTOPOG VLA TIPAKTIKEG AUCELG OTNV KAONpE-
pvn So0UAELA TwV eMayYEAUATIWV AO0PAAELAG.

ZOvtoun ntepiypadn) / Tithog ‘ URL

Top Tools for Enterprise Security Monitoring https://cybersecuritynews.com/enterprise-security-monitoring-tools/

10 Best Vulnerability Management Tools In 2025 https://cybersecuritynews.com/vulnerability-management-tools/
::tlit:)nnk Releases Guide to Detect Remote Employment Fraud Within Your Organi- https://cybersecuritynews.com/detect-remote-employment-fraudy/
Top 15 Best Security Incident Response Tools In 2025 https://cybersecuritynews.com/incident-response-tools/

10 Best API Protection Tools in 2025 https://cybersecuritynews.com/best-api-protection-tools/

ThreatBook Launches Best-of-Breed Advanced Threat Intelligence Solution https://cybersecuritynews.com/threatbook-advanced-threat-intelligence-solution/
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Annex — Websites with vendor specific vulnerabilities
O mivakag epLEXEL websites amd KATaokeUAOTEG TTIOU TIPOoPEPOUV TTANPOPOPLEC OXETIKEG e euTABEeLEC TOU eudavilovtol oTa MPoiovTa TOUG.

Vendor name / URL
Platform
Wordfence Intelligence Vulnerability Database API https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/
Wordpress .
Scan your WordPress website, https://wpscan.com/scan/
Oracle Critical Patch Updates, Security Alerts and Bulletins, https://www.oracle.com/security-alerts/
Fortinet Fortinet products, https://www.fortiguard.com/psirt
IBM Security bulletins, https://cloud.ibm.com/status/security
Research, Collaborate and Act on threat intelligence, https://exchange.xforce.ibmcloud.com/
MS Windows | The Microsoft Security Response Center (MSRC), https://msrc.microsoft.com/update-guide/
SAP SAP Security Notes, https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html
Dell Security Advisories, Notices and Resources, https://www.dell.com/support/security/en-us
HPE HPE Security Bulletin Library, https://support.hpe.com/connect/s/securitybulletinlibrary
Security Bulletins, https://support.hp.com/us-en/security-bulletins
Cisco Cisco Security Advisories, https://sec.cloudapps.cisco.com/security/center/publicationListing.x
Palo Alto Palo Alto Networks Security Advisories, https://security.paloaltonetworks.com/
Ivanti Security Advisory, https://www.ivanti.com/blog/topics/security-advisory

Mozilla Mozilla Foundation Security Advisories, https://www.mozilla.org/en-US/security/advisories/

Android Android Security Bulletins, https://source.android.com/docs/security/bulletin/asb-overview
Zyxel Security Advisories, https://www.zyxel.com/global/en/support/security-advisories
D-Link Global Security Advisories, Responses, and Notices, https://supportannouncement.us.dlink.com/

Adobe Security Bulletins and Advisories, https://helpx.adobe.com/security/security-bulletin.html

Siemens Siemens ProductCERT and Siemens CERT, https://www.siemens.com/global/en/products/services/cert.html

Splunk Splunk Security Advisories, https://advisory.splunk.com/



https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/
https://wpscan.com/scan/
https://www.oracle.com/security-alerts/
https://www.fortiguard.com/psirt
https://cloud.ibm.com/status/security
https://exchange.xforce.ibmcloud.com/
https://msrc.microsoft.com/update-guide/
https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html
https://www.dell.com/support/security/en-us
https://support.hpe.com/connect/s/securitybulletinlibrary
https://support.hp.com/us-en/security-bulletins
https://sec.cloudapps.cisco.com/security/center/publicationListing.x
https://security.paloaltonetworks.com/
https://www.ivanti.com/blog/topics/security-advisory
https://www.mozilla.org/en-US/security/advisories/
https://source.android.com/docs/security/bulletin/asb-overview
https://www.zyxel.com/global/en/support/security-advisories
https://supportannouncement.us.dlink.com/
https://helpx.adobe.com/security/security-bulletin.html
https://www.siemens.com/global/en/products/services/cert.html
https://advisory.splunk.com/

