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push.lite.avtech.com.

MySSLSocketFacto- Improver Certificate Validation AVTECH https://github.com/shinyColumn/CVE-2025-50944 MITRE
ryNew.checkServer- prop EagleEyes 2.0.0 https://shinycolumn.notion.site/eagleeyes-lite
Trusted
Al Improper Neutralization of . ,
3DAlloy is a light- Inbut During Web Page Gen- | From 1.0 https://github.com/dolfinus/3DAlloy/com-
Weight 3D-viewer P . ' & . Sg ) ’ mit/9fac7936254886265ac89¢c8824¢4816d009b7alb GitHub, Inc.
for MediaWiki ?rat)'on (Cross-site Script- | through 1.8 | hips://github.com/dolfinus/3DAlloy/security/advisories/GHSA-f2rp-232x-mah
ing'
v6.0 version prior
t0 6.0.25, Mon-
goDB Serverv7.0
MongoDB Windows Improper Access Control version priorto https://jira.mongodb.org/browse/SERVER-51366
7.0.21 and Mon-
goDB Server v8.0
version prior to
8.0.5
. https://onelogin.service-
One Identit before
nuty g‘corredge;o“rce Transfer now.com/support?id=kb_article&sys_id=b0aad1e11bd3eal09a47ec29b04bch7
Onelogin etween Spheres 2025.3.0 28&Kkb_category=a0d76d70db185340d5505eea4h96199f
versions
10.10.x <=
URL Redirection to Untrusted 10.10.1, 10.5.x ' ,
Mattermost Site (‘Open Redirect) <=10.5.9, https://mattermost.com/security-updates
10.9.x <=
10.9.4
SumatraPDF NULL Pointer Dereference 3.5.2 https://github.com/sumatrapdfreader/sumatrapdf/issues/5035
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Baptism Information

Improper Neutralization of Spe-

https://github.com/peri0d/my_cve/issues/4 VulDB
https://itsourcecode.com/ VulDB

Management System cial Elements usedin an SQL 1.0 https://vuldb.com/?ctiid.323840 VulDB
Command ('SQL Injection') https://vuldb.com/?id.323840 VulDB

https://vuldb.com/?submit.646904
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SourceCodester Pet Improper Neutralization of Spe- https://vuldb.com/?ctiid.323831 VulDB

Grooming Manage- cial Elements used in an SQL 1.0 https://vuldb.com/?id.323831 VulDB
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291110 cial Elements used in a Com- WN578W2 less.cgi/add_mac#proof-of-concept-poc VulDB
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Texvikn Avadopa KuBepvoaodaAelac: Eumabelec kat Zupfavta (13—-16 2enteuPpiov 2025)

H tpéxouvoa nmepiodog xapaktnpiletal amno Wolaitepn €vtaon otov Xwpo TnG KuPBepvoaodalelag, pe tTnv epdavion moAanmAwv eunabewwv vn-
ANG KPLOWWOTNTAC KAl TNV EKOGNAWON OTOXEUUEVWY EMIOECEWV HEYAANG KALLaKaG. Ol KatayeypaUpEVEG euTIABOEeLEC epAaBAvouV TTOAAEG TTEPL-
MTwoels pe Babpoloyia CVSSv3 9.8, amokaAuntovtog coBapés aduvapieg o€ kpiola cuothpata Kot TAatdOpUEeS Tou Bplokovtal otov mupAva
ouyxpovwv urmodopwv IT.

ISLaiitepn avnouyia mpokaAel n euntdBela pe Kwdikd CVE-2025-59361 oto Chaos Mesh, n omola eMITPENEL AMOUAKPUCUEVN EKTEAECT EVIOAWV
Héow injection og Kubernetes clusters. H onuacia tng sival BgpeAiwdng, kabwg to Kubernetes amoteAel Bacikd cuotatiko tTwv cloud-native
UTTOSOUWV KOl N EKUETAAAEVON QUTHG TNG EUTIABELOG UIopel va 06nynoeL og TARPN €Aeyxo Twv clusters, pe cuveénela Tubavr) Stappon SeSoue-
vwyv, lateral movement kat eykatdotaon persistence ano emtiBEuevoug.

MapdAAnAa, n eunaBelo CVE-2025-57174 nou evroniletal o backhaul padtoocuokeuég Etherhaul tng Siklu katadeikviel Tnv emikivéuvotnTa TG
unapénc hardcoded cryptographic keys. Ta OUYKEKPLUEVA CUCTHLATA XPNOLLOTIOLOUVTAL CUXVA aTto TapOXouG SIKTUWV KoL 08 UTIOSOUEC SnUO-
olaG XPonG, YEYOVOC TToU EVIOXUEL TN onuacia TnG ypriyopns AVILLETWILONG QUTAC TS aduvapiag yia Tnv amotponn mibavr¢ mapakoAouBnong
N aA\olwong kukAodopiag SeSopévwy.

AkOun, euntdBeleg omwe n CVE-2025-10452, n omnoia adopd Bdon dedopévwy tng Gotac Kol EMITPENEL TNV TPOoBacn o€ KPloWEG AELTOUPYLEG
Xwpi¢ kapia popdn avbeviikomoinong, evioxUouv TNV avaykn yla auotnpotepn epappoyn authentication/authorization pnxaviopwv o opya-
VIopoUG mou Slaxelpilovrtat evaioOnta dedopéva.

Av Kkal n euntdBela CVE-2025-10491 rnou emnpedlel tnv MongoDB oe Windows €xel xaunAotepn Babuoloyia CVSSv3 (7.8), evbéxetal va eival
dlaitepa kploln AOyw TNG eUpelag xpriong tTnNg cUYKeKPLUEVNG Baong dedopévwy os emixelpnaotakd meptBailiovia maykoopiwe. To mpoBAnua
adopa avemapkr EAeyxo npooBaong, To OMol0 O€ MEPUTTWOELS AdBou¢ apapeTponoinong pmopet va erttpéPetl o pun e€oucloSoTnUEVOUC
XPNOTEC TNV MPOLOAN 1 akOUN KaL TNV tpomomnoinon dedopévwy. Aedopévou otL n MongoDB xpnolpomnoleital ektevwg o€ SaaS epapuoyEg, APls
kal cloud deployments, n mBavotnta Kataxpnong AUTAG TNG EUMABOELOC AmOKTA WBLaitepn onuacia o OPOUC EMUTTTWOEWV.

MapdAAnAa pe TIg TEXVIKEC euTtABeleg, n mepilodog xapaktnpiotnke amod cofapd nmeplotatikd acdaielag. To botnet AISURU, mou a€lomoinoe
navw amno 300.000 napaflacpévoug routers yla va ekteAéoel emiBeon DDoS peyéBoug 11.5 Thps, anoteAel anmodelen OTL oL OLKLAKEG KL ULKPO-
HECALEG CUOKEVEC SIKTUWONG TIAPAUEVOUV CNUAVTLKO TPWTO onpelo yla Hallkeg eTUOETELS, oL omoleg Umopouv va MAREOUV aKOUA KAl LEYAAOUG
TLAPOXOUG I KPLOLUEG UTIOSOUEG SIKTUWV.



210 (610 mAaiolo, n eupeia mapaPiacn Tou okoouotnuatog tng NPM, pe emiBoelg oe amoBetnpla 6nwg to ctrl/tinycolor kot aAAeg 40 BiBALo-
Onkeg pe ekatoppUpla AfPEeLS, amoKaAUTTEL TN cuveXL{Oopevn aduvapia eAéyxou ¢ epodlactikng aluoidag AoylopikoU. Ot eTUTIOEUEVOL EKE-
TaAAevovtal Tn SuoKoAla eviomiopoU UTOMTWY €APTNOEWV OE £€pya Open source Kol £L.0Ayouv KakoBouAo kwdka o omoiog, péow CI/CD
pipelines, unopet va ptaocel ancuBeiag oe mapaywykad neptBaiiovia.

MapdAAnAa, onuelwOnKe n peyoAUTepn LEXPL oTyUnG Slappor Sedopévwy amnod to Great Firewall tng Kivag, pe 600 GB mAnpodoplwv va Kabi-
otavtat Stabéopa. H Stappon nepthapBavel metadata, apyeia kataypadng kot mbavws mAnpodopieg yLa TOALTIKEG IPAKTIKEC AoyokpLaiag Kal
emtpnong. Ol YEWTIOALTIKEG ETUMTWOELG HLag TETolag mapafioong eival onpaviikeég, 1olwg yla kpatn mou Bacilovtal o TOPOUOLEG TEXVOAOYLEG
i ouvepyalovral pe tnv Kiva og B€pata aopaielag kat mAnpodoplag.

ATO TEXVIKNG OKOTILAG, dlaitepn avnouxia mpokaAouv emBéoelg 6nwg to Phoenix RowHammer, To omnoio katadépvel va mapakappeL mpoota-
oleg oe DDR5 pvnpeg evtog 109 SeutepoAEMTwy, avolyovtag Tov Spouo yla TiBaveG GUCLKEG ETIBEDELG O€ servers Kal Kpiolua cuotipata. Emt-
miAéov, To O-click exploit otov Linux Kernel (KSMBD), amodelkvUeL OTL 0KOMO KOL O OPEeNn-source TuprVoG ToU AELTOUPYLIKOU CUCTHMOTOG TTOPAE-
VEL EUAAWTOC 0€ MANPWE LUTOUATOTIOLNHEVEG ETUOECELS XWPLG Kapia aAnAemiSpacon Xprnotn, YEYovog Tou eyeipel avnouyieg yia embedded
ocuvotnuata kot loT urtobouEg.

OL mpoomnaBeleg mitigation mou akoAouBouv eival ev pépet emapkeis. H Apple kukAodopnoe avapfabuioslc yia to i0S 26 kal to macOS Tahoe
26, SlopBwvovtag mavw amno 50 sunabeleg, evw n Microsoft £dwaoe enidlopbwoelg yia mpofAnuata oto Windows 11 24H2, ta onoila Opwg
urntodekvuouyv deeper architectural flaws oto audio stack. El8ika yia meputtwoelg 6nwg to MongoDB (CVE-2025-10491), 6mou UTtrpXe avemop-
KNG EAEYXOC IPOCPaAOoNC OTIC EKSOOELC V6 €WG KaL V8, N eMiomeuon TG avaBAaBuLong elval ETILTAKTLIKA yLo TNV Amotpornh napafLlioswv o mapa-
YWyYLKa TteptBaiiovra.

TéAog, afloonueiwtn eival n avéavouevn xprnon gpyadeiwv Texvnt¢ Nonpoouvng, OxL HOvVo amd epeuvnTéC aAAd Kol amo emtiBOgpevoug. H
UTTOKAOTTIA TIPOCWTILKWY Sedopévwy HEow epyaleiwv omwe to ChatGPT pe umootnpEn yia MCP, n dnuiwoupyia polymorphic malware nou napa-
KAUTTEL antivirus pnxaviopoug, kabwg kat n xprion generative Al yla spear phishing kat emBE0eLG KOWVWVLKAG LNXOVLKAG, EVIOXUOUV TNV OVAYKN
yla vEéa TtpOTUTIAL OTNV AViXVEUON KOL ATTOKPLON ATEAWV.

Yuvoyilovtag, To TeEXVIKO meplBalAov mou Sdlapopdpwvetal xapaktnpiletal amo KALOKOUUEVN TIOAUTTAOKOTNTA, TaxUtateg e€eAifel oTov XWpPo
TWV EMOECEWV KAl Pl EPdavr) UOTEPNON OTNV TIPOANTITLKA BwPAKLON KploWwy UTIoSopwV. H CUVEXAG ETILTAPNON, N EMLTAXUVON TNG EGAPLOYNG
patches kot n emévéuaon oe texvohoyiec behavior-based aviyvevong aneldwv kabiotavral TAEOV aAVAYKALEC TIPOKTIKES, OXL ETUAOYEG.



CISA/CERT-EU Alerts & Advisories

Z0vtopn nepypadr) / TitAog

AvoyvwpLotiko euntddsiag / Evnuepwtikod / O6nyieg

News

Zovrtoun nieptypadn / Tithog ‘ URL

Building Resilient IT Infrastructure From the Start

https://www.darkreading.com/vulnerabilities-threats/building-resilient-it-infrastructure

CISA at Risk After OIG Accuses it of Wasting Federal Funds

https://www.infosecurity-magazine.com/news/cisa-oig-accuses-wasting-federal/

Al-Forged Military IDs Used in North Korean Phishing Attack

https://www.infosecurity-magazine.com/news/ai-military-ids-north-korea/

Pro-Russian Hackers Attacking Key Industries in Major Countries Around The
World

https://cybersecuritynews.com/pro-russian-hackers-attacking-key-industries/

Breaches / Compromised / Hacked

Zovrtopn nteptypadn / Tithog ‘ URL

FinWise Bank Warns of Insider Data Breach

https://www.infosecurity-magazine.com/news/finwise-bank-warns-of-insider-data/

AISURU Botnet With 300,000 Hijacked Routers Behind The Recent Massive 11.5
Tbps DDoS Attack

https://cybersecuritynews.com/aisuru-botnet-with-300000-hijacked-routers/

Hackers steal millions of Gucci, Balenciaga, and Alexander McQueen customer
records

https://securityaffairs.com/182236/cyber-crime/hackers-steal-millions-of-gucci-balenciaga-and-alexander-mcqueen-
customer-records.html?&web_view=true

West Virginia Credit Union Notifying 187,000 People Impacted by 2023 Data
Breach

https://www.securityweek.com/west-virginia-credit-union-notifying-187000-people-impacted-by-2023-data-
breach/?&web_view=true

Vietnam, Panama governments suffer incidents leaking citizen data

https://therecord.media/vietham-cic-panama-finance-ministry-cyberattacks?&web_view=true

600 GB of Alleged Great Firewall of China Data Published in Largest Leak Yet

https://hackread.com/great-firewall-of-china-data-published-largest-leak/?&web_view=true

Google confirms fraudulent account created in law enforcement portal

https://www.bleepingcomputer.com/news/security/google-confirms-fraudulent-account-created-in-law-enforcement-

portal/?&web_view=true

Massive Supply Chain Attack Hijacks ctrl/tinycolor With 2 Million Downloads and
Other 40 NPM Packages

https://cybersecuritynews.com/npm-supply-chain-ctrl-tinycolor/

Great Firewall of China’s Sensitive Data of Over 500GB+ Leaked Online

https://cybersecuritynews.com/great-firewall-of-china-sensitive-data-leaked/

HybridPetya Mimics NotPetya, Adds UEFI Compromise

https://www.infosecurity-magazine.com/news/hybridpetya-mimics-notpetya-uefi/
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Vulnerabilities / Flaws / Zero-day

[Blompeasi/Oes I

Phoenix RowHammer Attack Bypasses Advanced DDR5 Memory Protections in
109 Seconds

https://thehackernews.com/2025/09/phoenix-rowhammer-attack-bypasses.html

ChatGPT’s New Support for MCP Tools Let Attackers Exfiltrate All Private Details
From Email

https://cybersecuritynews.com/chatgpt-mcp-tools-private-data/

0-Click Linux Kernel KSMBD RCE Exploit From N-Day Vulnerabilities

https://cybersecuritynews.com/0-click-linux-kernel-ksmbd-rce-exploit/

Microsoft Confirms 900+ XSS Vulnerabilities Found in IT Services, Ranging from
Low Impact to Zero-Click

https://cybersecuritynews.com/microsoft-confirms-900-xss-vulnerabilities/

IBM QRadar SIEM Vulnerability Let Attackers Perform Unauthorized Actions

https://cybersecuritynews.com/ibm-gradar-siem-vulnerability-unauthorized/

FlowiseAl Password Reset Token Vulnerability Allows Account Takeover

https://cybersecuritynews.com/flowiseai-password-reset-token-vulnerability/

BitlockMove Tool Enables Lateral Movement via Bitlocker DCOM & COM Hijacking

https://cybersecuritynews.com/bitlockmove/

Patches / Updates / Fixes
Zovrtopn nteptypadn / Tithog
Apple Rolls Out iOS 26, macOS Tahoe 26 With Patches for Over 50 Vulnerabilities

| URL

https://www.securityweek.com/apple-rolls-out-ios-26-macos-tahoe-26-with-patches-for-over-50-vulnerabilities/

Microsoft Fixes Windows 11 24H2 Audio Issue that Stops Bluetooth Headsets and
Speakers Working

https://cybersecuritynews.com/windows-11-24h2-audio-issue/

Potential threats / Threat intelligence

Z0Ovtoun nteprypadn) / Tithog ‘ URL

FBI Warns of Threat Actors Hitting Salesforce Customers

https://www.darkreading.com/cyberattacks-data-breaches/fbi-warns-threat-actors-salesforce-customers

Phishing Campaigns Drop RMM Tools for Remote Access

https://www.infosecurity-magazine.com/news/phishing-campaigns-rmm-tools/

Open Source CyberSOCEval Sets New Standards for Al in Malware Analysis and
Threat Intelligence

https://cybersecuritynews.com/cybersoceval/

New Malware Attack Leverages SVGs, Email Attachments to Deliver X\Worm and
Remcos RAT

https://cybersecuritynews.com/new-malware-attack-leverages-svgs/

Hackers Using Generative Al ‘ChatGPT’ to Evade Anti-virus Defenses

https://cybersecuritynews.com/hackers-using-generative-ai-chatgpt/

DarkCloud Stealer Attacking Financial Companies With Weaponized RAR Attach-
ments

https://cybersecuritynews.com/darkcloud-stealer-attacking-financial-companies/

New VoidProxy Phaa$ Service Attacking Microsoft 365 and Google Accounts

https://cybersecuritynews.com/new-voidproxy-phaas-service/
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Guides / Tools

Top Tools for Enterprise Security Monitoring https://cybersecuritynews.com/enterprise-security-monitoring-tools/

10 Best Vulnerability Management Tools In 2025 https://cybersecuritynews.com/vulnerability-management-tools/
Top 15 Best Security Incident Response Tools In 2025 https://cybersecuritynews.com/incident-response-tools/

10 Best API Protection Tools in 2025 https://cybersecuritynews.com/best-api-protection-tools/
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ing System (CVSSv3), https://nvd.nist.gov/vuln-metrics/cvss

[2]. Ta CVEs anoteAéopata mou gpdavidovtal otnv evotnta 1 Stabétouv CVSSv3 score >=
7.0 kal €xel yivel pLo eTithoyn cuoTnUATWY/UTnpPeclwy avaioya pe to oo dladedo-
uéva eival.
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Annex — Websites with vendor specific vulnerabilities
O mivakag epLEXEL websites amd KATaokeUAOTEG TTIOU TIPOoPEPOUV TTANPOPOPLEC OXETIKEG e euTABEeLEC TOU eudavilovtol oTa MPoiovTa TOUG.

Vendor name / URL
Platform
Wordfence Intelligence Vulnerability Database API https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/
Wordpress .
Scan your WordPress website, https://wpscan.com/scan/
Oracle Critical Patch Updates, Security Alerts and Bulletins, https://www.oracle.com/security-alerts/
Fortinet Fortinet products, https://www.fortiguard.com/psirt
IBM Security bulletins, https://cloud.ibm.com/status/security
Research, Collaborate and Act on threat intelligence, https://exchange.xforce.ibmcloud.com/
MS Windows | The Microsoft Security Response Center (MSRC), https://msrc.microsoft.com/update-guide/
SAP SAP Security Notes, https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html
Dell Security Advisories, Notices and Resources, https://www.dell.com/support/security/en-us
HPE HPE Security Bulletin Library, https://support.hpe.com/connect/s/securitybulletinlibrary
Security Bulletins, https://support.hp.com/us-en/security-bulletins
Cisco Cisco Security Advisories, https://sec.cloudapps.cisco.com/security/center/publicationListing.x
Palo Alto Palo Alto Networks Security Advisories, https://security.paloaltonetworks.com/
Ivanti Security Advisory, https://www.ivanti.com/blog/topics/security-advisory

Mozilla Mozilla Foundation Security Advisories, https://www.mozilla.org/en-US/security/advisories/

Android Android Security Bulletins, https://source.android.com/docs/security/bulletin/asb-overview
Zyxel Security Advisories, https://www.zyxel.com/global/en/support/security-advisories
D-Link Global Security Advisories, Responses, and Notices, https://supportannouncement.us.dlink.com/

Adobe Security Bulletins and Advisories, https://helpx.adobe.com/security/security-bulletin.html

Siemens Siemens ProductCERT and Siemens CERT, https://www.siemens.com/global/en/products/services/cert.html

Splunk Splunk Security Advisories, https://advisory.splunk.com/
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