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Common Vulnerabilities and Exposures (CVEs) 
URL ευπάθειας (NIST 
NVD) 

CVSSv3 Προϊόν/Υπηρεσία Τύπος Ευπάθειας Συσκευές/Εκδόσεις που επηρεάζονται URL προϊόντος/υπηρεσίας URL οδηγιών αντιμετώπισης 

https://nvd.nist.
gov/vuln/detail/
CVE-2025-9813 

8,8 Tenda CH22 
Buffer Copy without Checking 

Size of Input ('Classic Buffer 

Overflow') 
1.0.0.1 

https://github.com/csgii/cve/issues/2 VulDB  
https://vuldb.com/?ctiid.322140 VulDB  
https://vuldb.com/?id.322140 VulDB  
https://vuldb.com/?submit.641151 VulDB  
https://www.tenda.com.cn/ 

https://nvd.nist.
gov/vuln/de-
tail/CVE-2025-
9783 

8,8 TOTOLINK Buffer Copy without Checking Size of 
Input ('Classic Buffer Overflow') A702R 4.0.0-B20211108.1423 

https://github.com/rew1X/CVE/blob/main/TOTOLI
NK/A702R/formParentControl/formParentCon-
trol.md VulDB  
https://github.com/rew1X/CVE/blob/main/TOTOLI
NK/A702R/formParentControl/formParentCon-
trol.md#poc VulDB  
https://vuldb.com/?ctiid.322085 VulDB  
https://vuldb.com/?id.322085 VulDB  
https://vuldb.com/?submit.640991 VulDB  
https://www.totolink.net/ 

https://nvd.nist.
gov/vuln/de-
tail/CVE-2025-
9815 

7,8 batteryKid Improper Authentication up to 2.1 on macOS 

https://github.com/SwayZGl1tZyyy/n-
days/blob/main/batteryKid/README.md VulDB  
https://github.com/SwayZGl1tZyyy/n-
days/blob/main/batteryKid/README.md#proof-of-
concepts VulDB  
https://vuldb.com/?ctiid.322142 VulDB  
https://vuldb.com/?id.322142 VulDB  
https://vuldb.com/?submit.641358 

https://nvd.nist.
gov/vuln/de-
tail/CVE-2025-
9679 

7,3 

Student 

Information 

System  

Improper Neutralization of Spe-

cial Elements used in an SQL 
Command ('SQL Injection') 

1.0 

https://github.com/chesser12312310/CVE/is-
sues/2 VulDB  
https://itsourcecode.com/ VulDB  
https://vuldb.com/?ctiid.321891 VulDB  
https://vuldb.com/?id.321891 VulDB  
https://vuldb.com/?submit.638518 

https://nvd.nist.gov/vuln/detail/CVE-2025-9813
https://nvd.nist.gov/vuln/detail/CVE-2025-9813
https://nvd.nist.gov/vuln/detail/CVE-2025-9813
https://nvd.nist.gov/vuln/detail/CVE-2025-9815
https://nvd.nist.gov/vuln/detail/CVE-2025-9815
https://nvd.nist.gov/vuln/detail/CVE-2025-9815
https://nvd.nist.gov/vuln/detail/CVE-2025-9815


https://nvd.nist.
gov/vuln/de-
tail/CVE-2025-
9699 

7,3 

 SourceCodester 

Online Polling Sys-

tem Code 

Improper Neutralization of Spe-

cial Elements used in an SQL 
Command ('SQL Injection') 

1.0 

https://github.com/ganzhi-qcy/cve/issues/16 
VulDB  
https://vuldb.com/?ctiid.321919 VulDB  
https://vuldb.com/?id.321919 VulDB  
https://vuldb.com/?submit.639171 VulDB  
https://www.sourcecodester.com/ 

https://nvd.n

ist.gov/vuln/

detail/CVE-

2025-9700 

7,3 
SourceCodester 

Online Book Store  

Improper Neutralization of Spe-
cial Elements used in an SQL 

Command ('SQL Injection') 
1.0 

https://github.com/0510green-hand/cve/issues/3 
VulDB  
https://vuldb.com/?ctiid.321920 VulDB  
https://vuldb.com/?id.321920 VulDB  
https://vuldb.com/?submit.639215 VulDB  
https://www.sourcecodester.com/ 

https://nvd.nist.
gov/vuln/de-
tail/CVE-2025-
9701 

7,3 

 SourceCodester 

Simple Cafe Billing 

System  

Improper Neutralization of Spe-

cial Elements used in an SQL 

Command ('SQL Injection') 
1.0 

https://github.com/0510green-hand/cve/issues/4 
VulDB  
https://vuldb.com/?ctiid.321923 VulDB  
https://vuldb.com/?id.321923 VulDB  
https://vuldb.com/?submit.639216 VulDB  
https://www.sourcecodester.com/ 

https://nvd.nist.
gov/vuln/de-
tail/CVE-2025-
9706 

7,3 

 SourceCodester 

Water Billing 

System 

Improper Neutralization of Special El-
ements used in an SQL Command 
('SQL Injection') 

1.0 

https://github.com/0510green-hand/cve/issues/9 
VulDB  
https://vuldb.com/?ctiid.321927 VulDB  
https://vuldb.com/?id.321927 VulDB  
https://vuldb.com/?submit.639228 VulDB  
https://www.sourcecodester.com/ 

https://nvd.nist.
gov/vuln/de-
tail/CVE-2025-
9726 

7,3 

Campcodes Farm 

Management 

System 

Improper Neutralization of Special El-
ements used in an SQL Command 
('SQL Injection') 

1.0 

https://github.com/zhaodaojie/cve/issues/9 VulDB  
https://vuldb.com/?ctiid.322015 VulDB  
https://vuldb.com/?id.322015 VulDB  
https://vuldb.com/?submit.639679 VulDB  
https://www.campcodes.com/ 

https://nvd.nist.
gov/vuln/de-
tail/CVE-2025-
9814 

7,3 
PHPGurukul 

Beauty Parlour 

Improper Neutralization of Spe-

cial Elements used in an SQL 
Command ('SQL Injection') 

1.1 

https://github.com/dad-zm/myCVE/issues/3 
VulDB  
https://phpgurukul.com/ VulDB  
https://vuldb.com/?ctiid.322141 VulDB  

https://nvd.nist.gov/vuln/detail/CVE-2025-9814
https://nvd.nist.gov/vuln/detail/CVE-2025-9814
https://nvd.nist.gov/vuln/detail/CVE-2025-9814
https://nvd.nist.gov/vuln/detail/CVE-2025-9814


Management Sys-

tem 

https://vuldb.com/?id.322141 VulDB  
https://vuldb.com/?submit.641237 

https://nvd.nist.
gov/vuln/de-
tail/CVE-2025-
9752 

7,3  D-Link 
Improper Neutralization of Spe-
cial Elements used in a Com-

mand ('Command Injection') 

DIR-852 1.00CN B09 

https://github.com/i-Corner/cve/issues/18 VulDB  
https://vuldb.com/?ctiid.322053 VulDB  
https://vuldb.com/?id.322053 VulDB  
https://vuldb.com/?submit.640590 VulDB  
https://www.dlink.com/ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://nvd.nist.gov/vuln/detail/CVE-2025-9752
https://nvd.nist.gov/vuln/detail/CVE-2025-9752
https://nvd.nist.gov/vuln/detail/CVE-2025-9752
https://nvd.nist.gov/vuln/detail/CVE-2025-9752


CISA/CERT-EU Alerts & Advisories 
Σύντομη περιγραφή / Τίτλος Αναγνωριστικό ευπάθειας / Ενημερωτικό / Οδηγίες URL 

CISA Releases Nine ICS Advisories 
Surrounding Vulnerabilities, and Ex-
ploits 

 https://cybersecuritynews.com/cisa-releases-nine-ics-advisories/ 

News 
Σύντομη περιγραφή / Τίτλος URL 

Hackers Reportedly Demand Google Fire Two Employees, Threaten Data Leak https://cybersecuritynews.com/google-fire-two-employees/ 

Microsoft To Mandate MFA for Accounts Signing In to the Azure Portal https://cybersecuritynews.com/mandate-mfa-for-azure/ 
Hackers Registering Domains to Launch Cyberattack Targeting 2026 FIFA World 
Cup Tournament 

https://cybersecuritynews.com/cyberattack-targeting-2026-fifa-world-cup-tournament/ 

 

 

Breaches / Compromised / Hacked 
Σύντομη περιγραφή / Τίτλος URL 

Zscaler Confirms Data Breach – Hackers Compromised Salesforce Instance and 
Stole Customer Data 

https://cybersecuritynews.com/zscaler-confirms-data-breach/ 

Google Warns 2.5B Gmail Users to Reset Passwords Following Salesforce Data 
Breach 

https://cybersecuritynews.com/gmail-users-password-reset/ 

 

Vulnerabilities / Flaws / Zero-day 
Σύντομη περιγραφή / Τίτλος URL 

Ransomware Attack on Pennsylvania’s AG Office Disrupts Court Cases https://www.infosecurity-magazine.com/news/ransomware-pennsylvania-ag/ 

Critical Qualcomm Vulnerabilities Allow Attackers to Execute Arbitrary Code Re-
motely 

https://cybersecuritynews.com/critical-qualcomm-vulnerabilities/ 

Azure Active Directory Vulnerability Exposes Credentials and Enables Attackers to 
Deploy Malicious Apps 

https://cybersecuritynews.com/azure-active-directory-vulnerability/] 

Critical Next.js Framework Vulnerability Let Attackers Bypass Authorization https://cybersecuritynews.com/critical-next-js-framework-vulnerability/ 

IBM Watsonx Vulnerability Let Attackers Inject Malicious SQl Queries https://cybersecuritynews.com/ibm-watsonx-vulnerability/ 
QNAP Vulnerability Let Attackers Bypass Authentication and Access Unauthorized 
Files 

https://cybersecuritynews.com/qnap-authentication-vulnerability/ 

Sitecore CMS Platform Vulnerabilities Enables Remote Code Execution https://cybersecuritynews.com/sitecore-cms-platform-rce-vulnerabilities/ 

https://cybersecuritynews.com/cisa-releases-nine-ics-advisories/
https://cybersecuritynews.com/google-fire-two-employees/
https://cybersecuritynews.com/mandate-mfa-for-azure/
https://cybersecuritynews.com/cyberattack-targeting-2026-fifa-world-cup-tournament/
https://cybersecuritynews.com/zscaler-confirms-data-breach/
https://cybersecuritynews.com/gmail-users-password-reset/
https://www.infosecurity-magazine.com/news/ransomware-pennsylvania-ag/
https://cybersecuritynews.com/critical-qualcomm-vulnerabilities/
https://cybersecuritynews.com/azure-active-directory-vulnerability/
https://cybersecuritynews.com/critical-next-js-framework-vulnerability/
https://cybersecuritynews.com/ibm-watsonx-vulnerability/
https://cybersecuritynews.com/qnap-authentication-vulnerability/
https://cybersecuritynews.com/sitecore-cms-platform-rce-vulnerabilities/


 

Patches / Updates / Fixes 
Σύντομη περιγραφή / Τίτλος URL 

WhatsApp Patches Zero-Click Exploit Targeting iOS and macOS Devices https://thehackernews.com/2025/08/whatsapp-issues-emergency-update-for.html 

Wireshark 4.4.9 Released With Fix For Critical Bugs and Updated Protocol Support https://cybersecuritynews.com/wireshark-4-4-9-released/ 

MediaTek Security Update – Patch for Multiple Vulnerabilities Across Chipsets https://cybersecuritynews.com/mediatek-security-update/ 

Microsoft Confirms Recent Windows 11 24H2 Security Update Not Causing 
SSD/HDD Failures 

https://cybersecuritynews.com/windows-11-24h2-security-update-2/ 

Amazon Stops Russian APT29 Watering Hole Attack Exploiting Microsoft Auth https://www.infosecurity-magazine.com/news/amazon-russian-apt29-watering-hole/ 
 

Potential threats / Threat intelligence 
Σύντομη περιγραφή / Τίτλος URL 

Salesloft Attacks Target Google Workspace https://www.infosecurity-magazine.com/news/salesloft-attacks-target-google/ 

New Large-Scale Phishing Attacks Targets Hotelier Via Ads to Gain Access to Prop-
erty Management Tools 

https://cybersecuritynews.com/new-large-scale-phishing-attacks-targets-hotelier/ 

Hackers Abuse Legitimate Email Marketing Platforms to Disguise Malicious Links https://cybersecuritynews.com/hackers-abuse-legitimate-email-marketing-platforms/ 

New ‘Sindoor Dropper’ Malware Targets Linux Systems with Weaponized .desktop 
Files 

https://cybersecuritynews.com/sindoor-dropper-linux-systems/ 

 

Guides / Tools 
Σύντομη περιγραφή / Τίτλος URL 

Top Tools for Enterprise Security Monitoring https://cybersecuritynews.com/enterprise-security-monitoring-tools/  

10 Best Vulnerability Management Tools In 2025 https://cybersecuritynews.com/vulnerability-management-tools/ 
Top 15 Best Security Incident Response Tools In 2025 https://cybersecuritynews.com/incident-response-tools/ 
10 Best API Protection Tools in 2025 https://cybersecuritynews.com/best-api-protection-tools/ 

https://thehackernews.com/2025/08/whatsapp-issues-emergency-update-for.html
https://thehackernews.com/2025/08/whatsapp-issues-emergency-update-for.html
https://cybersecuritynews.com/wireshark-4-4-9-released/
https://cybersecuritynews.com/mediatek-security-update/
https://cybersecuritynews.com/windows-11-24h2-security-update-2/
https://www.infosecurity-magazine.com/news/amazon-russian-apt29-watering-hole/
https://www.infosecurity-magazine.com/news/salesloft-attacks-target-google/
https://cybersecuritynews.com/new-large-scale-phishing-attacks-targets-hotelier/
https://cybersecuritynews.com/hackers-abuse-legitimate-email-marketing-platforms/
https://cybersecuritynews.com/sindoor-dropper-linux-systems/
https://cybersecuritynews.com/enterprise-security-monitoring-tools/
https://cybersecuritynews.com/vulnerability-management-tools/
https://cybersecuritynews.com/incident-response-tools/
https://cybersecuritynews.com/best-api-protection-tools/
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7.0 και έχει γίνει μια επιλογή συστημάτων/υπηρεσιών ανάλογα με το πόσο διαδεδο-

μένα είναι. 
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Annex – Websites with vendor specific vulnerabilities 
Ο πίνακας περιέχει websites από κατασκευαστές που προσφέρουν πληροφορίες σχετικές με ευπάθειες που εμφανίζονται στα προϊόντα τους.  

Vendor name / 
Platform 

URL 

Wordpress 
Wordfence Intelligence Vulnerability Database API           https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/ 
Scan your WordPress website,                                               https://wpscan.com/scan/    

Oracle Critical Patch Updates, Security Alerts and Bulletins, https://www.oracle.com/security-alerts/  

Fortinet Fortinet products,                                                                          https://www.fortiguard.com/psirt  

IBM 
Security bulletins,                                                                          https://cloud.ibm.com/status/security  
Research, Collaborate and Act on threat intelligence, https://exchange.xforce.ibmcloud.com/  

MS Windows The Microsoft Security Response Center (MSRC),              https://msrc.microsoft.com/update-guide/ 

SAP SAP Security Notes,                                                  https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html  

Dell Security Advisories, Notices and Resources,                   https://www.dell.com/support/security/en-us  

HPE 
HPE Security Bulletin Library,                                                   https://support.hpe.com/connect/s/securitybulletinlibrary  
Security Bulletins,                                                                          https://support.hp.com/us-en/security-bulletins   

Cisco Cisco Security Advisories,                                                          https://sec.cloudapps.cisco.com/security/center/publicationListing.x  

Palo Alto Palo Alto Networks Security Advisories,                              https://security.paloaltonetworks.com/  

Ivanti Security Advisory,                                                                           https://www.ivanti.com/blog/topics/security-advisory  

Mozilla Mozilla Foundation Security Advisories,                              https://www.mozilla.org/en-US/security/advisories/  

Android Android Security Bulletins,                                                         https://source.android.com/docs/security/bulletin/asb-overview  

Zyxel Security Advisories,                                                                       https://www.zyxel.com/global/en/support/security-advisories  

D-Link Global Security Advisories, Responses, and Notices,  https://supportannouncement.us.dlink.com/  

Adobe Security Bulletins and Advisories,                                          https://helpx.adobe.com/security/security-bulletin.html  

Siemens Siemens ProductCERT and Siemens CERT,                       https://www.siemens.com/global/en/products/services/cert.html  

Splunk Splunk Security Advisories,                                                       https://advisory.splunk.com/  
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