
 

 

 

 

 

Newsletter on system vulnerabilities and cybersecu-
rity news. 

 

National Cyber Security Authority (NCSA) 

Date: 12/08/2025 - 14/08/2025 

 

 

  

2

0

4

6

0

2

4

6

8

CVE 9.0-10  CVE 8.0-9.0 CVE 7.0-8.0 TOTAL CVEs

# of CVEs per CVSS score

4
2

4 5

1

6

2

24

0

5

10

15

20

25

30

# of articles per section



 

Contents 
Common Vulnerabilities and Exposures (CVEs) ...................................................................................... 3 

CISA/CERT-EU Alerts & Advisories ........................................................................................................... 5 

News........................................................................................................................................................ 5 

Breaches / Compromised / Hacked..................................................................................................... 6 

Vulnerabilities / Flaws / Zero-day........................................................................................................ 6 

Patches / Updates / Fixes .................................................................................................................... 6 

Potential threats / Threat intelligence ................................................................................................ 7 

Guides / Tools ...................................................................................................................................... 7 

References ............................................................................................................................................... 8 

Annex – Websites with vendor specific vulnerabilities ........................................................................... 9 

 



Common Vulnerabilities and Exposures (CVEs) 
URL ευπάθειας (NIST NVD) CVSSv3 Προϊόν/Υπηρεσία Τύπος Ευπάθειας Συσκευές/Εκδόσεις που επηρεάζονται URL προϊόντος/υπηρεσίας URL οδηγιών αντιμετώπισης 

https://nvd.nist.gov/vuln
/detail/CVE-2025-8913 

9,3 

Organization Portal 

System developed by 

WellChoose 

Improper Control of Filename for 
Include/Require Statement in 

PHP Program ('PHP Remote File 

Inclusio 

 
https://www.twcert.org.tw/en/cp-139-
10325-70192-2.html 

https://nvd.nist.gov/vuln
/detail/CVE-2025-8904 

9,0 
Amazon EMR Secret 

Agent 
Storing Passwords in a Recovera-
ble Format 

releases between 6.10 and 

7.4 

https://aws.amazon.com/security/security-
bulletins/AWS-2025-017/ AMZN  
https://docs.aws.amazon.com/emr/lat-
est/ReleaseGuide/emr-release-app-ver-
sions-7.x.html 

https://nvd.nist.gov

/vuln/detail/CVE-

2025-8941 

7,8 linux-pam 
Improper Limitation of a Path-

name to a Restricted Directory 

('Path Traversal') 

 

https://access.redhat.com/secu-
rity/cve/CVE-2025-8941 Red Hat, Inc.  
https://bugzilla.redhat.com/show_bug.cgi?i
d=2388220 

https://nvd.nist.gov/vuln
/detail/CVE-2025-8940 

7,4  Tenda AC20 
Buffer Copy without Checking 
Size of Input ('Classic Buffer 

Overflow') 
up to 16.03.08.12 

https://github.com/lin-3-start/lin-
cve/blob/main/Tenda%20AC20-
2/Tenda%20AC20-2.md VulDB  
https://github.com/lin-3-start/lin-
cve/blob/main/Tenda%20AC20-
2/Tenda%20AC20-2.md#poc VulDB  
https://vuldb.com/?ctiid.319903 VulDB  
https://vuldb.com/?id.319903 VulDB  
https://vuldb.com/?submit.631836 VulDB  
https://www.tenda.com.cn/ 

https://www.twcert.org.tw/en/cp-139-10325-70192-2.html
https://www.twcert.org.tw/en/cp-139-10325-70192-2.html
https://nvd.nist.gov/vuln/detail/CVE-2025-8904
https://nvd.nist.gov/vuln/detail/CVE-2025-8904
https://nvd.nist.gov/vuln/detail/CVE-2025-8940
https://nvd.nist.gov/vuln/detail/CVE-2025-8940


https://nvd.nist.gov/vuln
/detail/CVE-2025-8907 

7,3 H3C M2 NAS V100R006 
Execution with Unnecessary 

Privileges 
  

https://vuldb.com/?ctiid.319861 VulDB  
https://vuldb.com/?id.319861 VulDB  
https://vuldb.com/?submit.624554 VulDB  
https://www.no-
tion.so/23f54a1113e7804bae88e76f9fb0cf
5b 

https://nvd.nist.gov/vuln
/detail/CVE-2025-8949 

7,3 D-Link DIR-825 Stack-based Buffer Overflow 2.10 

https://github.com/i-Corner/cve/issues/16 
VulDB  
https://vuldb.com/?ctiid.319915 VulDB  
https://vuldb.com/?id.319915 VulDB  
https://vuldb.com/?submit.627640 VulDB  
https://www.dlink.com/ 

 

 

  

https://nvd.nist.gov/vuln/detail/CVE-2025-8907
https://nvd.nist.gov/vuln/detail/CVE-2025-8907
https://nvd.nist.gov/vuln/detail/CVE-2025-8949
https://nvd.nist.gov/vuln/detail/CVE-2025-8949


CISA/CERT-EU Alerts & Advisories 
Σύντομη περιγραφή / Τίτλος Αναγνωριστικό ευπάθειας / Ενημερωτικό / Οδηγίες URL 

CISA Adds Two Known Exploited 
Vulnerabilities to Catalog 

▪ CVE-2025-8875 N-able N-central Insecure Deserialization Vulnerabil-
ity 

▪ CVE-2025-8876 N-able N-central Command Injection Vulnerability 

https://www.cisa.gov/news-events/alerts/2025/08/13/cisa-
adds-two-known-exploited-vulnerabilities-catalog 

CISA Releases Seven Industrial Con-
trol Systems Advisories 

▪ ICSA-25-224-01 Ashlar-Vellum Cobalt, Xenon, Argon, Lithium, Cobalt 
Share 

▪ ICSA-25-224-02 Johnson Controls iSTAR Ultra, iSTAR Ultra SE, iSTAR 
Ultra G2, iSTAR Ultra G2 SE, iSTAR Edge G2 

▪ ICSA-25-224-03 Schneider Electric EcoStruxure Power Monitoring Ex-
pert 

▪ ICSA-25-224-04 AVEVA PI Integrator 
  

▪ ICSA-24-263-04 MegaSys Computer Technologies Telenium Online 
Web Application (Update A) 

▪ ICSA-25-191-10 End-of-Train and Head-of-Train Remote Linking Pro-
tocol (Update A) 
  

▪ ICSMA-25-224-01 Santesoft Sante PACS Server 

https://www.cisa.gov/news-events/alerts/2025/08/12/cisa-re-
leases-seven-industrial-control-systems-advisories 

CISA and Partners Release Asset In-
ventory Guidance for Operational 
Technology Owners and Operators 

- 
https://www.cisa.gov/news-events/alerts/2025/08/13/cisa-and-
partners-release-asset-inventory-guidance-operational-technol-
ogy-owners-and-operators 

CISA Adds Three Known Exploited 
Vulnerabilities to Catalog 

▪ CVE-2013-3893 Microsoft Internet Explorer Resource Management 
Errors Vulnerability 

▪ CVE-2007-0671 Microsoft Office Excel Remote Code Execution Vul-
nerability 

▪ CVE-2025-8088 RARLAB WinRAR Path Traversal Vulnerability 

https://www.cisa.gov/news-events/alerts/2025/08/12/cisa-
adds-three-known-exploited-vulnerabilities-catalog 

News 
Σύντομη περιγραφή / Τίτλος URL 

29,000 Servers Remain Unpatched Against Microsoft Exchange Flaw https://www.infosecurity-magazine.com/news/servers-unpatched-microsoft/ 

Hacker Alleges Russian Government Role in Kaseya Cyber-Attack https://www.infosecurity-magazine.com/news/hacker-russian-government-kaseya/ 
 

https://www.cve.org/CVERecord?id=CVE-2025-8875
https://www.cve.org/CVERecord?id=CVE-2025-8876
https://www.cisa.gov/news-events/alerts/2025/08/13/cisa-adds-two-known-exploited-vulnerabilities-catalog
https://www.cisa.gov/news-events/alerts/2025/08/13/cisa-adds-two-known-exploited-vulnerabilities-catalog
https://www.cisa.gov/news-events/ics-advisories/icsa-25-224-01
https://www.cisa.gov/news-events/ics-advisories/icsa-25-224-01
https://www.cisa.gov/news-events/ics-advisories/icsa-25-224-02
https://www.cisa.gov/news-events/ics-advisories/icsa-25-224-02
https://www.cisa.gov/news-events/ics-advisories/icsa-25-224-03
https://www.cisa.gov/news-events/ics-advisories/icsa-25-224-03
https://www.cisa.gov/news-events/ics-advisories/icsa-25-224-04
https://www.cisa.gov/news-events/ics-advisories/icsa-24-263-04
https://www.cisa.gov/news-events/ics-advisories/icsa-24-263-04
https://www.cisa.gov/news-events/ics-advisories/icsa-25-191-10
https://www.cisa.gov/news-events/ics-advisories/icsa-25-191-10
https://www.cisa.gov/news-events/ics-medical-advisories/icsma-25-224-01
https://www.cisa.gov/news-events/alerts/2025/08/12/cisa-releases-seven-industrial-control-systems-advisories
https://www.cisa.gov/news-events/alerts/2025/08/12/cisa-releases-seven-industrial-control-systems-advisories
https://www.cisa.gov/news-events/alerts/2025/08/13/cisa-and-partners-release-asset-inventory-guidance-operational-technology-owners-and-operators
https://www.cisa.gov/news-events/alerts/2025/08/13/cisa-and-partners-release-asset-inventory-guidance-operational-technology-owners-and-operators
https://www.cisa.gov/news-events/alerts/2025/08/13/cisa-and-partners-release-asset-inventory-guidance-operational-technology-owners-and-operators
https://www.cve.org/CVERecord?id=CVE-2013-3893
https://www.cve.org/CVERecord?id=CVE-2007-0671
https://www.cve.org/CVERecord?id=CVE-2025-8088
https://www.cisa.gov/news-events/alerts/2025/08/12/cisa-adds-three-known-exploited-vulnerabilities-catalog
https://www.cisa.gov/news-events/alerts/2025/08/12/cisa-adds-three-known-exploited-vulnerabilities-catalog
https://www.infosecurity-magazine.com/news/servers-unpatched-microsoft/
https://www.infosecurity-magazine.com/news/hacker-russian-government-kaseya/


Breaches / Compromised / Hacked 
Σύντομη περιγραφή / Τίτλος URL 

Staffing Company Manpower Discloses Data Breach https://www.infosecurity-magazine.com/news/manpower-discloses-data-breach/ 

St. Paul’s Mayor Confirms Interlock Data Leak https://www.infosecurity-magazine.com/news/st-paul-mayor-interlock-data-leak/ 

Major outage at Pennsylvania Attorney General's Office blamed on 'cyber inci-
dent' 

https://www.theregister.com/2025/08/12/major_outage_at_pennsylvania_attor-
ney/?&web_view=true 

Hackers leak 2.8M sensitive records from Allianz Life in Salesforce data breach 
https://securityaffairs.com/181093/data-breach/hackers-leak-2-8m-sensitive-records-from-allianz-
life-in-salesforce-data-breach.html?&web_view=true 

 

Vulnerabilities / Flaws / Zero-day 
Σύντομη περιγραφή / Τίτλος URL 

Fortinet Warns About FortiSIEM Vulnerability (CVE-2025-25256) With In-the-Wild 
Exploit Code 

https://thehackernews.com/2025/08/fortinet-warns-about-fortisiem.html 

Zoom and Xerox Release Critical Security Updates Fixing Privilege Escalation and 
RCE Flaws 

https://thehackernews.com/2025/08/zoom-and-xerox-release-critical.html 

Dutch NCSC Confirms Active Exploitation of Citrix NetScaler CVE-2025-6543 in Crit-
ical Sectors 

https://thehackernews.com/2025/08/dutch-ncsc-confirms-active-exploitation.html 

Erlang/OTP SSH Vulnerability Sees Spike in Exploitation Attempts https://www.infosecurity-magazine.com/news/erlangotp-ssh-flaw-sees/ 

Breaking Windows Out-of-Box-Experience to Gain Command Line Access With Ad-
min Privileges 

https://cybersecuritynews.com/breaking-windows-out-of-box-experience/ 

 

Patches / Updates / Fixes 
Σύντομη περιγραφή / Τίτλος URL 

Microsoft August 2025 Patch Tuesday Fixes Kerberos Zero-Day Among 111 Total 
New Flaws 

https://thehackernews.com/2025/08/microsoft-august-2025-patch-tuesday.html 

Adobe Patches Over 60 Vulnerabilities Across 13 Products https://www.securityweek.com/adobe-patches-over-60-vulnerabilities-across-13-products/ 

Windows 11 24H2 updates failing again with 0x80240069 errors 
https://www.bleepingcomputer.com/news/microsoft/windows-11-24h2-updates-failing-again-with-0x80240069-er-
rors/ 

SAP Patches Critical S/4HANA Vulnerability https://www.securityweek.com/sap-patches-critical-s-4hana-vulnerability/ 

Microsoft Patches Over 100 Vulnerabilities https://www.securityweek.com/microsoft-patches-over-100-vulnerabilities/ 

Chipmaker Patch Tuesday: Many Vulnerabilities Addressed by Intel, AMD, Nvidia https://www.securityweek.com/chipmaker-patch-tuesday-many-vulnerabilities-addressed-by-intel-amd-nvidia/ 
 

https://www.infosecurity-magazine.com/news/manpower-discloses-data-breach/
https://www.infosecurity-magazine.com/news/st-paul-mayor-interlock-data-leak/
https://www.theregister.com/2025/08/12/major_outage_at_pennsylvania_attorney/?&web_view=true
https://www.theregister.com/2025/08/12/major_outage_at_pennsylvania_attorney/?&web_view=true
https://securityaffairs.com/181093/data-breach/hackers-leak-2-8m-sensitive-records-from-allianz-life-in-salesforce-data-breach.html?&web_view=true
https://securityaffairs.com/181093/data-breach/hackers-leak-2-8m-sensitive-records-from-allianz-life-in-salesforce-data-breach.html?&web_view=true
https://thehackernews.com/2025/08/fortinet-warns-about-fortisiem.html
https://thehackernews.com/2025/08/fortinet-warns-about-fortisiem.html
https://thehackernews.com/2025/08/fortinet-warns-about-fortisiem.html
https://thehackernews.com/2025/08/zoom-and-xerox-release-critical.html
https://thehackernews.com/2025/08/zoom-and-xerox-release-critical.html
https://thehackernews.com/2025/08/zoom-and-xerox-release-critical.html
https://thehackernews.com/2025/08/dutch-ncsc-confirms-active-exploitation.html
https://thehackernews.com/2025/08/dutch-ncsc-confirms-active-exploitation.html
https://thehackernews.com/2025/08/dutch-ncsc-confirms-active-exploitation.html
https://www.infosecurity-magazine.com/news/erlangotp-ssh-flaw-sees/
https://cybersecuritynews.com/breaking-windows-out-of-box-experience/
https://thehackernews.com/2025/08/microsoft-august-2025-patch-tuesday.html
https://thehackernews.com/2025/08/microsoft-august-2025-patch-tuesday.html
https://thehackernews.com/2025/08/microsoft-august-2025-patch-tuesday.html
https://www.securityweek.com/adobe-patches-over-60-vulnerabilities-across-13-products/
https://www.bleepingcomputer.com/news/microsoft/windows-11-24h2-updates-failing-again-with-0x80240069-errors/
https://www.bleepingcomputer.com/news/microsoft/windows-11-24h2-updates-failing-again-with-0x80240069-errors/
https://www.securityweek.com/sap-patches-critical-s-4hana-vulnerability/
https://www.securityweek.com/microsoft-patches-over-100-vulnerabilities/
https://www.securityweek.com/chipmaker-patch-tuesday-many-vulnerabilities-addressed-by-intel-amd-nvidia/


Potential threats / Threat intelligence 
Σύντομη περιγραφή / Τίτλος URL 

VexTrio Hackers Attacking Users via Fake CAPTCHA Robots and Malicious Apps 
into Google Play and App Store 

https://cybersecuritynews.com/vextrio-hackers-attacking-users-via-fake-captcha-robots/ 

 

Guides / Tools 
Σύντομη περιγραφή / Τίτλος URL 

Top Tools for Enterprise Security Monitoring https://cybersecuritynews.com/enterprise-security-monitoring-tools/  

10 Best Vulnerability Management Tools In 2025 https://cybersecuritynews.com/vulnerability-management-tools/ 

https://cybersecuritynews.com/vextrio-hackers-attacking-users-via-fake-captcha-robots/
https://cybersecuritynews.com/enterprise-security-monitoring-tools/
https://cybersecuritynews.com/vulnerability-management-tools/


 

References 
[1]. Ο βαθμός επικινδυνότητας είναι σύμφωνα με την κλίμακα Common Vulnerability Scor-

ing System (CVSSv3), https://nvd.nist.gov/vuln-metrics/cvss  

[2]. Τα CVEs αποτελέσματα που εμφανίζονται στην ενότητα 1 διαθέτουν CVSSv3 score >= 

7.0 και έχει γίνει μια επιλογή συστημάτων/υπηρεσιών ανάλογα με το πόσο διαδεδο-

μένα είναι. 

https://nvd.nist.gov/vuln-metrics/cvss


 

Annex – Websites with vendor specific vulnerabilities 
Ο πίνακας περιέχει websites από κατασκευαστές που προσφέρουν πληροφορίες σχετικές με ευπάθειες που εμφανίζονται στα προϊόντα τους.  

Vendor name / 
Platform 

URL 

Wordpress 
Wordfence Intelligence Vulnerability Database API           https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/ 
Scan your WordPress website,                                               https://wpscan.com/scan/    

Oracle Critical Patch Updates, Security Alerts and Bulletins, https://www.oracle.com/security-alerts/  

Fortinet Fortinet products,                                                                          https://www.fortiguard.com/psirt  

IBM 
Security bulletins,                                                                          https://cloud.ibm.com/status/security  
Research, Collaborate and Act on threat intelligence, https://exchange.xforce.ibmcloud.com/  

MS Windows The Microsoft Security Response Center (MSRC),              https://msrc.microsoft.com/update-guide/ 

SAP SAP Security Notes,                                                  https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html  

Dell Security Advisories, Notices and Resources,                   https://www.dell.com/support/security/en-us  

HPE 
HPE Security Bulletin Library,                                                   https://support.hpe.com/connect/s/securitybulletinlibrary  
Security Bulletins,                                                                          https://support.hp.com/us-en/security-bulletins   

Cisco Cisco Security Advisories,                                                          https://sec.cloudapps.cisco.com/security/center/publicationListing.x  

Palo Alto Palo Alto Networks Security Advisories,                              https://security.paloaltonetworks.com/  

Ivanti Security Advisory,                                                                           https://www.ivanti.com/blog/topics/security-advisory  

Mozilla Mozilla Foundation Security Advisories,                              https://www.mozilla.org/en-US/security/advisories/  

Android Android Security Bulletins,                                                         https://source.android.com/docs/security/bulletin/asb-overview  

Zyxel Security Advisories,                                                                       https://www.zyxel.com/global/en/support/security-advisories  

D-Link Global Security Advisories, Responses, and Notices,  https://supportannouncement.us.dlink.com/  

Adobe Security Bulletins and Advisories,                                          https://helpx.adobe.com/security/security-bulletin.html  

Siemens Siemens ProductCERT and Siemens CERT,                       https://www.siemens.com/global/en/products/services/cert.html  

Splunk Splunk Security Advisories,                                                       https://advisory.splunk.com/  
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