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Common Vulnerabilities and Exposures (CVEs)

URL euntaBerag (NIST NVD)

CVSSv3

Npoiév/Ynnpeoia

TUnog EunaBeLag

TuokevEG/EKSOOELG TTOU emnpedlovTatl

URL ntpoiévrog/unnpeciog URL 08nyLwv avtipeTwniong

https://nvd.nist.gov/v
uln/detail/CVE-2025-
6222

https://nvd.nist.gov/v
uln/detail/CVE-2025-
7643

https://nvd.nist.gov/v
uln/detail/CVE-2025-
6718

https://nvd.nist.gov/v
uln/detail/CVE-2025-
7758

https://nvd.nist.gov/v
uln/detail/CVE-2025-
7762

The WooCommerce Refund And
Exchange with RMA - Warranty
Management, Refund Policy, Man-
age User Wallet theme for Word-
Press

Unrestricted Up-
load of File with
Dangerous Type

all versions up to, and includ-
ing, 3.2.6

https://codecanyon.net/item/woocommerce-refund-and-ex-
change/17810207#item-description__changelog
https://www.wordfence.com/threat-intel/vulnerabili-
ties/id/35a7b5a1-b052-4390-8e08-
f97aa9c16b29?source=cve

Improper Limita-
tion of a Path-

https://wordpress.org/plugins/attachment-manager/

The Attachment Manager plugin for | name to a Re- all versions up to, and includ- https://www.wordfence.com/threat-intel/vulnerabili-
WordPress stricted Direc- ing,2.1.2 ties/id/5731b971-4408-4¢c64-809c-
tory ('"Path Tra- €95fba33009e?source=cve
versal')
https://wordpress.org/plugins/bl-accountin
Missing all versions up to, and includ- ps-/iwordp g/plugl unting/

The B1.1t plugin for WordPress

Authorization

ing, 2.2.56

https://www.wordfence.com/threat-intel/vulnerabili-
ties/id/4e479a3f-efla-4476-89e1-86d0f388f2c3?source=cve

TOTOLINK

Buffer Copy with-
out Checking Size
of Input ('Classic
Buffer Overflow')

T6éupto
4.1.5cu.748_B20211015

https://github.com/AnduinBrian/Public/blob/main/Totolink%2
0T6/Vuln/3.md
https://github.com/AnduinBrian/Public/blob/main/Totolink%2
0T6/Vuln/3.md#poc

https://vuldb.com/?ctiid.316748
https://vuldb.com/?id.316748
https://vuldb.com/?submit.615734

https://www.totolink.net/

D-Link

Stack-based
Buffer Overflow

DI-8100 16.07.26A1

https://github.com/XiDP0/MyCVE/blob/main/CVE/D-
Link%20DI_8100-
16.07.26A1/menu_nat_more_asp/menu_nat_more_asp.md
https://vuldb.com/?ctiid.316757
https://vuldb.com/?id.316757
https://vuldb.com/?submit.615796
https://www.dlink.com/




https://nvd.nist.gov/v
uln/detail/CVE-2025-
3740

The School Management System
for Wordpress plugin for Word-
Press

Improper Limita-
tion of a Path-
name to a Re-
stricted Directory
('Path Traversal')

all versions up to, and includ-
ing, 93.1.0

https://codecanyon.net/item/school-management-system-
for-wordpress/11470032#item-description__update-history
https://www.wordfence.com/threat-intel/vulnerabili-
ties/id/3604aece-5e76-4e8e-9caf-f518d60012777source=cve

https://nvd.nist.gov/v
uln/detail/CVE-2025-
6231

Lenovo Vantage

Improper Neu-
tralization of Ar-
gument Delimit-
ersina Com-
mand (‘Argu-
ment Injection’)

https://support.lenovo.com/us/en/product_security/LEN-
196648

https://nvd.nist.gov/v
uln/detail/CVE-2025-
0886

Elliptic Labs Virtual Lock Sensor

Incorrect Default
Permissions

https://support.lenovo.com/us/en/product_security/LEN-
182738

https://nvd.nist.gov/v
uln/detail/CVE-2025-
7735

The Hospital Information System
developed by UNIMAX

Improper Neu-
tralization of
Special Ele-
ments used in
an SQL Com-
mand ('SQL In-
jection')

https://www.twcert.org.tw/en/cp-139-10249-5d48c-2.html
https://www.twcert.org.tw/tw/cp-132-10248-f429e-1.html

https://nvd.nist.gov/v
uln/detail/CVE-2025-
7764

Online Appointment Booking

Improper Neu-
tralization of Spe-
cial Elements

https://code-projects.org/
https://github.com/jaynewboy/cve/issues/2

https://nvd.nist.gov/v
uln/detail/CVE-2025-
7757

System used in an SQL version 1.0 https://vuldb.com/?ctiid.316764
Command ('SQL https://vuldb.com/?id.316764
Injection’) https://vuldb.com/?submit.616175
Improper Neu-
tralization of https://github.com/hex31415926/cve/issues/4
Special Ele- https://phpgurukul.com/
PHPGurukul Land Record System ments used in version 1.0 https://vuldb.com/?ctiid.316747
an SQL Com- https://vuldb.com/?id.316747
mand ('SQL In- https://vuldb.com/?submit.615705

jection')



https://support.lenovo.com/us/en/product_security/LEN-196648
https://support.lenovo.com/us/en/product_security/LEN-196648
https://support.lenovo.com/us/en/product_security/LEN-182738
https://support.lenovo.com/us/en/product_security/LEN-182738

CISA/CERT-EU Alerts & Advisories

Z0vtopn nepypadr) / TitAog AvoyvwpLotiko euntddsiag / Evnuepwtiko / O6nyieg

= |CSA-25-198-01 Leviton AcquiSuite and Energy Monitoring Hub

= |CSMA-25-198-01 Panoramic Corporation Digital Imaging Soft-
ware

https://www.cisa.gov/news-events/alerts/2025/07/17/cisa-re-
leases-three-industrial-control-systems-advisories

CISA Releases Three Industrial Control
Systems Advisories

= |CSA-24-191-05 Johnson Controls Inc. Software House Ce CURE
9000 (Update B)

Panoramic Corporation Digital Imaging https://www.cisa.gov/news-events/ics-medical-adviso-

Software ries/icsma-25-198-01

Leviton AcquiSuite and Energy Monitor- . : omreFr/F

ing Hub q By https://www.cisa.gov/news-events/ics-advisories/icsa-25-198-01
News

Zuvrtopn nteptypadn / Tithog ‘ URL

Chinese Cyber-Espionage Group Infiltrates Army National Guard Network Across https://dailysecurityreview.com/security-spotlight/chinese-cyber-espionage-group-infiltrates-army-national-guard-

the US network-across-the-us

Most European Financial Firms Still Lagging on DORA Compliance https://www.infosecurity-magazine.com/news/european-financial-dora-compliance/

https://www.bleepingcomputer.com/news/security/louis-vuitton-says-regional-data-breaches-tied-to-same-cyberat-

Louis Vuitton says regional data breaches tied to same cyberattack

tack/

Cloudflare says 1.1.1.1 outage not caused by attack or BGP hijack https://www.bleepingcomputer.com/news/security/cloudflare-says-1111-outage-not-caused-by-attack-or-bgp-hijack/

Retail Ransomware Attacks Jump 58% Globally in Q2 2025 https://www.infosecurity-magazine.com/news/retail-ransomware-jump-globally-q2/

Breaches / Compromised / Hacked

Zovrtopn nteptypadn / Tithog ‘ URL
https: .bleepi ] ity/citrix-bleed-2-exploited-weeks-before-pocs-as-citrix-denied-at-

Citrix Bleed 2 exploited weeks before PoCs as Citrix denied attacks ttps://www.bleepingcomputer.com/news/security/citrix-bleed-2-exploited-weeks-before-pocs-as-citrix-denied-at
tacks/

SonicWall SMA devices hacked with OVERSTEP rootkit tied to ransomware https://www.bleepingcomputer.com/news/security/sonicwall-sma-devices-hacked-with-overstep-rootkit-tied-to-ran-
somware/

Over 5.4 Million Affected in Healthcare Data Breach at Episource https://www.infosecurity-magazine.com/news/54-million-affected-episource/

New Fortinet FortiWeb hacks likely linked to public RCE exploits https://www.bleepingcomputer.com/news/security/new-fortinet-fortiweb-hacks-likely-linked-to-public-rce-exploits/

Scattered Spider-Attack Hits Co-op, Exposes Data of 6.5 Million Members https://dailysecurityreview.com/security-spotlight/scattered-spider-attack-hits-co-op-exposes-data-of-6-5-million-
members/
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https://www.cisa.gov/news-events/ics-medical-advisories/icsma-25-198-01
https://www.cisa.gov/news-events/ics-medical-advisories/icsma-25-198-01
https://www.cisa.gov/news-events/ics-advisories/icsa-25-198-01
https://dailysecurityreview.com/security-spotlight/chinese-cyber-espionage-group-infiltrates-army-national-guard-network-across-the-us/
https://dailysecurityreview.com/security-spotlight/chinese-cyber-espionage-group-infiltrates-army-national-guard-network-across-the-us/
https://www.infosecurity-magazine.com/news/european-financial-dora-compliance/
https://www.bleepingcomputer.com/news/security/louis-vuitton-says-regional-data-breaches-tied-to-same-cyberattack/
https://www.bleepingcomputer.com/news/security/louis-vuitton-says-regional-data-breaches-tied-to-same-cyberattack/
https://www.bleepingcomputer.com/news/security/cloudflare-says-1111-outage-not-caused-by-attack-or-bgp-hijack/
https://www.infosecurity-magazine.com/news/retail-ransomware-jump-globally-q2/
https://www.bleepingcomputer.com/news/security/citrix-bleed-2-exploited-weeks-before-pocs-as-citrix-denied-attacks/
https://www.bleepingcomputer.com/news/security/citrix-bleed-2-exploited-weeks-before-pocs-as-citrix-denied-attacks/
https://www.bleepingcomputer.com/news/security/sonicwall-sma-devices-hacked-with-overstep-rootkit-tied-to-ransomware/
https://www.bleepingcomputer.com/news/security/sonicwall-sma-devices-hacked-with-overstep-rootkit-tied-to-ransomware/
https://www.infosecurity-magazine.com/news/54-million-affected-episource/
https://www.bleepingcomputer.com/news/security/new-fortinet-fortiweb-hacks-likely-linked-to-public-rce-exploits/
https://dailysecurityreview.com/security-spotlight/scattered-spider-attack-hits-co-op-exposes-data-of-6-5-million-members/
https://dailysecurityreview.com/security-spotlight/scattered-spider-attack-hits-co-op-exposes-data-of-6-5-million-members/

Co-op confirms data of 6.5 million members stolen in cyberattack

https://www.bleepingcomputer.com/news/security/co-op-confirms-data-of-65-million-members-stolen-in-cyberat-
tack/

Chinese hackers breached National Guard to steal network configurations

https://www.bleepingcomputer.com/news/security/chinese-hackers-breached-national-guard-to-steal-network-config-
urations/

Hacker steals $27 million in BigONE exchange crypto breach

https://www.bleepingcomputer.com/news/security/hacker-steals-27-million-in-bigone-exchange-crypto-breach/

Google sues to disrupt BadBox 2.0 botnet infecting 10 million devices

https://www.bleepingcomputer.com/news/security/google-sues-to-disrupt-badbox-20-botnet-infecting-10-million-
devices/

Massive Data Leak at Texas Adoption Agency Exposes 1.1 Million Records

https://hackread.com/massive-data-leak-texas-adoption-agency-million-records/

Vulnerabilities / Flaws / Zero-day

Zovrtoun nieptypadn / Tithog ‘ URL

CVE-2025-27210 & CVE-2025-27209: Two high-severity vulnerabilities in Node.js
threaten Windows apps and hash-based services

https://infosecwriteups.com/cve-2025-27210-cve-2025-27209-two-high-severity-vulnerabilities-in-node-js-
9134ea00dc2a?source=collection_home

Cisco Warns of Critical ISE Flaw Allowing Unauthenticated Attackers to Execute
Root Code

https://thehackernews.com/2025/07/cisco-warns-of-critical-ise-flaw.html

Update Google Chrome to fix actively exploited zero-day (CVE-2025-6558)

https://www.helpnetsecurity.com/2025/07/16/update-google-chrome-to-fix-actively-exploited-zero-day-cve-2025-6558/

CVE-2025-6554 marks the fifth actively exploited Chrome Zero-Day patched by
Google in 2025

https://securityaffairs.com/180001/hacking/cve-2025-6554-marks-the-fifth-actively-exploited-chrome-zero-day-patched-
by-google-in-2025.html

Patches / Updates / Fixes

Z0Ovtoun nteprypadn) / Tithog ‘ URL

VMware fixes four ESXi zero-day bugs exploited at Pwn20Own Berlin

https://www.bleepingcomputer.com/news/security/vmware-fixes-four-esxi-zero-day-bugs-exploited-at-pwn2own-
berlin/

Google fixes actively exploited sandbox escape zero day in Chrome

https://www.bleepingcomputer.com/news/security/google-fixes-actively-exploited-sandbox-escape-zero-day-in-
chrome/

UNC6148 Backdoors Fully-Patched SonicWall SMA 100 Series Devices with OVER-

STEP Rootkit

https://thehackernews.com/2025/07/unc6148-backdoors-fully-patched.html
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Potential threats / Threat intelligence

Zuvrtopn neptypadn / Tithog ‘ URL

Malware-as-a-Service Campaign Exploits GitHub to Deliver Payloads https://www.infosecurity-magazine.com/news/maas-campaign-github-payloads/
Chinese Hackers Target Taiwan's Semiconductor Sector with Cobalt Strike, Custom

Backdoors https://thehackernews.com/2025/07/chinese-hackers-target-taiwans.html
:::::;Sirl'me:e@ge Microsoft Teams to Spread Matanbuchus 3.0 Malware to Tar- https://thehackernews.com/2025/07/hackers-leverage-microsoft-teams-to.html

Guides / Tools

Zovrtoun nieptypadn / Tithog

Top Tools for Enterprise Security Monitoring https://cybersecuritynews.com/enterprise-security-monitoring-tools/



https://www.infosecurity-magazine.com/news/maas-campaign-github-payloads/
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Annex — Websites with vendor specific vulnerabilities
O mivakag epLEXEL websites amd KATaokeUAOTEG TTIOU TIPOoPEPOUV TTANPOPOPLEC OXETIKEG e euTABEeLEC TOU eudavilovtol oTa MPoiovTa TOUG.

Vendor name / URL
Platform
Wordfence Intelligence Vulnerability Database API https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/
Wordpress .
Scan your WordPress website, https://wpscan.com/scan/
Oracle Critical Patch Updates, Security Alerts and Bulletins, https://www.oracle.com/security-alerts/
Fortinet Fortinet products, https://www.fortiguard.com/psirt
IBM Security bulletins, https://cloud.ibm.com/status/security
Research, Collaborate and Act on threat intelligence, https://exchange.xforce.ibmcloud.com/
MS Windows | The Microsoft Security Response Center (MSRC), https://msrc.microsoft.com/update-guide/
SAP SAP Security Notes, https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html
Dell Security Advisories, Notices and Resources, https://www.dell.com/support/security/en-us
HPE HPE Security Bulletin Library, https://support.hpe.com/connect/s/securitybulletinlibrary
Security Bulletins, https://support.hp.com/us-en/security-bulletins
Cisco Cisco Security Advisories, https://sec.cloudapps.cisco.com/security/center/publicationListing.x
Palo Alto Palo Alto Networks Security Advisories, https://security.paloaltonetworks.com/
Ivanti Security Advisory, https://www.ivanti.com/blog/topics/security-advisory

Mozilla Mozilla Foundation Security Advisories, https://www.mozilla.org/en-US/security/advisories/

Android Android Security Bulletins, https://source.android.com/docs/security/bulletin/asb-overview
Zyxel Security Advisories, https://www.zyxel.com/global/en/support/security-advisories
D-Link Global Security Advisories, Responses, and Notices, https://supportannouncement.us.dlink.com/

Adobe Security Bulletins and Advisories, https://helpx.adobe.com/security/security-bulletin.html

Siemens Siemens ProductCERT and Siemens CERT, https://www.siemens.com/global/en/products/services/cert.html

Splunk Splunk Security Advisories, https://advisory.splunk.com/
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