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Common Vulnerabilities and Exposures (CVEs)

URL guntaBziag (NIST NVD)

Mpoidv/Ynnpe-
ola

Tornog EunaBetag

JuoKeUEG/EKSOOELG TTOU ENNPE-
afovrau

URL ntpoibvrog/unnpeciog URL 08nyLwv avTlpueTwnt-

ong

https://nvd.nist.gov/vuln/detail/CVE-
2025-2328

https://nvd.nist.gov/vuln/detail/CVE-
2025-24381

https://nvd.nist.gov/vuln/detail/CVE-
2025-21384

https://nvd.nist.gov/vuln/detail/CVE-
2025-26683

Contact Improper Limitation of a | the 'dnd_remove_up-
Form7 Pathname to a Re- loaded_files' function in
plugin for stricted Directory ('Path | all versions up to, and in-
WordPress | Traversal') cluding, 1.3.8.7
https://www.dell.com/support/kbdoc/en-
URL Redirection to Un- us/000300090/dsa-2025-116-security-
Dell Unity trusted Site ('Open Re- version(s) 5.4 and prior update-for-dell-unity-dell-unityvsa-and-
direct’) dell-unity-xt-security-update-for-
multiple-vulnerabilities
Microsoft Protection Mechanism Microsoft Azure Health https://msrc.microsoft.com/update-
Azure Failure Bot guide/vulnerability/CVE-2025-21384
Azure Improper Authorization | Azure Playwright hitps://msre.microsoft.com/update-

guide/vulnerability/CVE-2025-26683
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https://nvd.nist.gov/vuln/detail/CVE-
2025-24386

Improper Neutralization
of Special Elements

https://www.dell.com/support/kbdoc/en-
us/000300090/dsa-2025-116-security-

https://nvd.nist.gov/vuln/detail/CVE-
2023-0881

Dell Unity used in an OS Com- version(s) 5.4 and prior | update-for-dell-unity-dell-unityvsa-and-
mand (‘OS Command dell-unity-xt-security-update-for-
Injection’) multiple-vulnerabilities
Improper Inout Running DDoS on tcp https://bugs.launchpad.net/ub-

tcp port 22 prop P port 22 will trigger a ker- | untu/+source/linux-blue-

Validation

nel crash

field/+bug/2006397
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CISA/CERT-EU Alerts & Advisories

Zovtoun neptypadn) / Tithog AvayvwpLotiko euntaBeiag / Evnpuepwtiko / O8nyieg

CISA Releases Malware Analysis Report https://www.cisa.gov/news-events/alerts/2025/03/28/cisa-re-
on RESURGE Malware Associated with CVE-2025-0282 leases-malware-analysis-report-resurge-malware-associated-
Ivanti Connect Secure ivanti-connect-secure

CISA Adds One Known Exploited Vul- https://www.cisa.gov/news-events/alerts/2025/03/31/cisa-adds-

CVE-2024-20439

nerability to Catalog one-known-exploited-vulnerability-catalog
News

Zovrtopn ntieptypadn / Tithog ‘ URL

Lazarus Group is No Longer Consider a Single APT Group, But Collection of Many https://cybersecuritynews.com/lazarus-group-is-no-longer-consider-a-single-apt-group/

Sub Groups

New Ubuntu Security Bypasses Allow Attackers to Exploit Kernel Vulnerabilities https://cybersecuritynews.com/ubuntu-security-bypasses/

gtl:zscltaur::ackers LRLGL TR B LA IUE GO T SR LT ST https://cybersecuritynews.com/russian-hackers-using-russia-based-bulletproof-network/

Threats Actors Hide Malware in WordPress Websites to Execute Code Remotely https://cybersecuritynews.com/threats-actors-hide-malware-in-wordpress-websites/

Russian Hackers Mimic as CIA to Steal Ukraine Defense Intelligence Data https://cybersecuritynews.com/russian-hackers-mimic-as-cia/

Breaches / Compromised / Hacked

Zuvroun neptypadn / Tithog

Daisy Cloud Hacker Group Exposed 30K Login Credentials Across a Wide Range of

Services https://cybersecuritynews.com/daisy-cloud-hacker-group-exposed-30k-login-credentials/
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Vulnerabilities / Flaws / Zero-day

Zuvroun nteptypadn / Tithog ‘ URL

Cannon Printer Vulnerability Let Attackers Execute Arbitrary Code https://cybersecuritynews.com/cannon-printer-vulnerability-arbitrary-code/
Multiple Dell Unity Vulnerabilities Let Attackers Compromise Affected System https://cybersecuritynews.com/multiple-dell-unity-vulnerabilities/

:::Ice':: UL e S s . B U2 DR L https://cybersecuritynews.com/apache-tomcat-vulnerability-exploited/
Hackers Employ New ClickFix Captcha Technique to Deliver Ransomware https://cybersecuritynews.com/clickfix-captcha-technigue-ransomware/
:Ii\:,i:dows Server 2025 Security Update Freezes Remote Desktop Sessions Connec- https://cybersecuritynews.com/windows-server-2025-security-update/

Potential threats / Threat intelligence

Zovrtopn ntieptypadn / Tithog ‘ URL
" Hackers Leveraginz DNS MX Records To Dvnamically Create Fake Logins Mimicas | .
T:;':e;:ane‘;’:fagmg e e e e https://cybersecuritynews.com/hackers-leveraging-dns-mx-records-to-dynamically-create-fake-logins/

ClickFix Captcha — A Creative Technique That Allow Attackers Deliver Malware and

) https://cybersecuritynews.com/clickfix-captcha-a-creative-technique/
Ransomware on Windows

Crocodilus — A New Android Malware Remotely Control Your Android Devices https://cybersecuritynews.com/crocodilus/

Patches / Updates / Fixes

Mozilla Releases Urgent Patch for Windows Users Following Exploited Chrome 0-
Day

https://cybersecuritynews.com/mozilla-releases-urgent-patch-for-windows-users/

Tor Browser 14.0.8 Released Emergency Update for Windows Users https://cybersecuritynews.com/tor-browser-14-0-8-released-emergency-update/

Guides / Tools

Zuvrtopn nieptypadn / Tithog
20 Best Remote Monitoring Tools — 2025

https://cybersecuritynews.com/best-remote-monitoring-tools/
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Annex — Websites with vendor specific vulnerabilities
O mivakag epLEXEL websites amd KATaokeUAOTEG TTIOU TIPOoPEPOUV TTANPOPOPLEC OXETIKEG e euTABEeLEC TOU eudavilovtol oTa MPoiovTa TOUG.

Vendor name / URL
Platform
Wordfence Intelligence Vulnerability Database API https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/
Wordpress .
Scan your WordPress website, https://wpscan.com/scan/
Oracle Critical Patch Updates, Security Alerts and Bulletins, https://www.oracle.com/security-alerts/
Fortinet Fortinet products, https://www.fortiguard.com/psirt
IBM Security bulletins, https://cloud.ibm.com/status/security
Research, Collaborate and Act on threat intelligence, https://exchange.xforce.ibmcloud.com/
MS Windows | The Microsoft Security Response Center (MSRC), https://msrc.microsoft.com/update-guide/
SAP SAP Security Notes, https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html
Dell Security Advisories, Notices and Resources, https://www.dell.com/support/security/en-us
HPE HPE Security Bulletin Library, https://support.hpe.com/connect/s/securitybulletinlibrary
Security Bulletins, https://support.hp.com/us-en/security-bulletins
Cisco Cisco Security Advisories, https://sec.cloudapps.cisco.com/security/center/publicationListing.x
Palo Alto Palo Alto Networks Security Advisories, https://security.paloaltonetworks.com/
Ivanti Security Advisory, https://www.ivanti.com/blog/topics/security-advisory

Mozilla Mozilla Foundation Security Advisories, https://www.mozilla.org/en-US/security/advisories/

Android Android Security Bulletins, https://source.android.com/docs/security/bulletin/asb-overview
Zyxel Security Advisories, https://www.zyxel.com/global/en/support/security-advisories
D-Link Global Security Advisories, Responses, and Notices, https://supportannouncement.us.dlink.com/

Adobe Security Bulletins and Advisories, https://helpx.adobe.com/security/security-bulletin.html

Siemens Siemens ProductCERT and Siemens CERT, https://www.siemens.com/global/en/products/services/cert.html

Splunk Splunk Security Advisories, https://advisory.splunk.com/
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